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Chapter 1:  Introduction 
Welcome to the Nastel XRay Express for Kafka.  This guide describes the installation, configuration and 

usability of the Nastel XRay Express for Kafka utility.  Please review this guide carefully before using the 

product. 

1.1 How This Guide is Organized 
Chapter 1: Identifies the users and history of the document and supplies support and reference 

information. 

Chapter 2: Contains a brief description of Nastel XRay Express for Kafka. 

Chapter 3: Provides instructions for downloading and deploying Nastel XRay Express for Kafka. 

Chapter 4: Explains how to run Nastel XRay Express for Kafka. 

Chapter 5: Discusses how to determine which topics to listen to. 

Index: Contains an alphanumeric cross-reference of all topics and subjects of importance. 

1.2 History of This Document 

Table 1-1.  Document History  

Release Date Document Number Version Summary 

April 2020 XR/KF 100.001 1.0 Initial release. 

May 2020 XR/KF 100.002 1.0 Update section 4.2.1. 

1.3 Release Notes 
See README.htm files in your installation.  

1.4 Intended Audience 
This document is intended for personnel administering or using Kafka.  The user should be familiar with: 

• The target operating system environment. 

• Procedures for installing software on the target platform. 

• Using Kafka, such as Apache Kafka®, or other distribution such Confluent or IBM® Event 
Streams. 

1.5 Technical Support 
For technical support, visit the Nastel Resource Center.  You can contact us at 

https://www.nastel.com/company/contact-us/, or via live chat at the original registration link.    

https://customers.nastel.com/hc/en-us/categories/360002083773-Nastel-XRay
https://www.nastel.com/company/contact-us/
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Chapter 2:  About Nastel XRay Express for Kafka 

2.1 Introduction 
The purpose of Nastel XRay Express for Kafka is to analyze applications using Kafka and determine their 

behavior.  This document covers the specific use case of: 

1) Listening on Kafka topics  

• Interrogate application behavior. 

There are other samples in the express kit that implement additional use cases with Kafka and related 

components like ZooKeeper.  These are not covered in this document.   If these are of interest to you, 

see the website for other examples or contact us for information. 

2) Intercepting Kafka application calls to analyze application behavior 

• Capturing calls and responses to Kafka requests. 

3) Gathering data from Kafka logs  

• Identifying various conditions including errors and failures. 

4) Collecting metrics about Kafka performance 

• Using JMX, mine the key Kafka performance indicators. 

5) Monitoring Kafka components  

• Determine if they are running optimally.  

2.2 Configuration Overview  
There are four components that make up Nastel XRay Express for Kafka: 

1)  A repository for holding the Kafka data.   

2)  The graphical interface to present the data.  This document provides a walkthrough of the basic 

capabilities in 3.3 Your First Log In and additional details can be found in the Nastel XRay 

documentation.  

 

 

At this point, sample repositories are available for viewing.  Use these samples to preview the data you 
will be able to collect after completing steps 3 and 4 below. 

3)  An instance of the Nastel XRay collector running on at least one server.  The setup and 

configuration of this is covered in Chapter 4: Using the Nastel XRay Data Collector. 

4)  A Kafka broker running applications.  You will need to configure which data to collect.  For more 

information, see Chapter 5: Identifying Topics to Listen to. 
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Figure 1.  Configuration Overview 

This document starts with setting up the repository since it is fundamental to all workflows.  An 

introduction is then provided based on the sample data.  The discussion is completed with how to add 

your data by configuring the collector and Kafka. 

 

Figure 1a.  Configuration Summary 
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Chapter 3:  First Steps 

3.1 Installing Nastel XRay Express for Kafka  
The Nastel XRay Express zip file, XRayExpress.zip, contains everything you need.  This file is available for 

download as part of the registration process.  This file can be downloaded on Windows or Linux; use of 

Docker containers is not currently available on Windows.  Data collectors can be run on either.  

After unzipping the file, you will have the directory, install_dir/XRayExpress, containing 

samples and execution scripts used throughout this document.  

3.2 Creating an On-premise Repository 
This document covers installing a basic on-premise installation using Docker.  This single server 

installation is targeted at introductory usage.  All components can be scaled up to support massive 

environments, which is not covered in this document.  

In order to run as a Docker container, the following minimum requirements must be met: 

• Docker-supported Linux operating system 

• 16 GB of RAM  

• 4 virtual processors  

• Docker installed and executable by the user without using sudo or other user switching options.  
Verify using Docker -v to report the Docker version.  An example of the commands to install 
and setup Docker would be: 

o sudo yum install docker  

o sudo service docker start  

o sudo usermod -a -G docker user  
(may require logoff and logon to take effect)  

The XRayExpress/docker folder contains the scripts to run the Docker containers.  If running on a 

different server than you downloaded to, copy the entire Docker folder, making the shell scripts 

executable (chmod +x *.sh). 

There are 6 scripts including a menu to assist with setup.  The scripts can be executed directly or from 

the menu.   

To launch the menu, run xray_menu.sh.  The following options are presented: 

1. Deploy XRay Express containers  

2. Display container status 

3. Stop XRay Express containers  

4. Start XRay Express containers 

5. Clean XRay Express containers 

6. Remove XRay Express images 

7. Exit 
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Deploy Nastel XRay Express Containers  

Executes the new_xray.sh script which downloads the Docker images, creates the containers and 

executes them.  This is typically run once and then subsequent usage is done with stop and start 

options.  This step will take approximately 5 minutes to complete.  

If you have been provided alternative licenses, copy them to the License folder before running the 

new_xray.sh script. 

You will be prompted for the XRay advertised host name.  Enter the host (host name or IP address) that 

you are using for your XRay environment. You will also be prompted to select a dashboard for the 

sample repository.   Select the Kafka dashboard to get the examples described in this document.   

The script will suspend periodically to allow the configuration of the environment to complete, please 

let it finish completely.   

Once complete, you can continue to 3.3 Your First Log In using the hostname you provided above, such 

as:  http://myserver:8080/xray  

If you want to avoid prompting, you can run this script directly.  In this you can also specify the IP/host 

as the first parameter (./new_xray.sh 12.34.456.78).  You can specify the full name of a dashboard as a 

2nd parameter.  This must be in the dashboards folder and can be one of the samples provided or one 

obtained separately. 

Display Container Status 

This shows the status of the various containers using a Docker command.  It includes all active 

containers on this system.  Note that it is normal to see the init container stopped after initial 

deployment is completed. 

Stop Nastel XRay Express Containers 

Executes the stop_xray.sh script which will stop the containers.  After stopping, they can be restarted 

with the start option. 

Start Nastel XRay Express Containers  

Executes the start_xray.sh script which will start the containers previously created.  It can be used to 

restart a single container that has stopped since active instances are skipped. 

Clean Nastel XRay Express Containers 

Executes the clean_xray.sh script which deletes the containers from Docker and removes the working 

folder.  This is typically done when you would like to start over.  The containers must be stopped before 

running clean. 

Remove XRay Images 

Executes the remove_xray.sh script which removes the Docker images that were downloaded.  The 

images must be cleaned before running the remove option. 

Exit 

Exits the script.  
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3.3 Your First Log In  
In your browser, go to the URL provided and enter your user information to log in.   

Login ID:  Admin  

Password:  admin 

 

Figure 2.  Logging In 

When logging in for the first time, you will be given several options.   

 

Figure 3.  Landing Page 
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Select Go to Dashboard and optionally check the Never show again box to skip this landing page and go 

directly to your dashboard when logging in.  You can review the demos now or at a later time by clicking 

Explore a Demo.  The Analyze Your Data option is not applicable for the Kafka tracing data being 

processed.  

To continue viewing the sample repository, select Sample-Kafka_Tracing from the Repository drop-

down menu (see figure below).   

 

Figure 4.  Select Sample Repository 

To view the information, click on each tab as shown below 

 

Figure 5.  Dashboard Tabs 

3.3.1 Kafka Topics 

This section will walk through the various sections of the page (referred to as viewlets). 

 

Figure 6.  Topic Summary 

At the top is a summary viewlet.  In this case, this shows a summary of all of the Kafka topics captured.  

In this sample, there are messages produced to the clearing-topic and payment topic, process-topic and 

reprocessing-topic.  

If you want to see all of the publications related to a specific topic, you can just click on the summary 

value.    

 

Figure 7.  Kafka Message Detail 
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To close the console, click on the x after Event Details or on the Console identifier. 

Below the Summary is a pie chart showing the distribution of the topics used.  

 

Figure 8.  Kafka Topic Breakdown 

3.3.2 Kafka Messages Rates 

The first viewlet on this dashboard shows a chart of the topics produced per minute.  For larger periods 

of time, you can also group bucketed by hour or days.   

 

Figure 9.  Kafka Message Rates 

You can click on the topics in the legend to toggle them showing on the graph.    

At the bottom of the page, the viewlet shows a breakdown by message size, broken down into groups of 

100.    

 

Figure 10.  Kafka Message Sizes 
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If you want to view the specific messages of this size, you can just click on the respective bar.  For 

example, when clicking on the 400 range bar, you get the list of topics in this size range. 

 

Figure 11.  Viewing Specific Messages 

To see the data in a different way, right click on the dashboard title and select configure: 

 

Figure 12.  Select Configure 

Under Schema, select KafkaIDOC. 

 

Figure 13.  Select KafkaIDOC 

Because the sample was made from a known set of data, we also configured the collector to extract 

specific fields out of the message content as separate properties.  This Schema is designed to show 

those fields.    

Now refresh the display by clicking on the refresh icon  or you can close the console and click on the 

message size of 400 again.  Now the console window shows a different set of columns as shown below, 

tailored to the data captured. 
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Figure 14.  Event Details 

These fields could have been displayed as graphical as well, showing the total value or breakdown by 

currency.  As a demonstration, click on the + next to Console.  This opens up a temporary viewlet.  Enter 

the following in the JKQL> field:   

Get Event field sum(Value) group by Currency show as colchart 

The following chart showing the total value by the four currencies appears: 

 

Figure 14A.  Currency Totals 

To close, click on the X or on the console label.  

3.3.3 Kafka Partitions 

The first viewlet on this dashboard shows a breakdown of the topics collected and the breakdown of the 

partitions where those messages were stored.  You should see a uniform breakdown of the events 

across the topics.  When using your own keys, the distribution may be less uniform depending on your 

key structure.  
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Figure 15.  Kafka Partition Analysis 

The second viewlet breaks down the keys being used.  A value of -1 indicates no key which means that 

Kafka will just distribute across the partitions.  

 

Figure 16.  Kafka Keysize Analysis 

Note that there are other sample repositories available to view from the Repository drop-down menu. 

3.4 Configuring Your Own Dashboards  
Now that you have seen the previous examples, you will want to configure your repository for your 

Kafka data.  For this section, return to your own repository by selecting it from the repository dropdown.  

This will be DefaultRepo.   

 

Figure 17.  Select Your Repository
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Chapter 4:  Using the Nastel XRay Express Data 

Collector 

4.1 Pre-requisites 
If you have not already unzipped the XRayExpress.zip file, download and unzip it.  Copy it to the system 

you want to run the collector on.  See Section 3.1 for more information.   

Nastel XRay Express for Kafka requires: 

• Target Kafka services running 

o Nastel XRay Express for Kafka can be installed on the Kafka server or as a remote client.   

• Set JAVA_HOME to the installed version of Java. 

4.2 Configuring Nastel XRay Express for Kafka 

4.2.1 Creating my_tnt4j.properties 

In the run folder, the member XRay_tnt4j.properties is a template that can be used to create custom 

properties for your usage.  The easiest way to do this is to run XRay_setup.sh or XRay_setup.cmd.  You 

can either supply the parameters or it will prompt you for them.  

Syntax:  XRay_setup.sh  URL TOKEN 

URL:  your local URL for on-premise 

Example:  http://myserver:6580  

TOKEN:  DefaultToken provided during registration 

Example:  9ad9a6aa-bb5d-4ef4-a7fa-Et0835b6b8dc     DefaultToken 

On completion, you will have a new file called my_tnt4j.properties in the run folder.  

Alternatively, you can manually copy  XRay_tnt4j.properties to my_tnt4j.properties, making the 

changes as outlined.  

4.2.2 (Recommended) Using run_topic_list to listen to 

Multiple Topics   

If you are running on Linux and want to listen to a number of topics for the same broker on Linux, use 

this option.  In the folder run/kafka-client, edit the member topics.txt.  This is a list of topics that you 

want to capture data from.  Change the sample names included to the list of topic names required and 

save the file.  

Execute the run_topic_list.sh to start capturing messages produced to these topics.  The format of the 

command is: 

      run_topic_list.sh connection_info topic_list_file label  

where,  
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connection_info is the broker connection string (default: localhost:9092) 

topic_list_file is the file described above (default: topics.txt) 

label is any identifier you want included with the data collected (default: same as connection_info) 

Examples: 

• run_topic_list.sh  

• run_topic_list.sh  kafka_server:9092 

• run_topic_list.sh kafka_server:9093 mytopics.txt broker123 

Hint:  If you want to listen to all Kafka topics?  Pipe the output from a topics --list command as the 

topic_list file.  You can use as is or edit it to remove topics you do not want to trace. 

4.2.2 (Optional) Using run to listen to specific brokers and 

topics 

To listen to various topics in different brokers, use this option.  In the folder run/kafka-client, edit the 

member XRayKafka_parser.xml: 

1. Specify the topic string that you want to listen to.  
<property name="Topic" value="YOUR_KAFKA_TOPIC"/> 

2. Change the following as defined by your Kafka setup. 
<property name="bootstrap.servers" 
           value="YOUR_KAFKA_HOST:YOUR_KAFKA_PORT"/> 

3. For this use case, you want the group.id to be a unique value so that it does not conflict with any 

application consuming messages from this topic. 
<property name="group.id" value="0"/> 

4. All other changes are optional and can be completed at a later time.  

5. If you want additional topics, repeat the <stream> section as many times as required, setting 

a unique value for stream name for each.  A single instance of the Nastel data collector can 

collect data from many Kafka topics and brokers.  Change the name of the client to be unique as 

well. 
<property name="client.id" value="XRay-kafka-consumer"/> 

6. Save your changes  

To start the data streaming process, from the run/kafka-client folder, execute either run.bat or run.sh.  

Using the options supplied, it will connect to the broker(s) specified and wait for data.   

Now return to your repository to view data based on the data from your topics (Section 3.3.1). 

4.2.3 Notes for Nastel XRay Express for Kafka Collector 

If you see any error messages during startup, correct them and repeat.  Additional logging information 

can be found in the logs folder, in XRay-streams.log.   

When you add additional Kafka topics or brokers to the XRayKafka_parser.xml or make any other 

changes, you will need to stop and restart the collector.  

At this point, if your configuration is correct, you should start receiving data in your repository.    
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If you do not want to capture message data, edit the sample parser and remove the Message field.  If 

you want to parse specific data elements as properties rather than a single message as shown in the 

examples above, see the samples for versions for XML, JSON, CSV and other formats. 
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Chapter 5:  Identifying Topics to Listen to 

5.1 Topics 
One of the advantages of Kafka is that you can listen to any topic with no impact to the applications.  

Reasons for listening to topics might include: 

• Identifying the usage patterns of the application 

• Determining if partition algorithms are effective  

Determining which topics to listen to may require some planning and tools like AutoPilot for monitoring 

Kafka. 

You can listen to all topics if required, by using the topics --list request and using that list or a subset as 

input into the Kafka collector discussed in chapter 4.  
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