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Chapter 1: Introduction
1.1 What is Single Sign On (SS0O)?

Single sign-on (SSO) is an authentication method that allows users to securely sign on to
several software systems with one set of credentials.

Single Sign-On requires two entities to be defined:

e Service Provider: This is the provider of the service, or application, to which users
are signing on. (In this case, the provider is meshlQ.)

¢ Identity Provider: This is the provider that is responsible for authenticating users for
the sign-on process. In this document, Identity Providers are Keycloak, Okta, AuthO,
and Ping ldentity.

The name of the XML configuration file that stores settings for these entities is as follows:

e The xray_samlsso.xml configuration file stores XRay SSO configuration settings.
e The apwmq_samlsso.xml configuration file stores Navigator SSO configuration
settings.

Multiple Identity Providers

A single login page can include multiple buttons, so that users can choose which identity
providers they want to use to sign on. When this is the case, the Tomcat samlsso
configuration file includes more than one <config> element; each one represents a
different button on the login page.

Simplified configuration file example:
<configs>
<config>
[Name, description, button, and other configuration for
Password AuthO SSO]
<position>1</position>
</config>

Please provide your credentials

Login ID

<config>
[Name, description, button, and other configuration for
Keycloak SSOJ
AUTHO LOGIN <position>2</position>
</config>
= LOGIN WITH KEYCLOAK S50
<config>
CEn R [Name, description, button, and other configuration for
Okta SSO]
<position>3</position>
</config>
</configs>

The image above shows a login page with a button for three identity providers: AuthO,
Keycloak, and Okta.

SSOSG 100.005 1 © 2023 meshiQ



Single Sign On Setup Guide Introduction

1.2 How this Guide is Organized

Chapter 1: Introduction and document information

Chapter 2: Contains setup and configuration information for the Keycloak identity
provider.

Chapter 3: Contains setup and configuration information for the Okta identity provider.
Chapter 4:  Contains setup and configuration information for the AuthO identity provider.
Chapter 5:  Contains setup and configuration information for the Ping Identity provider.

Chapter 6:  Contains instructions for where to place the SSO configuration file and how
to point to it.

1.3 History of this Document

Release Document | Product Summar
Date Number Version y
Navigator
October 10-3and " .
100.005 later; Initial public release.
2023
XRay 1.4
and later

1.3.1 User Feedback

meshlQ encourages all users and administrators to submit comments, suggestions,
corrections, and recommendations for improvement of all documentation. Please send
your comments via e-mail to: support@meshig.com. You will receive a response, along
with status of any proposed change, update, or correction.

1.4 Release Notes

See the online release notes in the meshlQ Resource Center at
https://customers.meshiq.com/hc/en-us.

1.5 Intended Audience

This guide is intended for administrators.

SSOSG 100.005 2 © 2023 meshiQ
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1.6 Technical Support

If you need additional technical support, you can contact meshlQ by telephone or by e-
mail. To contact technical support by telephone, call 800-963-9822 ext. 1, if you are calling
from outside the United States dial 001-516-801-2100. To contact meshlQ technical
support by e-mail, send a message to mysupport@meshig.com. To access the meshlQ
automated support system (user ID and password required), go to
https://mysupport.meshig.com/. Contact your local administrator for further information.

SSOSG 100.005 3 © 2023 meshiQ
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Chapter 2: Keycloak (XRay Example)

2.1 Installation
https://hub.docker.com/r/jboss/keycloak

https://github.com/keycloak/keycloak-containers/blob/14.0.0/server/README.md

download image of Keycloak (latest version)

docker pull jpboss/keycloak

Start keycloak server instance.

docker run --name keycloak01 --restart unless-stopped -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin -p 8880:8080 -d jboss/keycloak

Start keycloak server instance.
docker ps -a

docker logs keycloak01

Upgrade process:

If there is a new version of Keycloak, stop the current version and remove it.
docker stop keycloak01

docker rm keycloak01

To install the new version, repeat the installation commands above.

SSOSG 100.005 4 © 2023 meshiQ
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2.2 Keycloak Identity Provider Configuration

After installing Keycloak, the next step is to set it up as an ldentity Provider. In this
document, Keycloak is the first of three Identity Providers that will be covered. Okta and
AuthO are discussed in later chapters.

Access the Keycloak Administration Console.

e If you are running Keycloak locally, open a browser and go to
http://localhost:8880/auth/admin/.
e Otherwise, go to http://[ip address]:[port]/.

You will be redirected to the Keycloak login page.
Click Administration Console.
Log in with the admin username and password you created in the previous section.

The Keycloak Admin Console opens, as shown below. Use the following steps to set up a
realm and client, export the Client Signing Key, add client roles, create groups, and create
users.

1. Create a new Realm (For example “Nastel”).
a. Move the mouse over (“hover” over) the current realm name (probably
“Master”)

@ Keycloak

& c

WAKEYCLO

b. Click Add realm.
c. Enter the name of the new realm (“Nastel”).

@ Keycloak Admin Console

< c

@EKEYCLC

Select reaim

d. Click Create.
2. Create a new Client (for example, “nastel-XRay").
a. Click Clients on the Configure menu on the left.

SSOSG 100.005 5 © 2023 meshiQ
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b. Click Create in the upper-right corner of the table.

@ Keyclosk Ademn

<« c

GRKEYCLC

c. Enter a Client ID (“nastel-XRay") and select saml from the Client Protocol
list.

d. Click Save.
e. Enter “*"in the Valid Redirect URIs field.

@ Keycloak

< c localhos 8- 4

IEKEYCLO

Qptimize

SSOSG 100.005 6 © 2023 meshiQ
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VR R0 |- 5
| ]

> Fine Grain SAML Endpoint Configuration

f. Click Save.

3. Export the Client Signing Key:
a. Click Clients on the Configure menu on the left.
b. Open the recently created Client (“nastel-XRay").

@ Ko x +

€

EKEYCLC

Naste

c. Open the Keys tab.
d. Click Export.

[ — x4+

< C O localhost

GAKEYCLOA

Nastel

v Signing Key €

SSOSG 100.005 7 © 2023 meshiQ
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e. Add a Key Password and a Store Password.

@ Keycloak Adm X +

€ c I

PEKEYCLC

Vastel

f. Click Download.
4. Add Client Roles. Roles names should correspond to Team names in XRay.
Click Clients on the Configure menu on the left.
Open the Client you created in step 2 (“nastel-XRay").
Open the Roles tab.
Click Add Role.

- ey

o N T

« c

e. Enter a Role Name (for example, “Administrators”).

@ Keycoak Admi x  +

<« c

EKEYCLO

f. Click Save.

SSOSG 100.005 8 © 2023 meshiQ
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g. Repeat steps a-f for other Roles. Create a Role for each XRay Team, with the
same name as the Team.

¥ A

¢« > cC

GEKEYCLO

‘‘‘‘‘‘‘

5. Create Groups. Group names should also correspond to Team names in XRay.
Create a Group for each XRay Team, with the same name as the Team.
a. Click Groups on the Manage menu on the left.
b. Click New.

c. Enter a Name (“Administrators”).
WEKEYCLO
d. Click Save.

SSOSG 100.005 9 © 2023 meshiQ
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e. Open the Role Mappings tab.

@ Keydoak Admi x o+

€ c I

IKEYCLO

Nastel

@ Keyclook A

< c

GAKEYCLC

Administrators

Assigned Roles

g. Add Roles:
i. Select one or more roles from the list of Available Roles.

ii. Click Add selected.

o Keycloak A £

< c G

GRKEYCLC

h. Repeat steps a-g for other Groups. Groups names should also correspond to
team names in XRay. If the group you're adding corresponds to an XRay team
that itself belongs to another XRay team, then add both roles in Keycloak. For
example, if the Developers team belongs to the Administrators team, then
when you are creating the Developers group in step 5g, add both Roles:

SSOSG 100.005 10 © 2023 meshiQ
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Developers and Administrators.

@ Keydoak

<l c

EKEYCLC

Nastel

@ Keycloak Ad

< c

EKEYCLO

ups + Developers

Nastel
Developers

Settings ~ Attributes  Role Mappings | Members

Realm Settings

dlients

Realm Roles Assigned Roles Effective Roles
Client Scopes
Roles

Identity Providers

Client Roles

Groups

Use:

6. Create Users.
a. Click Users on the Manage menu on the left.
b. Click Add user.

@ Keydosk

& Cc @

GAKEYCLO

Nastel

c. Enter a Username and use the Groups list to add all the Teams the user
belongs to in XRay. To add groups:
i. Click Select existing groups....
ii. Starttyping the name of the group (names are case-sensitive).

SSOSG 100.005 1 © 2023 meshiQ
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Select the group from the list.

@ Keydoak Admi X +

d. Click Save.

e. Open the Credentials tab.

f. Enter the user's password in both the Password and Password
Confirmation fields. By default, the Temporary setting is on. If it is left on,
the user will need to change the password after the first login.

@ Keycioak

< <]

@AKEYCLO

Nastel

xpor

g. Click Set Password. A confirmation message is displayed.
h. Click Set Password on the message to confirm it.
i. Open the Role Mappings tab.

SSOSG 100.005 12 © 2023 meshiQ
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j. Select the Client you created (“nastel-XRay") from the Client Roles list.

@ Keycloak Ady

€30

@EKEYCLO

HNaste

Export

k. Add roles:
iv. Select one or more roles from the list of Available Roles.

v. Click Add selected.

l. If a user belongs to an XRay team that itself belongs to another XRay team,
then add both roles in Keycloak. For example, if the user belongs to the XRay
Developers team, which belongs to the XRay Administrators team, then when
you are creating the user in step 6k, add both Roles: Developers and

Administrators.

SSOSG 100.005 13 © 2023 meshiQ
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2.3 Important Configuration Parameters

2.3.1 For Service Providers
spEntityld - Specify the Client name.

spCert > keyStoreFile - Specify the absolute path to the Client Signing Key file (from step 3 in
Keycloak Identity Provider Configuration).

spCert > StorePassword - Specify Store Password, if set.

spCert > keyAlias - Specify the Key Alias. If not changed, it should be the same as the Client
name.

spCert > keyPassword - Specify the Key Password, if set.

2.3.2 For Identity Providers
ldpEntityld, idpSsoServiceUrl, idpArtifactResolveServiceUrl and idpSloServiceUrl

2.3.2.1 Keycloak

In all URLs, it's important to specify the correct IP address (where Keycloak runs) and the
Realm name.

idpSignCert - To locate the Realm Key Certificate:

Make sure Nastel is selected in the Realm list.

Go to Realm Settings.

On the Keys tab, look for the record with “rsa-generated” in the Provider column.
Click Certificate to view it.

N =

@IKEYCLO Apmme

Nastel Nastel
General Login Keys Email Themes Localization Cache Tokens Client Registration Client Policies

Security Defenses

Realm Settings

Active ssive disabled wviders
o ctive Passive Disabled Provider

Client Scopes
Q

Roles

Algorithm | Type  Kid Use
Identity AES OCT  bf9f50fs-09a6-4fd -84 -c4eafe54403 ENC

roviders siG

User Federation sIG

ENC
Authentication

Events

Import

Export
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The certificate is displayed on-screen.

MIICmzCCAYMCBgGDOvg9/DANBgkqhkiGEwOBAQsFADARMQEWDQYDVQQDDAZOYXNOZWwwHhc

NMjIwOTEOMDcONjMywWheNMzhwOTEOMDcOODEWW|ARMQEwDQYDVQQDDAZOYXNOZWwwegEiM
A0GCS5qG5Ib3DQEBAQUAALIBDwWAWEZEKAGIBAQCDkn+ 7rnmencboTNsJHEBIYoC2)/jdNfLcz41Z08AQ

UF1u0gtS T aujosQeYkS TOWY7kba35/uS6QzabaQuWiYBGe0T tzHpWKF+lawRamOhjmSFbkKxS/ 2apm
OwMIk/rB1ZvI7quiXOP2132QluwaR+Xizka9I0SPHVQEAfF]zFxvd UOVFUAF4jqsyaCcDPaYvpd2/1ROV1S
UxZ92MTPbgBOACCBDIOScOMIodLMgp/1 gCPEet2dIRZAVckifl2641VyS Y8juSliYSOHA0)Fn+ Gmz2il0dCF
I0E6ONMCFmh4+qFS2UowOQMpyq9x83A09/BflyYolcMM105rPBAgMBAAEWDQY]KoZIhveNAQELBQ
ADgEEBAGBInxFAKTSizrWiywFZhqdVP7d3h5RH/mRT+PXCWZord4qg 1 IMYqyPLw/SEWEERPZSF3gel

MtBuU+pFULzsvysOHf7ZqT3FS7QIKSTLOfaWgBR7Qh+ Rxx0+YINapBuCGaxZoCiRTAWTjp7B2n9d0hxYE
2uZGA5jAEz6MHIxgrivIsRgSYOCdmI+VOwfrY/PpmT7xmuiKQzAWNTy6dd)Q7OmelLgy TLt79rzE35W/0e
09mUESF8t30XSO5RC4eV+gPozznDUG2PDGEUPUEYMhqD/pysre+gA6BUumOdEGIzS7Nujo4EKorEq

di1TB7a97IDOFKOYCHaz0DTXuA3Lx0=

2.4 Sample xray_samlsso.xml file using Keycloak

<7?xml version="1.0"7>

<l-- SAML SSO handlers configurations -->

<configs>

<l-- SAML SSO handler configuration -->

<config>

<l-- Position, User defined -->

<position>2</position>

<I-- Unique name to select required handler, User defined -->
<name>test</name>

<I-- Description to show on link or button, User defined -->
<descr>Login via Test1 SSO</descr>

<I-- Button or link text (name), User defined -->
<buttonText>Login via Test1 SSO</buttonText>

<I-- Button icon (path or base64), User defined -->

<buttonlcon>data:image/png;base64,iVBORwWOKGgoAAAANSUhEUgAAAAEAAAABCAYAAAASfFcSJAAAADUIE

QVR42mP8/5+hHgAHgg] /Pchl7wAAAABJRU5Erk]jggg==</buttonlcon>

<l-- Color code for button background(#FFFFFF-white #000000-black), User defined -->

<buttonBackgroundColor>#FFFFFF</buttonBackgroundColor>
<l-- Color code for button text(#FFFFFF-white #000000-black), User defined -->

<buttonTextColor>#000000</buttonTextColor>

<I-- Service Provider client ID, issuer on authentication request, User defined (must be same as on IdP) -->

SSOSG 100.005 15
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<spEntityld>nastel-XRay</spEntityld>

<I-- Service Provider assertion consumer URL for authentication request. In most cases, this field can be left
empty because it is generated automatically. For situations in which it cannot be generated automatically (for
example, if you are running multiple XRay instances behind load balancer), you will need to fill in this field as
follows:

<xray_host>/xray/servlet/SamlSsoLoginServlet/<xray-sp-entity-id>

-->
<spAssertionCSUrl></spAssertionCSUrl>

<I-- Service Provider certificate will be used to sign requests or decrypt assertion, User defined (must be same as
on IdP) -->

<spCert>

<type>JKS</type>

<keyStoreFile>E:\nastel\nastel-XRay .jks</keyStoreFile>
<storePassword>test</storePassword>

<keyAlias>nastel-XRay</keyAlias>

<keyPassword>test</keyPassword>

</spCert>

<I-- Identity Provider entityID, From IdP metadata [EntityDescriptor > entityID] -->
<idpEntityld>http://172.16.6.206:8880/auth/realms/Nastel</idpEntityld>

<I-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor >
SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSsoServiceUrl>http://172.16.6.206:8880/auth/realms/Nastel /protocol /saml

</idpSsoServiceUrl>

<I-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor >
ArtifactResolutionService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"[ -->

<idpArtifactResolveServiceUrl>http://172.16.6.206:8880/auth/realms/Nastel /protocol /saml/resolve

</idpArtifactResolveServiceUrl>

<I-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor >
SSingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSloServiceUrl>http://172.16.6.206:8880/auth /realms/Nastel /protocol /saml
</idpSloServiceUrl>

<I-- Identity Provider certificate will be used to validate signatures, From IdP metadata [EntityDescriptor >
IDPSSODescriptor > KeyDescriptor use="signing" > KeyInfo > X509Data > X509Certificate] -->

<idpSignCert>MIICmzCCAYMCBgF6gLcmFDANBgkqhkiGOwW0OBAQsFADARMQ8wDQYDVQQDDAZuYXNO
ZWwwHhcNMJEwNzA3MTEyMzQOWhcNMzEwNzZA3MTEYNTIOWJARMQ8wDQYDVQQDDAZuYXNOZWw
wggEiMAO0GCSqGSIb3DQEBAQUAA4IBDwAwggEKA0IBAQCA+0eUa7u8PkxLHZ6XhPldjCaPUCxg8+6st6
prTK4UEOR+kalVj]JzsZ0cTUSO04IloaNhyj+YBdUAxKI/ZWxbQwcK7+nyCtS+quolB8Sz7gejbi/2 /EvwsDgw
2jmYttB/YetzuPPetrp+k0x/nuGs/eGB7IvKbPLz7rKRIzjdrKSOOh3pLVPIKTT6+gRTTWOWKbGI9RotpR
cdEOFATp4ywKA3stTgolaRSXiCKt4uLjWiCrdNhijIFWKc1/UxFu38tvoFW8XCrTv/EihOikCEYoCfLOFd9
0p9s0eJAOuTMG711qTdzbvB98x+S1aDZQPIWNcC/PhLwfp+Lg/1ushjtiDTAgMBAAEwWDQYJKoZIhvcNAQ
ELBQADggEBAEGWPLA5bdE3y5VkxZjKtMB+]45stQjkpxsu4guv4ZYbpiOzIP8v/WM7QWpyXH1tKP3aA
YwvGCfNNpMaO++9wMSsNvEBu0lQaBZHrooCq6qFoWMG12N/iHdTfdxOhkiH2Aa6RGCGtRw/bUz+Ax
eHhPVmBXl6Igug/ruwMwV4jwlAlvx9WLtKDubdy1fzSZW68sCFeDXrRH4NIkZ3k8WwWC8VAhvnsN]JL
+5vS0gL70cG10efAuhXm1iFroAjUXt27 /HYDWylBpL3FbPVbyNWhSBZcOrS1AUZ14ECARW6tOGONe3
0zze5xueHWGEWI10jan7e9045h+SHvI8WsQpw]0xuU=

</idpSignCert>
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<l-- Service Provider must sign authentication request, User defined -->
<authnRequestSigned>true</authnRequestSigned>

<I-- Service Provider must sign artifact resolve request; User defined -->
<resolveArtifactRequestSigned>true</resolveArtifactRequestSigned>
</config>

</configs>
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Chapter 3: Okta

The Okta Identity Provider does not require installation. To use Okta, you must complete
the following online configuration steps and apply configurations to Tomcat.

3.1 Okta Identity Provider Configuration (XRay
Example)

First, set up the application to which you are providing SSO access through Okta.

1. Loginto Okta. The main page is displayed.

okta Q Search your apps ‘ Admin ‘
A MyApps
My Apps ‘ Sort ¥ |
550 '
@ ss
Work
Add section @

‘ Notifications

== Add apps

Drag apps to this section

‘ Remove sec tion |

SSOSG 100.005 18 © 2023 meshiQ
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Okta

2. To access Okta's configuration wizards, click Admin in the upper-right corner.

We identified an issue with the time not adjusting for daylight savings time in the Admin Dashboard and a fix is scheduled to be deployed on March 20, 2023. @

okta

Dashboard ~
Dashboard
Tasks
Agents
Notifications

Getting Started

Directory ~
Customizations ~
Applications v
Security v
Waorkflow ~
Reports v
Settings v

Q

Get started with Okta

Follow the guide for the fastest way to get set up

The Essentials

Use single sign on

Let users access an app from their Okta dashboard. To do this, we'll add your first af

Multifactor Authentication (MFA)

3. From the left pane, select Applications > Applications.

oo
oo

<

w

3/5 Steps Completed

Import From =

View Documentation

Add App

View Documentation

Add Admin

View Documentation

Enable Authenticators

View Documentation

okta E v
Dashboard ~
Directory y Applications @ Help
Applications ~
Search
Applications
Self Service STATUS @ navigator P
Security v ACTIVE 4
INACTIVE o @ Okta Admin Console
Workflow -
Reports o @ Okta Browser Plugin
Settings v Okta Dashboard
@ x-ray &0
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4. Click Create App Integration. (Or, if you have already created an app integration,
select the one you want to edit and proceed to step 6.)

5. If you chose to create an app integration, the Create a new app integration dialog is
displayed. Select SAML 2.0 and click Next.

Create a new app integration

Sign-in method OIDC - OpenlD Connect
Learn More C2 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.
0 samL2.0
XML-based open standard for SS0. Use if the Identity Provider for your
application only supports SAML.
SWA - Secure Web Authentication
Okta-specific S80 method. Use if your application doesn't support OIDC or

SAML.

APl Services

Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

6. Instep 1 of the Create SAML Integration process (General Settings), enter the new
App name and click Next.

oo
okta a | 65 v
Dashboard ~
o #{Create SAML Integration
irectory ~

Customizations v o General Settings
Applications v
Security M 1  General Settings
Workflow A

App name
Reports ~

App logo (optional) E]
Settings v

App visibility Do not display application icon to users

Gancel m

7. Instep 2 (Configure SAML), enter the Single sign-on URL and fill in the Single sign-
on URL and Audience URI (SP Entity ID) fields, making sure that both of these
URLs end with /ssologin/{name-of-config}
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ssologin is used in the login servlet. {name-of-config} is the value in the <name> pa-
rameter in the Tomcat samlsso configuration file. (The name of this file varies based
on the application. See What is Single Sign On (S50)? for more information.)

<!—— SAML 550 handler configuration ——4

<oconfig>

okta

Dashboard
Directory
Customizations
Applications
Security
Workflow
Reports

Settings

<!—— Unique name to select required handler, User defined -->

<Name>X-Fay</nams>

<!—— Description to show on link or button, User defined —-->

<descrrLogin via Okta 550</descr>
£!— Position, User defined —>
<position>2</position>

<!—— Serwvice Provider client ID, issuer on authentication request, User

defined (must be same as on IdP)

<spEntityIdsx-ray<,/spEncityId:>

Q
M =;Create SAML Integration
~

o Configure SAML

~
~

A SAML Settings

General
~

Single sign-on URL @ http://127.0.0.1:8080/xray/ssologin/x-ray
~

Use this for Recipient URL and Destination URL

~

Audience URI (SP Entity ID) @ http://127.0.0.1:8080/ xray/ssologin/x-ray

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified v
Application username @ Okta username .
Update application username on Create and update .

Show Advanced Settings

Attribute Statements (optional)

Name Name format Value

(optional)

1 v

LEARN MORE

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
dog, and it should outline what
information you need to specify in this

form.
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8.

9.

On the same page, fill in the Group Attribute Statements (optional) section as fol-

lows:

¢ Inthe Name field, enter "Role".

¢ Inthe Name format field, select Unspecified.
e Inthe Filter field, select Matches Regex.

¢ Inthe final field, enter the regular expression ".*".

Group Attribute Statements (optional)

MName MName format Filter
(optional)
Role Unspecified v Matches regex v
Add Another
Click Next.

10. In step 3 (Feedback), select "I'm a software vendor...".

Dashboard hd
Directory . # Create SAML Integration
Customizations b
Applications ~
Security v . ) i
3 Help Okta Support understand how you configured this application
Workflow b
Are you a customer or partner? I'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Reports v
Okta
Settings v

Previous

11. Click Finish.

oo
oo

o Feedback

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we

appreciate it.
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12.To find the configuration settings that need to be set in the Tomcat samlsso configu-
ration file, first select the application you are setting up from the list of applications:

okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
Security
Workflow
Reports

Settings

E

Applications

Create App Integration [l Browse App Catalog [ CCFOITEISSTY

Search

STATUS

ACTIVE

INACTIVE 0

The Assignments tab is displayed:

okta

Dashboard
Directory
Customizations.
Applications

Applications

Workflow
Reports

Settings

13. Select the Sign On tab.

General

Sign On

Import

® @ ® ©

©

General I SignOx Import  Assignment:

2R | oo sssanments -

Filters Person

Peop ohn R

Groups L Jrice@email.com
Amanda Wood

awood@email.com

Assignments

navigator

Okta Admin Console

Okta Browser Plugin

Okta Dashboard

x-ray

Type

Individual

Group

[u]u]
oo h

@ Help

@

oo

oo
<

Requests Disabled
Approval N/A

Edit
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14. Select the View SAML setup instructions link in the lower-right corner.

« Back to Applications

X-ray

: ‘ = ‘ View Logs Monitor Imports

n Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

General Sign On Import Assignments

Settings

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an

application. Some sign-on methods require additional configuration in the 31 party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Metadata details

Metadata URL https://trial-

1609290.okta.com/app/exkdhwigz7iRwWTOX697/ss0/s

aml/metadata

& Copy

© More details

Edit

Submit your app for review

About

SAML 2.0 streamlines the end user
experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application.
Additional configuration in the 3rd
party application may be required to

complete the integration with Okta.

Application Username

Choose a format to use as the default
username value when assigning the

application to users.

If you select None you will be prompted
to enter the username manually when
assigning an application with password

or profile push provisioning features.

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

£ View SAML setup instructions

The three fields provided under The following is needed to configure x-ray correspond
to the xml parameters below. Continue on to the Important Configuration Parameters

section below.

Table 2 Okta Parameter Mapping

Okta The following is needed to configure x-
ray setup page

XML Parameter

1. Identity Provider Single Sign-On URL

used in idpSsoServiceUrl,
idpArtifactResolveServiceUrl and
idpSloServiceUrl

2. ldentity Provider Issuer

idpEntityld

3. X.509 Certificate

idpSignCert

SSOSG 100.005
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The following is needed to configure x-ray

Identity Provider Single Sign-On URL:

https://trial-1689200.okta.com/ap| rial-16e929e_xray_1/exk4hwfgz7i

Identity Provider Issuer:

http://www_ckta com/exk4ihwfgzTiRwWfOXGST

X.509 Certificate:

UIEZyYWS jaXN jbzENHASGALUEC:

DoyMjUeWheNMzMwHzEw
\gMCkNhbG1mb3 JuaWExF j AUBgNVEACMDVNhb 1B
dGExF DASBgNVBASMC1NTT1Byb3ZpZGVyMRYwWF AYDVQQDDA1 Bc
AMNBgkghk i GIwBBAQEF AAOC
{hkmX5HBL zn3zZ6nS [ JaexYKa3yur @QKxKE+mRmG
p5aNsBSRRmz.Jr 3d5X6 /BTkWS5 jzbknvuYBMKr TKA fBstHLBRHL
+p@hSHL JRALG | jrnfS0Dn+JQmge88 fEBKS 11 XRFr4d¥5p+h01AQLzZNPHS8m3hMFhihRH
1tTLJI GthKONY 10Z2zzQcCz2NJypm feNNCvvSHTSBTE TNBDLCT!

kY1fgZETakonflLLTy430G1TEZZSy
JCzsRkBU10BGLEMTNG!

CgKCAQEAtOFY3S31

FNjz

BGEC5gGES ID3DN

TOTpJQLYGHI

QABM

\W2cP@2,/CvEWHHUABCr v/ n+90c+EB2WTgHNZ
OXy080/13v(.
wwit3adk 3JhR
————— END CERTIFICATE————

j2kCBATEOKATSy3dpodSeLge

j yiZyB9A156xj1z
Vol HDy
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3.2 Important Configuration Parameters (XRay Example)

3.2.1 For Service Providers

spEntityld - Specify the name of the service provider. To better keep track of service
providers, you might consider using the App name from step 1 of the Create SAML
Integration process. However, it is not required that these two names be the same.

3.2.2 For Identity Providers
ldpEntityld, idpSsoServiceUrl, idpArtifactResolveServiceUrl and idpSloServiceUrl

Enter the parameters from step 14 of Okta Identity Provider Configuration in the Tomcat
samlsso configuration file, as shown below:

«!—— Identity Provider entityID, From IdP metadata [EntityDescriptor >
entityID] —->
<idpEntityId:http://www.okta.com/exkdhwigzTiRwWiON697</idpEnticyId>
«<!—— Identity Provider 3350 se URL, From IdP metadata [EntityDescriptor
> IDP scriptor > S5ingleSignOnService Binding="urn:casis:names:tc:SAML:2.0:bindings:HITP-Redirect™]
<idpSsoServicelrl-https://trial-1609290.0kta.com/app/trial 1609290 xray _1/exkdhwigz7iRwWIOK697/sso/saml
</idpSsoServicelrl>
«!—— Identity Provider 550 artifact resolve URL, From IdP metadata [EntityDescriptor
> IDP scriptor > ArtifactResolutionService Bindi n:oasis:names:tciSAML:2.0:bindings:50AP"] —-
<idpArtifactResclvelervicelUrl-https://trial-1609290.0kta.com/app/trial-1609290 xray 1/exkd4hwigzTiRwWEOKX697/ss0/saml
</idpArtifactResclveServicelrl>
«!—— Identity Provider SLO URL, From IdP metadata [EntityDescriptor
> TIDP5 criptor > 35inglelogoutService Binding="urn:oasis:names:tc:SEML:2.0:bindings:HTTP-Redirect™]
<ildpSloServicelUrl-https://trial-1609290.0kta.com/app/trial-1609290 xray 1/exk4hwigzTiRwWIOX697/ss0/saml
</idpSloServicelrls
«<!—— Identity Provider certificate will ke used to validate signatures,
From IdP metadata [Enti criptor > IDP550Descriptor » KeyDescriptor use="signing"™
> KeyInfo > X509Data > XS50%Certificate] -->
<idpSignCert:
pEgAwIBAGIGAYDEZ 6J 3MADGC 5gGS Th3DOEBCWIAMT GVMDswlIYTVOQGEwIVI zETMBEG
2FsaWIvemipY TEWMBOGALUEBwWWNUZFulEZy YW3 JaXN bzENMASGALUECQWET2 L0YTEDT
wwLT1NPUHJvdm] k ZXTxF JAUBgNVBAMMD ¥Ry aWF s LTE 2MDk yOTAxHDAaBgk ghk 1 GIw0B
192Ab3 t0YS5 b2 0wHRCHNM MD ey MU MDcyMzU0W]CBLTELMAEG
vMxEzARBgNVBAGMCENhEG1mb 3 JuaWExF JATBgNVBACMDVIhbiBGemPuY 21 2Y 28xDTAL
19rdGEXFDASBGNVBASMCINTT1Byb3ZpZGVyMRYwFAYDVOODDAL Ocml hbCOXNIASMEw
2EThveNAQEBFglpbmZv0GIrdGEuY29tMITBI jJANBgk ghkiGIw0BAQEFAADCAQSAMIIE
SFY333IEVd+t0chb&65viy 9o0yDPTXhEmX5H0Lzn32Z2GnSIJaexTKa3yur0XxEKE+nRmé
neGjalvMlhIpSaNsBSRRmzJr3d5XB/B7EWD5 jzbEnvuyY SMEr IKAfBs tH1IBRHVE+FN] 2
ALIRAfGpI59d] rnf SODn+J0mgcEs FEBES11XRF r4dX5p+h01A0LzNFHS Sm3hMFhihRH
AVMAGthEDNY10Z2z0cCz 2Ny pmfeNNCvw5HT S8TE TNDD tCI9ZErOGgrEOBLEWSN1IG
EgZGTak6nf1LL7y430G1TEzESvhy 07pJ0LYGwIDAOQABMADGC SqGS Th3DOEBCWIARAIE
10BGLEMTNGGYS jypYB+NmNb6 PO IRwgw6 FReaB+uk C1GXx4 ineyxnTeQCrZEp M1 rb2y
peGvpePaBwtCHUE 6EAMDD9scBhzd iN2c13 52 3+bMuh rHCEUD 95 40T1ImApOluA6eVs4
SWGKtpkF1EbjMhl0axjIAWZcP02/CvSWHHUABCrv/n+90c+E82WTgHN2XrIET fdeakb
JLE/epvy EwPYZZ9Xy 98D /13v0JE] 2Rk CBAT00KATsy 3dpodS0Lg0PIyi2y89A156x]1E
iMcncOhxvxrSvwt3adk3IhEV1Vo LHDy
</1dpSignCert>

3.3Sample xray_samlsso.xml file using Okta

<I-- SAML SSO handlers configurations -->
<configs>
<l-- SAML SSO handler configuration -->
<config>
<l-- Unique name to select required handler, User defined -->
<name>xray-okta</name>
<l-- Description to show on link or button, User defined -->

<descr>Login via Okta SSO</descr>
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<l-- Image can be added /image/path/img.* By default it will display an icon -->
<l-- <buttonlcon>image.png</buttonlcon>-->
<I-- Button or link text (name), User defined -->
<buttonText>Okta login</buttonText>
<I-- Color code for button background(#FFFFFF-white #000000-black), User defined -->
<buttonColor>#ffffff</buttonColor>
<l-- Position, User defined -->

<position>3</position>

<l-- Service Provider client ID, issuer on authentication request, User

defined (must be same as on IdP) -->

<spEntityld>xray-okta</spEntityld>

<I-- Identity Provider entityID, From IdP metadata [EntityDescriptor > entityID] -->
<idpEntityld>http://www.okta.com/exk4fzbq289dgiTH5697</idpEntityld>

<l-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSsoServiceUrl>https://trial-1609290.okta.com/app/trial-
1609290_ssotest_1/exk4fzbq289dgiTH5697/sso/saml
</idpSsoServiceUrl>

<I-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"] -->

<idpArtifactResolveServiceUrl>https://trial-1609290.0kta.com/app/trial-
1609290_ssotest_1/exk4fzbq289dgiTH5697/sso/saml
</idpArtifactResolveServiceUrl>

<I-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SSingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSloServiceUrI>https://trial-1609290.0kta.com/app/trial-
1609290_ssotest_1/exk4fzbq289dgiTH5697/sso/saml

</idpSloServiceUrl|>

<l-- Identity Provider certificate will be used to validate signatures,
From IdP metadata [EntityDescriptor > IDPSSODescriptor > KeyDescriptor use="signing"
> KeyInfo > X509Data > X509Certificate] -->

<idpSignCert>
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MIIDgjCCApKgAWIBAgIGAYa2+1N1MA0GCSqGSIb3DQEBCWUAMIGYVMQswCQYDVQQGEw)V
UzETMBEGATUECAWKQ2FsaWZvcm5pYTEWMBQGATUEBWWNUZ2FUIEZYYW5jaXNjbzENMAS
GATUECgWET2tOYTEUMBIGATUECWwWLU1TNPUH)vdmIkZXIxFjAUBgNVBAMMDXRyaWFsLTE2
MDkyOTAxHDAaBgkghkiGOWOBCQEWDWIuZm9Ab2t0YS5jb20wHhcNMjMwMzA2MTITMTQ
S5WhcNMzMwMzA2MTI1MjQ5W|CBITELMAKGATUEBhMCVVMXEzZARBgNVBAgMCkNhbGImb
3JuaWEXFAUBgNVBACMDVNhbiBGcmFuY21zY28xDTALBgNVBAOMBEOrdGEXFDASBENVBAS
MC1NTT1Byb3ZpZGVyMRYWFAYDVQQDDA10cmIhbCOXNjASMjkwMRwwGgYJKoZIhveNAQk
BFg1pbmzZvQG9rdGEuY29tMIIBIjJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAqoGMSk
n0dv3obE+XQ8eMcfOVLiuxIHxEgdpw/ANXWui9gUi+jaDTI8HSYIIOWxpalVVdWuOiHNK6wri8
HyVcXm1m3Mk2EXmCBSb8dj426XD2ex14KfbPuzZ0fejCLnloTDiVWKHS8E2IkBOZQqPxpNUJc5t
6WRdAWxajtTneNaNt/42QbJ9K93hnxp5K7R8)3XRFXePArkadCYe0Z6+ipG82YbnMK6ewcENOQ
C6GlbgSIjwYvWk+xS7/0X2qGThn4ZxFFNGAXx8n0g4LPowTEVOFS2hBXQLrQbrEumll9TvDs//s
R3hMWwb+VbBDHHYCpxAF/BKIAHhE9UsjOOKFtQECQIDAQABMAOGCSqGSIb3DQEBCWUAA
41BAQAMeTmDDgKmLZIiiXPOFwWoAdQYkn7zEYTz2e1pQ5sUSUHdwKpjctuR4ilOMWZxXpGQd
hs1MZIzj+U7y/Squ30n/NdV8b9yshXWEEQSVFokph8QyKXIUT)8/fjOgBzbXkrPZj6rOjCQxn4ls/
eHQ/AKcllsqPj1ziSRAX3kuZHGG4XhrxmRfM9faYrzZyeLWtHW41z8xcPMTv/zUAomiVcp9CsYUU
6fG)pe40a8hfmWRjxSSxW69xan/m6XJ1V1F41+75hewRuvTbVDgAMIT40dxou/zamCwF7yR3
57A3cRZbl7GDI7K3m9mEBEtAd7vB)Dv4Ck30b4Mef6zsqWqorzYa

</idpSignCert>

<authnRequestSigned>true</authnRequestSigned>
<resolveArtifactRequestSigned>true</resolveArtifactRequestSigned>

<logoutRequestSigned>true</logoutRequestSigned>
</config>

</configs>

3.4 Sample apwmgq_samlsso.xml file using Okta

<configs>

<config>
<name>navigator</name>

<descr>Login via Okta SSO</descr>
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<l-- Position, User defined -->
<position>2</position>
<l-- Service Provider client ID, issuer on authentication request, User

defined (must be same as on IdP) -->
<spEntityld>navigator-okta</spEntityld>
<l-- Service Provider certificate will be used to sign requests or decrypt

assertion, User defined (must be same as on 1dP) -->

<l-- Identity Provider entityID, From IdP metadata [EntityDescriptor >
entityID] -->
<idpEntityld>http://www.okta.com/exk8trO00xGFbYLVX5d7</idpEntityld>

<I-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSsoServiceUrl>https://dev-03395477.okta.com/app/dev-
03395477_navigator_1/exk8tr000xGFbYLVX5d7/sso/saml

</idpSsoServiceUrl>

<l-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"] -->

<idpArtifactResolveServiceUr|>https://dev-03395477.okta.com/app/dev-
03395477_navigator_1/exk8tr000xGFbYLVX5d7/sso/saml

</idpArtifactResolveServiceUr|>

<I-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SSingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSloServiceUrI>https://dev-03395477.okta.com/app/dev-
03395477_navigator_1/exk8trO000xGFbYLVX5d7/sso/saml

</idpSloServiceUrl>

<I-- Identity Provider certificate will be used to validate signatures,
From IdP metadata [EntityDescriptor > IDPSSODescriptor > KeyDescriptor use="signing"
> KeylInfo > X509Data > X509Certificate] -->

<idpSignCert>

MIIDgDCCApCgAWIBAgIGAYcNpg1/MAOGCSqGSIb3DQEBCWUAMIGUMQswCQYDVQQGEw)V
UzETMBEGA1TUECAWKQ2FsaWZvem5pYTEWMBQGATUEBWWNU2FUIEZyYW5jaXNjbzENMAS
GATUECgWET2tOYTEUMBIGATUECWwWLUTNPUH)vdmIkZXIXFTATBgNVBAMMDGRIdiOWMzM5
NTQ3NzEcMBoGCSqGSIb3DQEJARYNaW5mb0OBva3RhLmMNvbTAeFw0yMzAzMjMwODQ1Mzh
aFw0zMzAzMjMwODQ2MzhaMIGUMQswCQYDVQQGEw)VUzZETMBEGA1TUECAWKQ2FsaWZv
cm5pYTEWMBQGATUEBWWNU2FUIEZYyYW5jaXNjbzENMASGATUECgWET2tOYTEUMBIGA1TUE
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CwwLU1TNPUHJvdmIkZXIXFTATBgNVBAMMDGRIdiOWMzM5NTQ3NzEcMBoGCSqGSIb3DQEJA
RYNaW5mbO0Bva3RhLMNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAISzkk
PCKFx0rLZL8qdHwonQSHUIq9K4lyPAbWieBnKMdIWcPXSUGCtUFqUpKwzQONPGOhKnMtri
826UI1Z/Hoju7tvWqrbCO3E5a59DPLeznBNn/Byr/6UlpUs3xLTN+1GUP1HASIDg/a7SxZ+9S60y0x
Vlomx7rBsuJdtON40IqlqT5Y+6w5zDkLy8LW9fMZVga1c72bPOaqc6 WDRXfECWmMXzRo0JCmyX
11E8p05z+KLJa8fHSIbAT4RWOp/0YDyol59NwtzRayl3LzhV/5IHTNeFNmMFPDziBP35sCc1hDIOM
c7PlgfxPpOXKKEqQHObrW4f+VucynuetTrSRYOxzakZcCAWEAATANBgkqhkiGOWOBAQsSFAAOCA
QEATvemmBRocEShEWV/uXEiGBVdsvmWVpMAGJLWczEg/CaLqYmrcklrsfL7xhiq1CpBr7IluR8y
W/ukaQVToSZXcGEAnUo/Fp5KSgtDGjk3HBHNHIN/1aBj7iwgFx3LUM5SUNB8K/6XY171cVmPOWM
3a8nwPex7ChxOP758egWbGpgSVLNsOWyYVx/rDonSXQysy8KpVZoZUtevSgjF8bgW8dKB6kvw
DIVWHVBMJzK8gNmMXOxw9Kc5T0OjgpxsrZgBHKiI8bNuW7xAlnbx1xhGrabqUn+jtEPc6CTEe9F
SwHkrpQgECUW9VAhiaX/nsdIsrsqohEKNofulOfJU9ADEAb5Kku4g==

</idpSignCert>

<authnRequestSigned>true</authnRequestSigned>

<resolveArtifactRequestSigned>true</resolveArtifactRequestSigned>

<logoutRequestSigned>true</logoutRequestSigned>

<buttonText>Okta login</buttonText>

<buttonColor>#ffffff</buttonColor>

</config>

</configs>
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3.5 Add Users and Groups

When entering a username in Okta, follow these rules:

N

Do not use the asterisk (@) symbol.

Do not use an email address.

Make sure the username contains fewer than 64

characters.

To add users or groups to the directory:

1. Expand Directory on the left side and select People or Groups.

okta

Dashboard e
Directory ~
People
Groups
Devices
Profile Editor
Directory Integrations

Profile Sources

Customizations ~
Applications v
Security ~

B

People

2, Add person

[ T Reset passwords I More actions ¥

Advanced search ~

Status | All

Person & username Primary email

John Rice jrice@email.com
jrice
Admin admin admin@test.com

admin

2. Click Add person. The Add person dialog is displayed.

Add Person

User type @

First name

Last name

Username

Primary email

Secondary email (optional)

Groups (optional)

Activation

User

Must be an email

Activate now

I will set password

m ‘Save and Add Another Cancel

3. Fill'in the dialog and click Save.

)]
oo ™

@ Help

Showing 2 of 2 @

Status

Active

Active
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3.6 Assign users or groups to an application

There are two ways to add auser to application: from the user (or group) record or from an
application.

3.6.1 Assign users or groups from a user or group record
1. Expand Directory on the left side and select People or Groups.
2. Select the user by clicking the link in the Person and username column.

~ [w]w]
okta oo
Dashboard v .
John Rice
Directory ~ jrice
Peaple
T Reset or Remove password More Actions ¥
Groups
5 User & Active View Logs
Devices
Profile Editor Applications Groups Profile Devices Admin roles
Directory Integrations Assigned Applications
Profile Sources
Assign Applications Search...
Customizations v
Application Assignment & App Username
Applications e A Individual
© x-ray 7

jrice
Security ~

3. Click Assign Applications. The Assign Applications dialog is displayed.

Assign Applications

Search...
o navigator Assign
@ xray-app Assign

4. Click Assign for the application that you want to provide the user or group access to.
5. Click Done.
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3.6.2 Assign users or groups from an application
1. From the left pane, select Applications > Applications.

A oo
okta ao
Dashboard ~ Create App Integration Assign Users to App I More v
Directory v
Sear
Customizations g
Applications ~ STATUS @ navigato - 2R
ACTIVE 5
Applications .
INACTIVE o @ Okta Admin Console
Self Service
@ Okta Browser Plugin
Security ~
Workflow hd Okta Dashboard
Reports v
@ X-ray » IR
Settings v

A Assign to Users
A Assign to Groups

2. Click the arrow next to the settings icon for the application and select Assign to Us-

ers or Assign to Groups. The Assign [application] to People (or Assign [application] to
Group) dialog is displayed.

Assign xray-app to People

Search...
Admin admin
) Assign
admin
John Rice )
B Assign
Jrice

3. Click Assign for each user or group for which you want to provide access to this ap-
plication.
4. Click Done.
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When you first log into AuthO, the Getting Started page is displayed.

dev-zluv4dzmxhpcit3e

k] v Q Discuss your needs D Docs
Development

Getting Started = Thank you for signing up for Auth@! You have 14 days left in your trial lo experiment with features that are not in the
4 Getting Star = y gning up Y: ¥ P View Plans

Free plan. Like what you're seeing? Please enter your billing information here.
#%  Activity EARLY

% Applications

£ Authentication

Getting Started

#ip Organizations

®= User Management

2 art the guide
7/ Branding I (© New to Auth@? Try the 4 step guide to get started. Start the guide

¥ Security

< Actions

Integrate Auth@ into your application
L, Auth Pipeline

1l1 Monitoring Integrate Auth® into your application or use one of our
samples to get started in minutes.
* Marketplace

&  Extensions Create icati Learn More

£ Settings

Next Steps

Invite your team members

Q.
v Add additional admins to help with your integration and act as a backup
account in case you lose access. Invite Members >
Learn more about Tenant Administrator permissions &7
@ Get support
[ Give feedback ey

@ Try your Login box

With Auth® your authentication experience is ready to go. Customize it to Wl
Welcome
« match your brand identity and try it now to see how it works.
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4.1 AuthO Identity Provider Configuration

First, set up the application to which you are providing SSO access through AuthO.

1. From the left pane, select Applications.
2. Click + Create Application on the right side.

dev-zluvddzmxhpcitde

Discuss your nee
Development

4 Getting Started £ Thank you for signing up for AUthO! You have 14 days left in your trial to experiment with features that are not in the View Plans
o Free plan. Like what you're seeing? Please enter your billing information here.
~%  Activity EARLY

% Applications

Applications . .
Applications

SSO Integrations Setup a mobile, web or loT application to use Auth@ for Authentication. Learn more -
£ Authentication
#g Organizations
ﬂ Default App
- Client ID: 9KGfZeNbroRGdgD1IImudtEjNzMaradT [y
User Management Regular Web Application
# Branding
ﬂ NavigatorAuth® Client ID 1 x -
i ient ID:  bAOEVWs@31fdeNvEIKRCV6OYPEEHYBP
¥ Security Regular Web Application = e el 0
<. Actions
WSM AUTH®
G, Auth Pipeline ﬂ Client ID:  bwHwbMQOK jdHKTXniTd5tH4BUYS7B1CE (D

Regular Web Application

1i! Monitoring

+ X-ray-Auth@
Marketplace h 4 Client ID:  9iqRF6AmsSwd5jBX1oXxXR] FIHU59Q9s (D)
Regular Web Application
& Extensions

& Settings

3. Enter the name of the new application and select Regular Web Applications.

Create application X

Name *

NavigatorAuth@

You can change the application name later in the application settings.

Choose an application type

L D (e | A

Native Single Page Web Regular Web Machine to
Applications Applications Machine
Mobile, desktop, Applications
CLI and smart A JavaScript Traditional web
device apps front-end app app using ClLIs, daemons or
running natively. that uses an API. redirects. services running
on your backend.
e.g.:i0s, e.g.: Angular, e.g.: Node.js
Electron, Apple React, Vue Express, e.g.: Shell script
TV apps ASP.NET, Java,
PHP

Cancel
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4. Click Create. The Quick Start tab for the created application is displayed.

4 Getting Started

1

Activity

Applications

*

S50 Integrations

0

Authentication

Organizations

* User Management

¢ Branding

<

Security

N

Actions

-

Auth Pipeline

Monitoring

Marketplace

Extensions

% Settings

® Getsupport

5. Select the Settings tab.

4 Getting Startea =

LY

Activity

& Applications
Appiication:

APIs

S50 Integrations

Authentication

)

Organizations

User Management

~

Branding

<

Security

N

Actions

-

Auth Pipeline

Monitoring

Marketplace

Extensions.

4 Settings

Thank you for signing up for Auth®! You have 3 days left in your trial to experiment with fea

& Back to Applications

Q NavigatorAuthQ

Regular Web Application  Client ID b

Settings  Addons  Connections

ASP.NET (OWIN)

Go Java

NGiMX
NGINX Plus Node.js (Express) PHP PHP (Laravel) Python
Ruby on Rails
Thank you for signing up for Auth@! You have 3 days left in your trial to experiment with features that are notin the Free plan. Like what you're seeing? Please enter your billing information here.
+ Back to Applications
) NavigatorAutho
Regular Web Application  Client ID BBOEvNs@317 SANvBIKRCVSEYAPEEHy P
Quick Start  Selings  Addons  Connections  Organizations
Basic Information Name *
Navigatorauth® ]
Domain
dev-zluvAdzmxhpcitde.eu.authd.com B
Client ID
BBOEVHSAZLT dONVBIKREVEDYPEEHYSEP [
Client Secret
@ b

that are not in the Free plan. Like what you're seeing? Please enter your billing information here

Organizations

REGULAR WEB APP

What technology are you using for your project?

(2
(2

django
ASP.NET Core v2.1 ASP.NET Core v3.0 Django
9 9 b
Java EE Java Spring Boot Nextjs

A

The Client Secret is not base64 encoded.

Deseription

A free text description af the application. Max character count is 149,
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6. Scroll down until you see the Application URIs section.

Application URIs Application Login URI
https://127.0.0.1:8443/navigator-server/ssologin/MNavigatorAuth@

In some scenarios, Auth® will need to redirect to your application’s login page.
This URI needs to point to a route in your application that should redirect to
your tenant’s /authorize endpoint. Learn more

Allowed Callback URLs

http://localhost:8@80/navigator-server/ssologin/NavigatorAuth@,
https://127.0.0.1:8443/navigator-server/ssologin/MNavigatorAuth@

After the user authenticates we will only call back to any of these URLs. You
can specify multiple valid URLs by comma-separating them (typically to handle
different environments like QA or testing). Make sure to specify the protocol

( https:// ) otherwise the callback may fail in some cases. With the exception
of custom URI schemes for native clients, all callbacks should use protocol
https:// . You can use Organization URL parameters in these URLs.

Allowed Logout URLs

https://127.0.0.1:8443/navigator-server/ssologin/NavigatorAuth@

A set of URLs that are valid to redirect to after logout from Auth@. After a user
logs out from Auth® you can redirect them with the returnTe query
parameter. The URL that you use in returnTe must be listed here. You can
specify multiple valid URLs by comma-separating them. You can use the star
symbol as a wildcard for subdomains ( *.google .com ). Query strings and hash
information are not taken into account when validating these URLs. Read more
about this at https://auth@.com/docs/authenticate/login/logout

Allowed Web Origins

7. Fillin the Allowed Callback URLs. When accessing Navigator, if you use a URL that
is not provided in this list, you will not be able to log in.

8. Make sure that URLs end with /ssologin/{name-of-config}.
ssologin is used in the login servlet. {name-of-config} is the value in the <name> pa-
rameter in xray_samlsso.xml (the Tomcat samlsso configuration file).

& If more than one address is needed, use commas to
separate them. Do not use spaces or NEWLINE to separate
IMPORTANT! addresses when configuring AuthO.
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Application URIs Application Login URI
https://127.0.0.1:844 3/navigator-server/ssologin/NavigatorAuth@

In some scenarios, Auth® will need to redirect to your application’s login page.
This URI needs to point to a route in your application that should redirect to
your tenant’s /authorize endpoint. Learn more

Allowed Callback URLs

http://localhost:808@/navigator-server/ssologin/NavigatorAuth@,
https://127.0.0.1:844 3/navigator-server/ssologin/NavigatorAuthg|

After the user authenticates we will only call back to any of these URLs. You

can specify multiple valid URLs by comma-separating them (typically to handle

different environments like QA or testing). Make sure to specify the protocol

( https:// ) otherwise the callback may fail in some cases. With the exception

of custom URI schemes for native clients, all callbacks should use protocol
https:// . You can use Organization URL parameters in these URLs.

Allowed Logout URLs

9. Scroll down until you see the Advanced Settings section. Expand this section by

clicking the arrow: =~ .

Refresh Token Expiration Absolute Expiration

When enabled, a refresh_token will expire based on an absolute lifetime,
after which the token can no longer be used. If rotation is enabled, an
expiration lifetime must be set. Learn More

Absolute Lifetime
31557600 seconds

Sets the absolute lifetime of a refresh_token (in seconds).

Inactivity Expiration

When enabled, a refresh_token will expire based on a specified inactivity
lifetime, after which the token can no longer be used.

Inactivity Lifetime
2592000 seconds

Sets the inactivity lifetime of a refresh_token (in seconds).

Advanced Settings
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10. Select the Certificates tab.

Advanced Settings ~

Application Metadata Device Settings OAuth Grant Types W5-Federation Certificates Endpoints

Signing Certificate

————— BEGIN CERTIFICATE--—--
MIIDHTCCAgWgAwIBAglJDatdTW59wQIvMABGCSqGSIb3DQEB
CwUAMCwxKjAoBgNV
BAMTIWRIdi16bHV2NGREbXhocGNpdDNILMVILMF1dGgwLmMy
bTAeFw@yMzAZMTYx
MTUwMjFaFw@zNExMjlxMTUwMjFaMCwxKjAoBgNVBAMTIWRI
dil6bHV2NGREbXho
cGNpdDNILMVILMF1dGgwLmNvbTCCASIwDQY JKoZIhveNAQEB

)]

Signing Certificate Fingerprint

4B:DB:5F :55:69:66 :EB:75:85:FE:83:2A:95:81:52:F7:4A:F Iy}

Signing Certificate Thumbprint

4BDBSF556966EB7585FE832A958152F74AF2D6460 D

Download Certificate ~

11.Click © to copy the value in the Signing Certificate field and paste it into the
<idpSignCert> in the Tomcat samlsso configuration file.

<IdpSignCe t> MllDHTCCAgWgAwIBAnlJDlthWSQlevMADGCSqBSlb3DQEBCwUAMwaK’AoBoNV BAMTIWRIdi16bHV. dDNILMV1LMF1dGgwLmNvbTAeFwOyMzAzMTYx

MT j HIXMTUWM] TIWRIdi16bHV2NGR6bXho cGNpdDNILmV1LmF1dGgwLmNvbTCCASIWDQYJIKoZIhveNAQEBBQADGGEPADCCAQOC

iWThOr AYM VngTllQNx!X)-H(Tﬂ("“ A VY+7c mplLl 84 JAotuGOpxpQ3as)GidhMZ72Zpl80dk
om/ossurl1DanUn|07IhzcrNUkM40Kzﬁb6UllurArEVVzesTGQrthCn(sth ONEM-OuVWV?OTNoUxw’\AHblzuqUpHSyV/BFyl0HIDKCnneKVnnVoPDFc-DGZkG
6¢yi)T/TnNglyynXTBYjPAoPy90BI2EKDsigcT q: FTnidHy. 0 nlyfEZj3evw9XiTZzac1IxF9zYKkCAWEAA 'YDVROTAQH/| /zAd
BgNVHQ4EFgQU70zFe7js9mWiYp/3y jVYwDgY QH/BAQDA CSqGSIb3DQEBCWUAA4IBAQAOPsNL7joGpzQuliFk YfewTUi7Pj d
X/ nahagZhCnLLBYUSDTNBBdVPOSVAbddxFSUTlEMB-ewazDXﬂuPCSCGQmeIke GcFluHORr7AMes /5xfOa40/EF00! VD! JpFCHOIMmMfnOOWsUcx7
VU 3W7 TZMAW3GA| 748RK2VG 00. s+ Y 7LiBIkqIV2GGoMTClgq/PbOqEO
8Xdghsmk22E7rtBXVBIgalm+KS3zvNtigrqXiOpocnY3 </idpSignCe |t>
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12. Scroll back up to return to the top of the Settings tab. Select the Addons tab and
select SAML2 web app to enable the addon.

< Back to Applications

NavigatorAuthQ

Regular Web Application Client ID beOEvWsB31fdaNvB89KRcVE8YdPEEHY8P

Quick Start Settings Addons Connections Organizations

Addons are plugins associated with an Application in Auth@. These are SAML or WS-FED web apps used by the application, which Auth® generates
access tokens for.

/ SAML2 /P, WS-FED
L,  WEB APP o ‘L:) WEB APP

13. The Addon: SAML2 Web Apps pop-up window is displayed. Copy values to the
Tomcat samlsso configuration file XML parameters as follows:

Auth0 Addon: SAML2 Web Apps window XML Parameter

1. Identity Provider Login URL used in idpSsoServiceUrl, idpArtifac-
tResolveServiceUrl and idpSloServiceUrl

2. Issuer idpEntityld

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

SAML Version: 2.0

Issuer: urn:dev-zluvddzmxhpcit3e.eu.auth®.com

Identity Provider Certificate: Download Auth@ certificate

Identity Provider SHA1 fingerprint:

4B:DB:5F:55:69:66:EB:75:85:FE:83:

2A:95:81:52:F7:4A:F2:D6:48

Identity Provider Login URL: https://dev-

zluvddzmxhpcit3e.eu.auth@.com/samlp/b@OEvWs03IfdONvBSKRcVEOYdPEEHYBP

Identity Provider Metadata: Download

Alternatively, you can add a connection parameter:

= https://dev-
zluvddzmxhpcit3e.eu.auth®.com/samip/b@OEvWs@3IfdBNvBSKRcVEBYdPEEHY BP?

connection=Username-Password-Authentication

In this case, Auth@ will redirect users to the specified connection and will not
display the Login Widget. Make sure you send the SAMLRequest using HTTP

POST .
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14. Select the Settings tab.

Addon: SAML2 Web App X

Settings Usage

Application Callback URL

SAML Token will be POSTed to this URL.

Settings

15. Enter the URL to which you want to post the SAML Token in the Application
Callback URL field.
16. In the Settings area, paste the following:

{
"mappings": {
"name": "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
"roles": "Role"
}
}
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL
http:/flocalhost:8080/navigator-server/sselogin/NavigatorAuth@

SAML Token will be POSTed to this URL.

Settings

“mappings”: {
“name"” ttp://schemas.xmlsoap.org/ws/2885/85/identi
“roles”: "Role”

Debug

17. Click Enable.

= logout ( cbject ): An object that controls SAML logout. It can contain two
properties: callback (of type string ), that contains the service provider
(client application)’s Single Logout Service URL, where Auth® will send
logout requests and responses, and slo_enabled (boolean) that controls
whether Auth® should notify service providers of session termination. The
default value is true (notify service providers).

= binding ( string ): Optionally indicates the protocol binding used for SAML
logout responses. By default Auth® uses HTTP-POST , but you can switch to
HTTP-Redirect by setting "binding” to

urn:oasis:names:tc:SAML:2 .8:bindings :HTTP-Redirect

signingCert ( string ): Optionally indicates the public key certificate used to
validate SAML requests. If set, SAML requests will be required to be signed. A
sample value would be "----- BEGIN PUBLIC KEY-----

\NMIGT . . .bpP/t3\n+JGNGIRMj1hF1rnb6QIDAQAB\N----- END PUBLIC KEY-----

\n
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4.2 Important Configuration Parameters

4.2.1 For Service Providers

spEntityld - Specify the name of the service provider.

4.2.2 For Identity Providers

ldpEntityld, idpSsoServiceUrl, idpArtifactResolveServiceUrl and idpSloServiceUrl.
Make sure you have entered the parameters from step 13 of AuthO Identity Provider
Configuration in the Tomcat samlsso configuration file, as shown below:

<config>
<1-- Unigue name to select required handler, User defined —->
<name>NavigatorAuthO</name>
<!-- Description to show on link or button, User defined -->
<descr>Login via Auth0</descr>
<!-- Position, User defined -->
<position>3</position>
<1-- Service Provider client ID, issuer on authentication request, User defined (must be same as on IdP) -->
<spEntityld>navigator-app</spEntityld>
<!-- Service Provider certificate will be used to sign requests or decrypt assertion, User defined (must be same as on IdP) -->
<!-- Identity Provider entitylD, From IdP metadata [EntityDescriptor > entityID] -->
<idpEntityld >urn:dev-zluv4dzmxhpcit3e.eu.auth0.com</idpEntityld>
<!-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor > SingleSignOnService Binding="urn:oasis:names:tc: SAML:2.0:bi
<idpSsoServiceUrl>https: / /dev-zluv4ddzmxhpcit3e.eu.auth0.com/samlp/b0OOEvWs03IfdONvB89KRcV60YdPEEHY8P < /idpSsoServiceUrl>
<1-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor > ArtifactResolutionService Binding="urn:oasis:names:tc:
<idpArtifactResolveServiceUrl > https: / /dev-zluv4dzmxhpcit3e.eu.auth0.com/samlp/b0OEvWs03lfdONv89KRcV60YdPEEHY8P</idpArtifactResolveServiceUrl >
<!-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor > SSingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:b
<idpSloServiceUrl>https:/ /dev-zluvddzmxhpcit3e.eu.auth0.com/samlp/b0OEvWs03lifdONvB9IKRcVE60YdPEEHY8P </idpSloServiceUr| >

4.3 Sample apwmq_samlsso.xml file using Auth0

<?xml version="1.0"?>

<l-- SAML SSO handlers configurations -->

<configs>
<!-- SAML SSO handler configuration_-->

<config>

<!-- Unique name to select required handler, User defined -->
<name>NavigatorAuthO</name>

<!-- Description to show on link or button, User defined -->
<descr>Login via AuthO</descr>

<!-- Position, User defined -->

<position>1</position>

<!-- Service Provider client ID, issuer on authentication request, User defined (must be same as on IdP) --
>

<spEntityld>navigator-app</spEntityld>
<!-- Identity Provider entitylD, From IdP metadata [EntityDescriptor > entitylD] -->
<idpEntityld>urn:dev-zluv4dzmxhpcit3e.eu.authO.com</idpEntityld>

<!-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor >
SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSsoServiceUrl>https://dev-
zluvddzmxhpcit3e.eu.authO.com/samlp/bOOEvWs031fdONvBIKRcV60YdPEEHy8P?organization=org_IS
xEm3h4DDFPMImn</idpSsoServiceUr]>
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<!-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor >
IDPSSODescriptor > ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"] -->

<idpArtifactResolveServiceUrl>https://dev-
zluv4dzmxhpcit3e.eu.auth0.com/samlp/bOOEvWs03l1fdONv89KRcV60YdPEEHy8P?organization=org_IS
xEm3h4DDFPMImn</idpArtifactResolveServiceUrl>

<!-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor > IDPSSODescriptor >
SSingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings: HTTP-Redirect"] -->

<idpSloServiceUrl>https://dev-
zluv4dzmxhpcit3e.eu.auth0.com/samlp/bOOEvWs03l1fdONv89KRcV60YdPEEHy8P</idpSloServiceUrl>

<!I-- Identity Provider certificate will be used to validate signatures, From IdP metadata [EntityDescriptor
> IDPSSODescriptor > KeyDescriptor use="signing" > KeyInfo > X509Data > X509Certificate] -->

<idpSignCert>
MIIDHTCCAgWgAwIBAgIIDatdTW59wQIVMAOGCSqGSIb3DQEBCwWUAMCwxKjAoBgNVBAMTI
WRIdi16bHV2NGR6bXhocGNpdDNILmV1LmF1dGgwLmNvbTAeFwOyMzAzMTYxMTUwMjFaFw0
zNJExMjIxMTUwMjFaMCwxKjAoBgNVBAMTIWRIdi16bHV2NGR6bXhocGNpdDNILmV1LmF1dG
gwLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMsjWThOrXGZmZLAY
MnhN30uausDCVOgxTIiQfUx3Xj+kT7K78wAmgqVY+7cmpLHjd56inCKwxRXRg5NbXL84VXzNA
oHAFJAotuGOpxpQ3asJGidhMZ72Zpl80dkem/o0S5irl 1 DfgQUei071hzcrNUKkM4DKzGb6UI1serArEVV
ze3TGIreVtCiXS71N8ONtMaduVWvPOTNOtJxWnAHbIzuqUpH5yV/BFys+H1DKCnneKVitn VOPDFc
sD6ZkG6cyiJT/TnNglyynXTBYjPAoPy9OBJ2EKDsigcTtvEItqzhVXFTnidHy3MAtRXoIOnlyfEZj3ev
wIXiTZzaclIxF9zZYkCAWEAAaNCMEAwDwYDVROTAQH/BAUwWAWEB/zAdBgNVHQ4EFgQU70z
Fe7js9mWiYp/3yltvHooljVYwDgYDVROPAQH/BAQDAgKEMAOGCSqGSIb3DQEBCwWUAA4IBAQ
AOPsnL7joGpzQuJIFkB4mO0dY fewTUi7PjHpaSwKrzdX/n8h3gZhCnLLBYUS59TN8BdYPO5Y AbddxF5
UTiEMBaew3zDX+juPCSC6eHwOtlk6GcFluHORr7AMes/5xfOa40/EFOOWPofRRzZKvVDIMV ZaGglp
FCHOiMmfn0OWsUcx7VU7da0FMGofiySEq3W768wRp3lavFTZM4W3GAQ50mwk9IHBGOnxbQzcD
f748RK2VGo0JS0UlchgqJHs+aeDgppsanUdccUY26Erd8DZ7LjBlkqlV2GGoMTClgq/Pb0gE08Xdghs
mk22E7rtBXVBJgalm+KS3zvNtJgrqX10pocnY 3</idpSignCert>

<!-- Service Provider must sign authentication request, User defined -->
<authnRequestSigned>true</authnRequestSigned>

<1-- Service Provider must sign artifact resolve request, User defined -->
<resolveArtifactRequestSigned>true</resolveArtifactRequestSigned>

<!-- Service Provider must sign logout request, User defined -->
<logoutRequestSigned>true</logoutRequestSigned>

<!-- Image can be added /image/path/img.* By default it will display an icon -->
<!I-- <buttonlcon>image.png</buttonlcon>-->

<buttonText>Auth0 login</buttonText><buttonColor>#ffffff</buttonColor>

</config>
</configs>
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4.4 Create rules

To allow user roles to be used for authorization as part of the authentication process, you

must set up a rule.

1. From the left pane, select Auth Pipeline > Rules.

o dev-zluvadzmxhpcitde

*

Getting Started z
Thank you fo 14 days left ment with g t e Like what you're seeing? Piease enter your

v

Activity EARLY

Applications

Authentication Rules —

L

»

# Organizations

User Management

/ Branding
. b r transtorm th y 5 n formation
@ security xternal and much more m more about rules, ¢ !
& Actions
0 O
D o T =
ooks
Wi Monitoring
¢ Marketplace

Extonsions

o

Settings

> 433 <o % B
Using Auth0 Rules
In this video, you'l learn how to create and use existing Rules at Auth® to customize your authentication pipeline
= feedbach
«
2. Click + Create on the right side.
3. Select Empty rule.
€ Back to Rules
Pick a rules template
These are pre-made rules for common use cases that you can use or adapt to suit your needs.
Empty
<> Empty rule
Marketplace
B& Netiify Role Management B4 Onfido Identity Verification 8% vouched Verification
Access Control
@& Allew Access during weekdays for a specific App || (& Active Directory group membership () Add email to access token
@ Check if user email domain matches configured domain &) Check last password reset @ Disable the Resource Owner endpoint

@ Disable social signups @) Whitelist on the cloud (& Force email verification @ 1P Address allowlist @ 1P Address Blocklist

@ Setrolestoauser (Y Email domain whitelist & whitelist for a Specific App & whitelist & Wwhitelist on Specific Connection

Multifactor
& Adaptive MFA & Muttifactor with Duo Security & Multifactor with Auth® Guardian and Authorization Extension
@ Multifactor when request comes from outside an IP range | (&) Multifactor Stepup Authentication ) Multifactor with Auth® Guardian

@ Require MFA Enrollment | (@ Multifactor Authentication @) Require MFA once per session

4. Assign a Name to the rule.
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Copy the text below and paste it in the Script field:

function (user, context, callback) {
if (context.authorization !== null && context.authorization.roles !'== null) {
user.roles = context.authorization.roles;

}

return callback(null, user, context);

}

< Back to Rules

Edit Rule

/N We recommend you to explore Actions, our newest extensibility product now in General Availability. Actions gives you many of the same
functions as Rules and more. Get started today in Actions. Learn more about Actions.

@ Heads up! If you are trying to access a service behind a firewall, make sure to open the right ports and allow inbound connections from
these IP addresses: 52.17.111.199, 52.19.3.147, 34.246.118.27, 35.157.198.116, 18.198.229.148, 3.67.233.131

Empty rule

Create an empty rule

Name

Roles rule

Seript

ction (user, context, callback) {
if (context.autho tion !== null && context.authorization.roles !== null) {

user.roles = context.authorization.roles;

callback(null, user, context);

Save Changes [> save And Try £} Save And Install Real-Time Logs
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5. Click Save Changes to return to the Rules page. The new rule is visible and
active.

Rules

Custom Javascript snippets that run in a secure, isolated sandbox in the Auth® service as part of your authentication pipeline. Learn more -

/N We recommend you to explore Actions, our newest extensibility product now in General Availability. Actions gives you many of the same
functions as Rules and more. Get started today in Actions. Learn more about Actions.

Try All Rules With... v 3 Refresh

Roles rule O

4.5 Add Users and Roles

4.5.1 Create users
1. From the left pane, expand User Management and select Users.

dev-zluvddzmxhpcit3e

Discuss your needs
Development

Getting Started
4 ing Thank you for signing up for Auth! You have 14 days left in your trial to experiment with features that are not in the Free plan. Like what you're seeing? Please enter your billing information here.
@ Activity EARLY

% Applications

S Authentication
Users

Organizations

An easy to use Ul to help administrators manage user identities including password resets, creating and provisioning, blocking and deleting users.
2¢ User Management Y P g 9P g p g g g

Learn more >
Users
Roles
Q Search by User ~ | X Reset
¢ Branding
¥ Security Name Connection Logins Latest Login v
& Actions

test@email.com
test@email.com

L. Auth Pipeline Username-Password-Authenti... 14 14 minutes ago

1li Monitoring

i

Marketplace

Extensions

# Settings

2. Click + Create User.
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3. Enter an Email address for the user.

Create user X

Email *

"email” must be a valid email

Password *
Repeat Password *

Connection *

Username-Password-Authentication b

4. Enter a Password, then retype the password in the Repeat Password field to con-
firm it.
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5. Select a Connection type.

Create user X

Email *

user@email.com

Password *

Repeat Password *

Connection *

Username-Password-Authentication i

6. Click Create. The settings for the new user are displayed.
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4.5.2 Assign roles to users

=
|-__f‘ Before assigning roles to users, you must first create a rule. See Create rules for instructions.

To assign a role to a user:

1. Select the Roles tab.

< Back to Users

@ user@email.com

user_id: auth®|641d635213a5¢c42d363cb968

Details Devices History Raw JSON Authorized Applications Permissions Roles
All Roles assigned to this User. Assign Roles
Name Description Assignment

There are no roles assigned to this user yet

2. Click Assign Roles. The Add Roles dialog opens.

Add Roles X

Select roles to assign to this user. You may assign up to 50 roles per user.

Assign

3. Begin typing the name of the role that you want to assign to the user. The list of
roles is filtered automatically. Select the role.
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4. Repeat the previous step until you have assigned all the roles that apply to this user.

Add Roles X

Select roles to assign to this user. You may assign up to 59 roles per user.

Administrators * | elect Role X

5. Click Assign. The Roles tab is displayed and shows the newly assigned role.

< Back to Users

@ user@email.com

user_id: authB|641d635213a5c42d363chb968

Details Devices History Raw JSON Authorized Applications Permissions Roles

All Roles assigned to this User. Assign Roles
i

Name Description Assignment

Administrators Administrators Direct
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4.5.3 Create roles

To create a role:

1. From the left pane, expand User Management and select Roles.

4 Getting Started

o

Thank you for signing up for Auth®! You have 14 days left in your trial to experiment with features that are not in the Free plan. Like what you're seeing? Please enter your billing information here.
# Activity EARLY

& Applications

£ Authentication

Roles

Create and manage Roles for your applications. Roles contain collections of Permissions and can be assigned to Users.

%3 Organizations

®+ User Management

Users
Name Deseription
4 Branding
Administrators Administrators
¥ Security
& Actions
G, Auth Pipeline

1l Monitoring
* Marketplace
®  Extensions

& Settings

2. Click + Create role. The New Role dialog opens.
3. Enter a Name for the new role.

New Role 5

Name *

"Name" is not allowed to be empty

Description *
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4. Enter a Description.

New Role

Name *

Developers

Description *

Develop software according to SDLC

5. Click Create. The Settings tab for the new role is displayed. See the following sec-

tion for information about adding users to roles.

< Back to Roles

Developers

Role ID rol_3qCp42i4GRUDAGXS

Settings Permissions Users

Name *

Developers

Description *

Develop software according to SDLC

Danger Zone

Delete Role

Once confirmed, this operation can’t be undone!

Remove This Role
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4.5.4 Add users to roles

To add users to roles:

1. From the Role settings, select the Users tab.

< Back to Roles

Developers

Role ID rol_3qCp42i4GRUDAGXE

Settings Permissions Users

Users that have this role directly assigned. Add Users

User

There are no users assigned to this role

2. Click Add Users. The Assign [role] to users dialog opens.

Assign Developers role to users X

Select users you want to assign this role to.

Select users

Cancel Assign

3. Begin typing the name of the user to whom you want to assign the role. The list of
users is filtered automatically. Select the user.
4. Repeat the previous step until you have added all the users that belong to this role.
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5. Click Assign. Users that have been added to the role are listed on the Users tab.

< Back to Roles

Developers

Role ID rol_3qCp42i4GRUDAGXE

Settings Permissions Users

Users that have this role directly assigned.

User

@ user@email.com
user@email.com

4.6 Add an organization

To add an organization, follow the instructions below.

1. From the left pane, select Organizations.

4 Getting Started
# Activity

& Applications

)

Authentication

Organizations

User Management

~

Branding

¥ Security
& Actions
%, Auth Pipeline
1l Monitoring

* Marketplace
& Extensions

£ Settings

@ Get support

P Give feedback

Activate new Universal Login experience

(@ 1 you were previously using classic Universal Login templates for Login, Password Reset, or MFA, they may override the new Universal

Login experience. Please disable them for the most seamless experience with Organizations. Learn More

Configure an application for use with organizations
Before using this feature, you need to configure at least one application to authenticate users via an organization.

Create an organization
Once you're ready, start by representing a customer as your first organization in Auth@.

Organizations

Represent the teams, business customers, and partner companies that access your applications as organizations in Auth@.

H want to use this feature in production? Upgrade Plan —

Represent the teams, business customers, and partner companies that
access your applications as organizations in Auth®

+ Create Organization
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2. Click + Create Organization.

< Back to Organizations

Add Organization

Basic Info

These are basic details needed to set up your new
organization.

Name *
organization-name

This is any human-readable identifier for the organization that will be used by
end-users to direct them to their organization in your application.

Display Name

If set, this is the name that will be displayed to end-users for this organization
in any interaction with them.

Add Organization Reset

3. Enter your organization Name and click Add Organization.
4. On the Organization page, look for the Organization ID, located below the name of

your organization.

¢« Back to Organizations

o organization-name

QOrganization ID org_ISxEm3h4DDFPMImn
e

Overview Members Invitations Connections

Basic Info

These are basic details needed to set up your new
organization.

Name *
organization-name Y]

This is any human-readable identifier for the organization that will be used by
end-users to direct them to their organization in your application.

Display Name
organization-name

If set, this is the name that will be displayed to end-users for this organization
in any interaction with them.

5. Copy this value to the clipboard. In your configuration file, add
?organization={organization-id} to the end of both the idpSsoServiceUrl and
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the idpArtifactResolveServiceUrl. An example is provided below:

JESECLI0N, USEr UELLNEU (MUST DE SdlE 48 Ul LUE] —=-

<!-— Identity Provider entityID rom IdP metadata [EntityDescriptor >
entityID] -->

<1dpEm:1t5Id>um dev-! zluvddzmxhpcltﬁe eu.auth0.com</idpEntityld>

<!—— Identity

<idpSsoServicelrl>https:
</idpSsoServicelrl>

<!-— Identity wvide rtifact re
scri
<idphrtifactResclveServicelUrl>https:
</idpArtifactResclveServicelrl>
<!-— Identity Pr v

e URL,
> criptor > SSingle n:oasis:names:tc:S5SAML:2.0:bindings:HTTP-Redirect™] -->

<idpSloServicelrl>https://dev-zluvddzmxhpcit3e.eu.authl. t‘.Dm{sale{b[]DEstﬂSlfdﬂHvBHPmCVGUId_PEEHg_BF?DmanlzatlDn—Dm_ISxEmSh-lDDFPMImn

</1dpSlcSErv1c:eUrl>
6. To allow organlzat|on members to access your applications, you must enable
connections. Select the Connections tab and click Enable Connections.

< Back to Organizations

organization-name

Organization ID org_ISxEm3h4DDFFMImn

0

Overview Members Invitations Connections

Enabled Connections
Enable connections to allow organization members to access your applications. These connections will be displayed on

the organization-name organization’s log-in prompt. Learn More

Connection Identifier Membership on Authentication

You don't have any connections enabled for this organization.

7. Make sure that the Membership on Authentication option is set to Disable Auto-
Membership. When Auto-Membership is disabled, only members of your organization
can log in when this organization is used.

€ Back to organization-name

@ Username-Password-Authentication

Connection ID con_HMjz5HjGTf8bBhtd

Authentication Membership On Authentication

These are the authentication settings for this

connection in the context of the organization-name © Disable Auto-Membership Enable Auto-Membership

organization. N N - -

ganizatior All users logging in with All users logging in with
this connection will not be this connection will be
added as members to this automatically added as
organization members of this
organization

This setting will allow users to be added to this organization automatically
once they login using the Username-Password-Authentication connection.
Learn More

Save
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8. Click the Back to [your organization name] link in the upper-left corner to return to

the page for your organization.
9. Select the Members tab to add members:
a) Click Add Members.

€ Back to Organizations

organization-name

Organization ID org_ISxEm3h4DDFPMImn

O

Overview Members Invitations Connections

Members Add Members

Add users directly from your tenant to become members of your organization. Learn More

Member Identifier

You don't have any members in your organization at the moment.

b) Begin entering the name of each user. When the user's name is displayed in the list,
select it to add it to the field. Repeat this for each user.
¢) Click Add Member(s).

< Back to organization-name

2. Add Members to Organization

Select the user(s) you want to add as members of the organization-name organization

organization-user@email.com X |

Add Member(S)

10. From the left pane, select Applications.

11. Select the Organizations tab.
12. For the option called What types of end-users will access this application?, you can

select Individuals for personal use, Team members of organizations, or Both. If you want
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only organization users to be able to log in, select Team members of organizations.
NavigatorAuth@

4 Getting Started

Regular Web Appl 1\ Client ID 1FdeNy cV60YdPEEHYBP
“ Activity
& Applications ~
Quick Start Settings Credentials Addons Connections Organizations
Applications
APIs
S50 Integrations
£ Authentication > Organizations
3 Organizations — 5 - i
Your applications can now authenticate users into your-organization-name
&¢ User Management > organizations securely and easily with Auth®, making your
7 Branding N application ready to do business with the organizations you
work with.
¥ Security >
U, Auth Pipeline >
i Monitoring >

# Want to use this feature in production? Upgrade Plan —
st Marketplace

& Extensions
(@ If you were previously using classic Universal Login templates for Login, Password Reset, or MFA, they may override the new Universal Login
# Settings experience. Please disable them for the most seamless i with Or: Learn More

Organization Settings What types of end-users will access this application?

These settings control how end-users can access
your application in the context of the organizations
that they belong to.

Team members of organizations -

This setting allows you to control the type of users that will login to this
application.

Display Organization Prompt

@ Get support If enabled, Auth® will prompt users to enter their organization name before
logging in. If disabled, you need to send the Organization ID to Auth® to display
the appropriate Organization Login prompt.

:

[ Give feedback

=]
L:"l. If the Team members of organizations option is unavailable, click Disable Grants Now on the same

page to make it available. See the image below.
NOTE

Before you get started

Before you can use organizations, you need to update a few settings.

/N This application has Client Credentials, MFA, Password, and/or Password OTP grants enabled. These grants N
o o Disable Grants Now
are currently not supported when the application is accessed by team members of organizations. Learn More

13. Click Save Changes.
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5.1 ACS URL Information

Before beginning setup, a secure ACS URL must be established.

Sample ACS URL:

https://ip:port/navigator-server/ssologin/navigator

The secure ACS URL consists of the following parts:

login/navigator

last part of the ACS URL
path (navigator) is the Entity
ID.

Part of URL Explanation Provided by:
https:// The URL must use the se- N/A
cure HTTPS protocol.
ip:port/ This is the customer's IP ad- | Customer
dress and port.
navigator-server/sso- Subdirectory and path. The | meshIQ

5.2 Create and configure the navigator application

1. In the PingOne console menu, select Connections > Applications.

2. Click @ to add a new application.
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3. Enter "navigator" for the Application Name.

.Ping|dent|ty A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 - @ ® Explore - 2 Vai
© Getting Startod Applications ° B navigator > Edit Overview
Overview Q_ Search
Application Name *
Dashboards . a———e
7 Applications by Application Name ~ navigator

Identities

[~} navigator Description
Connections Client ID: cf476994-17ee-4665-823b-639532¢6!

test app
Applications i navigator1
Client ID: ¢d7df6f7-647e-4110-a35e-e00948ada
Applications
4
inati PingOne Admin Console
Application Catal
LSRR, Client ID: 62014ado-516e-dadc-928a-25540842  Ioon
Application Portal
PingOne Application Portal

T Client ID: 568accd0-d355-4781-93e5-d276837h
— Max Size 1.0 MB
Identity Providers Pingone MFA Connection Home Page URL

ﬁnlﬂ_g Client ID: 12eaBd43-6930-4dcd-84c9-5e991b2c
External IDPs

q PingOne Risk Connection
P _ F i Client ID: a19a2545-f942-43a6-8b35-66d3da1b Signon URL
ing Products «

PingFederate PingOne Self-Service - MyAccount m Cancel

] I’!g Client ID: 88ccf78d-6358-412d-9982-d91d12¢3f

PinglIntelligence
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4. Select the SAML Application option.

B Add Application

Application Name *

navigator

Description

Icon

AN

Max Size 1.0 MB

Application Type [: Show Details :J

o Select an option below or view the Application Catalog to use a templated integration. If you
can't find what you need in the catalog, consider SAML or OIDC to get started.

0 sAML Application & oIDC Web App [0 Native

i Single-Page Worker

5. Click Configure to open SAML configuration.

6. Inthe SAML configuration, under Provide Application Metadata, select the Manually
Enter option button. Add the ACL URL (described earlier in the ACS URL section).
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7. Enter "navigator" for the Entity ID. The Entity ID is the last part of the ACS URL path.
For example: navigator-server/ssologin/navigator.

@ Add Application

SAML Configuration

Provide Application Metadata
O Import Metadata (O Import From URL @ Manually Enter

ACS URLs *
https://172.16.31.142:8443/navigator-server/ssologin/...
+ Add

i EntityID *

navigator

Save Cancel

8. Click Save.

9. Go to the Configuration tab of the application.

10. Click Download Metadata to download a file containing the metadata that you will
use to configure the apwmgq_samlisso.xml file.
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5.3 Configure the apwmgq_samlsso.xml file

1. Using the information on the Configuration tab and the downloaded metadata,
refer to the table below to configure apwmq_samlsso.xml:
navigator .
B CicniD: cia76994-176-4065-823-639532062146 @ : X

Overview Configuration Attribute Mappings Policies Access

Connection Details

Download Metadata

(" Download Signing Certificate )

=navigator

Issuer ID
https://auth.pingone.asia/31b9afba-1900-4031-b170-ab494e8b5931 10

Single Logout Service
https://auth.pingone.asia/31b9afba-1900-4031-b170-ab494e8b5931/saml20/idp/slo 10

Single Signon Service
https:/fauth.pingone.asia/31b9afba-1900-4031-b170-ab494e8b5931/saml20/idp/sso I

IDP Metadata URL
https:/fauth.pingone.asia/31b9afba-1900-4031-b170-ab494e8b5931/saml20/metadata/cf476994-17e

L e-4e65-823b-639532e62f46 &
Initiate Single Sign-On URL
https://fauth.pingone.asia/31b9%afba-1900-4031-b170-ab494e8b5931/saml20/idp/startsso?spEntityld 0

Table 5 PingOne Parameter Mapping

PingOne Console Connection | XML Parameter
Details page

Issuer ID Used for idpEntityld

https://auth.pingone.asia/31b9afba-1900-4031-b170-
ab494e8b5931

Also used in the service URLs.

Single Logout Service Used for idpSloServiceUrl
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PingOne Console Connection
Details page

XML Parameter

Example: https://auth.pingone.asia/31b9afba-1900-4031-
b170-ab494e8b5931/saml20/idp/slo

Single Signon Service

Used for idpSsoServiceUrl. Also used in the
idpArtifactResolveServiceUrl.

Example: https://auth.pingone.asia/31b9afba-1900-4031-
b170-ab494e8b5931/saml20/idp/sso

IDP Metadata URL

The Url from which metadata can be downloaded.
(Opening this URL performs the same action as the
Download Metadata link.)

Example: https.//auth.pingone.asia/31b9afba-1900-4031-
b170-ab494e8b5931/saml20/metadata/cf476994-17ee-
4e65-823b-639532e62f46

Initiate Single Sign-On URL

The Single Sign-On URL is the URL to which users are
redirected after they provide their username and
password for their chosen identity provider.

Example: https.//auth.pingone.asia/31b9afba-1900-4031-
b170-
ab494e8b5931/saml20/idp/startsso?spEntityld=navigator

<ds:X509Certificate> (See
downloaded metadata)

Used for idpSignCert.

2. Add two more properties in the apwmg_samlisso.xml file. These are required for the
PingOne identity provider only. (They are not used by other identity providers.)

<protocolPostBinding>true</protocolPostBinding>

<contextComparison>none</contextComparison>

=
|-_::‘l. The contextComparison value of "none" removes entity id conflicts, preventing an INVALID ACS URL

error.

5.4 Sample apwmgq_samisso.xml file using Ping

<I-- SAML SSO handlers configurations

<configs>

-->

<!l-- ping SAML SSO handler configuration -->
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<config>

<I-- Unique name to select required handler, User defined -->
<name>navigator</name>

<I-- Description to show on link or button, User defined -->
<descr>Login via ping SSO</descr>

<l-- Position, User defined -->
<position>2</position>

<I-- Service Provider client ID, issuer on authentication request, User

defined (must be same as on IdP) -->

<spEntityld> navigator</spEntityld>

<l-- Service Provider certificate will be used to sign requests or decrypt

assertion, User defined (must be same as on 1dP) -->

<l-- Identity Provider entityID, From IdP metadata [EntityDescriptor >
entityID] -->
<idpEntityld>https://auth.pingone.asia/31b9afba-1900-4031-b170-
ab494e8b5931</idpEntityld>
<I-- Identity Provider SSO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSsoServiceUrl>https://auth.pingone.asia/31b9%afba-1900-4031-b170-
ab494e8b5931/saml20/idp/sso
</idpSsoServiceUrl>

<I-- Identity Provider SSO artifact resolve URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"] -->

<idpArtifactResolveServiceUrI>https://auth.pingone.asia/31b9afba-1900-4031-
b170-ab494e8b5931/saml20/idp/sso
</idpArtifactResolveServiceUrl>

<l-- Identity Provider SLO service URL, From IdP metadata [EntityDescriptor

> [DPSSODescriptor > SSingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"] -->

<idpSloServiceUrl>https://auth.pingone.asia/31b9afba-1900-4031-b170-
ab494e8b5931/saml20/idp/slo
</idpSloServiceUrl>

<I-- Identity Provider certificate will be used to validate signatures,
From IdP metadata [EntityDescriptor > IDPSSODescriptor > KeyDescriptor use="signing"
> KeylInfo > X509Data > X509Certificate] -->
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<idpSignCert>

MIIDrjCCApagAwIBAgIGAYqTP6)pMAOGCSqGSIb3DQEBCWUAMIGXMQswCQYDVQQGEw)VU
ZEWMBQGA1TUECgWNUGIuZyBJZGVudGlI0eTEWMBQGA1TUECWWNUGIUZyBJZGVudGIOeTFYM
FYGATUEAWXPUGIuZ09uzZSBTU08gQ2VydGImaWNhdGUgZm9ylFdvemtmb3)jZSBTb2x1dGlv
biBFbnZpcm9ubWVudCBIZTRmN]BjMyBlbnZpcm9ubWVudDAeFwOyMzASMTQxMDMyMTVa
FwOyNDASMTMxMDMyMTVaMIGXMQswCQYDVQQGEw)VUzZEWMBQGATUECgWNUGIuZyB|
ZGVudGIl0eTEWMBQGATUECWWNUGIuZyBJZGVudGl0eTFYMFYGATUEAWXPUGIuZ09uZSBTU
08gQ2VydGImaWNhdGUgZm9yIFdvemtmb3JjZSBTb2x1dGIvbiBFbnZpcm9ubWVudCBIZTRm
NjBjMyBlbnZpcm9ubWVudDCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAM1i4Q
O5bil5lpggldWI80bV4RSUuazi/saDnL5ULwmFk2I2noBIFCasAVhw8N9UdhVouO3gQyexdgDe
QeEO0XaAPC23QLB/g0E9hXjY]bxOrA7efKnkDHIBCIrtDJfogX0tmyTxSBg4Ci13NAi9ODjeJ+gG9q
ynUKTpfPN/rCwifaN+8yKEVsVVnKUBmMjlgtRGIf1A6NRESMwINBK1hHE6fi8YHbnCnYOnoSygC
JLgP4g+NM47u1Ph1NMoepLNJ/IFOZYTBbjOmMOuTHTORkxBBgYFBw1tTEVSCAGIRkgQxNL6Q2
ec0ZtXE4h/IMiN5bySvp7B0OJcGBsxSKtLODu4LgMCAWEAATANBgkghkiGOWOBAQsFAAOCAQE
ArGRww/reXNEPS31c5PEIND5a/NHbLaGXHxfz058e0n5i8Q)/HTV5x8WwAFfVMIcccyVgVelaqU
dhC3B1UVAPepkKL4doTqgXj/KgAt5bx6GKSRSAOUSTtLLZFROZvWagd4VOhH]NgekM+/s/ZPU+2S
6PRJS2WwY5qgotHpcfHCtOluDMasOQMWcA/2S8015RFEWQHLIOspfzT8f6/qVZF3A9+06h9lIG
Xy+zvpCHVD9tZbahKFXbg2bJoSV+qWxIfOj1j2bivMQg81i00MnjSdzeR9ksem/yizBa142FqQNs
N1TNOILDIXLpNtWskw]R+JvP1L1fOhbgrKxavliSb7N5mpA==

</idpSignCert>

<authnRequestSigned>true</authnRequestSigned>

<resolveArtifactRequestSigned>true</resolveArtifactRequestSigned>

<logoutRequestSigned>true</logoutRequestSigned>

<protocolPostBinding>true</protocolPostBinding>

<contextComparison>none</contextComparison>
<buttonText>ping login</buttonText>
<buttonColor>#ffffff</buttonColor>

</config>

</configs>
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5.5 Groups and users

The next step is to define groups and users.

You can manage user groups in PingOne. Create a group in PingOne that has the same
name as an existing Enterprise Manager group. Assign a user to it. When PingOne is used
for the identity provider at login, the user is created in Enterprise Manager and assigned to
the same-named Enterprise Manager group.

5.5.1 Add a group
1. On the PingOne console menu, select Identities > Groups.
2. Click @ to add a group.

3. Define the group which is present in Enterprise Manager and meshlQ's security
application.

.Pi"g‘deﬂtltv A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 - @ ® Explore -
© Getling Started Groups @
Create, search for, and manage groups of users to simplify managing access to applications. Leam More

® Overview
8% Dashboards Q_ Search
& |dentities

Users 8» Administrators

Groups

Populations 8 RCD

Attributes

Roles

Connections

Applications

Applications

4. In Enterprise Manager, make sure that users are defined and assigned to this group.
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5.5.2 Add users to a PingOne group

To view the current members of a group:

1. On the PingOne console menu, select Identities > Groups.

2. Click a group and select the Users tab:

.Pingldentlty. # trial_meshig_793296614 Workforce Solution Environment ee4f60c3 - @ ® Explore ~
s2% Administrators
dal
© Getting Started Groups °
Create, search for, and manage groups of users to simplify m
® Overview Overview  Users  Groups
8% Dashboards Q. Search
splay in this ‘You can add and remove individual users from this group, or update the filters to include
teriz
\ Idenlities e
Users % Administrators Q Search o

Groups

Admin

Populations A8 RCD 2 admin@admin.com

Attributes

vjaiswal92
vjalswal@meshig.com

Roles ]

Connections
Applications

Applications

Application Catalog

To add additional users, do one of the following:
e From Groups: Click o on the Users tab, then select Add/Remove Users from the
pop-up menu. Select the check boxes of the users you want to add to the group.

e From Users: On the PingOne console menu, select Identities > Users. Select a user

to edit it. Select the Groups tab. Click o Select the groups to which you want to
add the user.
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5.6 Application configuration for users and groups

5.6.1

Map SAML to PingOne attributes

1. Onthe PingOne console menu, select Connections > Applications.

2. Select the Navigator application and select the Attribute Mappings tab to map SAML
attributes to PingOne attributes.

3. Click o to edit the mappings.

Attribute Mapping

Attributes

saml_subject

Role

PingOne Mappings
| Username

| Group Names

((+Add )

Required

‘c ! 4§

4. By default, saml_subject is mapped to User ID. However, since User ID values are
not generated in a format that makes them easy to recognize, the best practice is to
map the saml_subject SAML attribute to the PingOne Username.

# trial_meshiq_793296614
Applications @

Q, Search

8 Applications by Application Name ~

{: ~ Filter :]

Workforce Solution Environment ee4f60c3 -

B navigator Edit Attribute Mappings

@ ® Explore -

If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

navigator . .
B Cioni0: or476094-1700-1065-6230-639532662146 Attribute Mapping +Add
navigator1 Attributes PingOne Mappings Required
B L0 crarom-sa7e4110-0350 000048002535 9 PPINg equire
saml_subject Usernam: - @ :
@ NAVIGATOR2 _subj d CI
Client ID: 93409671-20bd-4713-01fe-2acadd7d7744 Timezone "
Role *a ]
Pi PingOne Admin Console Title
b Cliont ID: c2014adc-5166-dadc-928a-255408425987
Type
Pi PingOne Application Portal
b Client ID: 568accd0-d355-4781-93e5-0276837b45(5 User ID
Pi PingOne MFA Connection
bt Client ID: 126a6043-6930-4dcd-84c9-56991b2¢1a65
Account
Pi PingOne Risk Connection
I Cliont ID: a19a2545-1042-43a6-8035-66d3da1b73d8 Account Status
— - -

5. Mark saml_subject and Role as Required fields. Select the Required check box to

define the attribute as required for the application.

6. Enter “Role” in the second row under Attributes, and select Group Names from the
PingOne Mappings list.
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7. Click Save to return to the Attribute mappings tab.

q q navigator :
Applications ° B CicoiD: ci476004-17e0-4665-8230-630532062146 @ : x

Q, Search Overview  Configuration Attribute Mappings Policies Access

8 Applications by Application Name + These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes o

i NAVIGATOR2
Client ID: 9340967 1-29bd-4713-91fe-2aea4d7d If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

navigator
Client ID: cf476994-17ee-4€65-823b-639532e6!

Client ID: caTdf67-647e-4110-a35e-600948ada "2 192t0f Ringone
PingOne Admin Console saml_subject Username Required
deniy’ Client ID: c2014adc-516e-4adc-928a-25540842
Role Group Names Required

— |

=] navigator1
in

in

Ping
PingOne Application Portal
!zm,,,,g Client ID: 568accd0-d355-4781-93e5-d276837b

q PingOne MFA Connection
Em_g Client ID: 12ea6d43-6930-4dcd-84c9-5e991b2¢

5.6.2 Provide application access to groups

1. If you are not already working on the application, select Connections >
Applications on the PingOne console menu.

2. Select the Navigator application and select the Access tab.

3. Click o to edit access settings for the application.

4. Provide access to one or more groups by selecting the check box next to each one.
To view a list of the selected groups only, click Applied Groups above the list.

A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 v @ ® Explore - 2
Applications c B  navigator > EditAccess %
Q, Search (~ Filter

Application Portal Display ?

8 Applications by Application Name Display this application in the Application Portal.

i navigator .
Client ID: cf476994-17ee-4e65-823b-63953262f46 Admin Only Access ?
Must have admin role
navigator1
Client ID: cd7df67-647e-4110-a35e-€00948ada535
Group Membership Policy

i NAVIGATOR2 Groups can be added to control user access to the application. All users have access when no groups are
Client ID: 9340967 1-29bd-4713-91fe-2aea4d7d7744 listed. The following selections determine groups that have access to the application.
PingOne Admin Console
m Client ID: c2014adc-516e-4adc-928a-255408425987 Q Search
q PingOne Application Portal
L Ciient ID: 568200d0-0355-4781-93¢5-0276837b4515 Groups — Applied Groups
, PingOne MFA Connection 8% Administrators
E,'!,Qg Client ID: 12ea6d43-6930-4dcd-84c9-56991b2c1a65
. PingOne Risk Connection
WU Ciicnt ID: a1922545-1942-4326-8b35-66d3da1b73d8 222 RCD O
q PingOne Self-Service - MyAccount
E".Pg Client ID: 88ccf78d-6358-412d-9982-d91d12c3f5a9 Cancel
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5. Click Save to return to the Access tab.

A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 - @ ® Explore ~
Applications @ = grevniﬁgnc)fi?esg4.w7ee.4e65.823b.639532e62f46
Q Search (W Overview Configuration Attribute Mappings Policies Access
8 Applications by Application Name + These user groups can access the application. See Groups.
i navigator Application Portal Display
Client ID: cf476994-17ee-4€65-823b-639532¢62f46 Shown

Ping

Iceniy

navigator1 B
Client ID: cd7df6(7-647e-4110-a35e-600948ada535 Admin Only Access ?
Must have admin role

NAVIGATOR2 ) .
Client ID: 93409671-29bd-4713-91fe-2aea4d7d7744 Group Membership Policy

PingOne Admin Console 222 Administrators
Client ID: c2014adc-516e-4adc-928a-265408425987

PingOne Application Portal
Client ID: 568accd0-d355-4781-93e5-d276837b45f5

PingOne MFA Connection
Client ID: 12ea6d43-6930-4dcd-84¢9-5e991b2c1a65

PingOne Risk Connection
Client ID: a19a2545-f942-4326-8b35-66d3da1b73d8

PingOne Self-Service - MyAccount
Client ID: 88ccf78d-6358-412d-9982-d91d 12¢3f5a9

5.7 Grant user roles

& You must grant all users the Organization admin role.
IMPORTANT!
1. On the PingOne console menu, select Identities > Users.
2. Select a user on the left to edit it.
.Pingldentlty,. A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 -
© Getting Started Users o
Add, search for, and manage user accounts for the selected environment. Learn More
& Overview
8% Dashboards Q Search Y
2 Identities Search normally or using SCIM filter language
M 2 Users by Family Name
TR o Admin
1

Admin

Populations

3. Select the Roles tab.
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4,

To add roles to the user, click Grant roles. Available responsibilities are listed.

A trial_meshiq_793296614

Workforce Solution Environment ee4f60c3 -

o Viaiswalo2

@

® Explore ~

Users @ - jaiswal92 «©
Add, search for, and m
Profile  Groups Roles  Services ¥ API
Q, Search [
Search normally orusi e ntity Data Admin - @ Administrators | Environment | =0
2 Usersby Family Na
Client Application Developer @ Administrators | Environment | O
e Admin -
& Admin
Identity Data Read Only @ Administrators |  Environment | = 0
o Vaiswald
vjaiswal92
PingFederate Crypto Administrator @ trial_meshiq_793296614 Organization = 0
DaVinci Admin @ trial_meshiq_793206614 Organization = 0
Organization Admin @ trial_meshiq_793296614 Organization
“ Cancel
5. Select the Organization Admin responsibility. To view a list of responsibilities
that have already been granted, select Granted responsibilities.
6. Click Save to return to the Roles tab.
.ping|dent|ty A trial_meshiq_793296614 Workforce Solution Environment ee4f60c3 - @ @ Explore ~

© Getting Started

® Overview

2% Dashboards
Identities
Users
Groups
Populations
Attributes

Roles

Connections

Applications

Application Catalog

Application Portal

o Viaiswal92
- \jaiswal92

Users @

Add, se:

ch for, and manage user accounts for the selected €

Q Search

®@ : x

Profile Gr Roles Services ¥ API

nt) of a role to a user, giving to a scope. Scopes can be the organization, an

Search normally or using SCIM filter language e
rant Roles
2Usersby Family Name v Rila
Admin - -
; Adrin Organization Admin o 1 Organization [ -
o Viaiswal92
-

SSOSG 100.005

73

© 2023 meshlQ




Chapter 6: Final Steps

Once you have prepared your configuration file, you are ready to complete the SSO
configuration and test Single Sign On.

6.1 Complete SSO Configuration

To complete your SSO configuration, you must perform the following two steps:

1. Place the SSO configuration file (xray_samlsso.xml or apwmgq_samlsso.xml) in the
expected system location, which is the Tomcat config directory. For example:

$CATALINA_HOME/conf/xray_samlsso.xml
$CATALINA_HOME/conf/apwmqg_samlsso.xml

2. ldentify the SSO Configuration file in the context.xml file.

a.

In the $APIN_HOME/AutoPilotM6/apache-tomcat/conf directory, right-click
context.xml and select Edit from the menu to open it in a text editor.

Locate the lines of code labeled <!--samlsso configuration file -->. This section
indicates the location of the Tomcat samlsso configuration file.

Uncomment the line underneath the samlsso configuration file label.
(Remove the preceding “<!--" and the following “-->" characters.) After you
perform this step, the lines of code should look like the example below:

XRay
<!--samlsso configuration file -->

<Parameter name="xray.samlsso.manager.config”
value="${Catalina home}/conf/xray samlsso.xml”/>

Or if xray.samlsso.manager.config parameter not found:
<!--samlsso configuration file -->

<Parameter name="samlsso.manager.config”
value="${Catalina home}/conf/xray samlsso.xml”/>

Navigator
<!--samlsso configuration file -->

<Parameter name="apwmqg.samlsso.manager.config”
value="${Catalina home}/conf/apwmg samlsso.xml”/>
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6.2 Test Single Sign On

& After any changes to the Tomcat samlsso configuration files, you must restart Apache
Tomcat before testing Single Sign On.

If you have made any changes to the samlsso configuration files, restart Apache Tomcat.
Then test Single Sign On by going to the application's login page and attempting to log in
using one of the user accounts you added.
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