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Chapter 1: About XRay

1.1 Introduction

For IT Ops professionals, members of the DevOps group, and developers, the ultimate
advantage would be to know everything as it happens in their business — and everything
that could happen. To know all and see all with complete vision is the competitive ideal:
operations managers armed with real-time analytics, detecting performance problems
before delays arise; the company discovering trends the moment they form.

If there is a function in modern technology that offers anything close to this ideal of
omniscience, it’s providing real-time analytics to prevent problems (or at least their impact)
and forensics to resolve the problems you can’t prevent.

Such awareness is difficult to attain, and it is often impossible for companies to know in
advance what events need to be analyzed and when that analysis must happen. IT must
store and analyze everything, or risk missing evidence of operational lags, risks, or rising
customer trends. For security compliance reasons alone, enterprises are required to
maintain good logs, store them securely for at least one year, and review them daily.

An important consideration is whether staff are looking at the data with the right degree of
resolution. A common strategy is to restrict support staff to low-resolution viewlets, so they
can isolate a problem to a specific infrastructure tier and then pass the problem to a
specialist, who starts diagnosing the problem all over again with a different tool. While this
approach works, it is time-consuming, expensive, and disruptive. A more productive
approach would be to allow application support to use a high-resolution analysis,
equipping them with the forensic tools to both diagnose a problem and immediately begin
its resolution.

To answer business-centric questions and provide guidance for decision-makers, XRay
combines:

Analytics using advanced predictive anomaly detection and machine learning algorithms
for problem prevention across apps, messaging, logs, mobile, and the loT.

Insight into applications, including payment processing, trade compliance, order tracking,
healthcare claims processing, compliance, machine data, and more.

Visibility across the IBM stack (MQ, 1IB, DP, MFT), Java, mobile, and the newer open-source
technologies such as Kafka, STORM, Spark, MQTT, log files, Python, REST, and much more.
Multi-tenancy with private data repositories available on premises or in SaaS.

Lambda architecture with grids for real-time, in-memory analytics as well as historical
analytics, data replication, and time-to-live for all streaming data.

End-to-end business transaction tracking that spans technologies, tiers, and organizations.
Intuitive, easy-to-use data visualizations and dashboards.

These capabilities fuse seamlessly across dynamic IT environments, from mobile to
mainframe. They provide the broad array of analytic and decision-support capabilities
needed by developers, IT admins, and business analysts to satisfy real-time operations
intelligence and APM needs.

XRUG 1.09 1 © 2023 meshlQ
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1.2 Key Benefits

Key benefits are insight, visibility, prediction, and machine learning that is easy-to-use to:
Improve service to customers and reduce operational risk — using machine learning
analytics.

Highly scalable with self-service access, without need for data scientists — using
flexible web-based UlI's and natural language for ease of use and a powerful Lambda
architecture with microservices for scalability.

Reduce support costs — via Docker deployment, open-source data collectors and ease of
use.

1.3 Activities, Events and Snapshots Concept
Overview

The XRay data model consists of the following items:

Events: Actions or occurrences recognized by software that may be handled by the
software. Event is the smallest item, which can be measured by time.

Activities: A collection of related tracking events (TrackingEvent) and other sub-activities.

Relation is established via a grouping specified by a developer or set of correlators (across
thread, application boundaries). Activities may have a set of user-defined properties which
are grouped into property snapshots (PropertySnapshot).

Sets: Named collections of Activities that meet specific criteria.

Snapshots: A collection of properties with category, name, and a time stamp associated
with when the snhapshot is taken. Activities may have one or more property snapshots.

Dictionaries: Generic, free-form items that can have user-defined properties.

Sources: Represent origins of Events and Activities. They can be references generically as
Sources, or by the specific class of source:

GeolLocation; DataCenter; Network; Device; Address; Server; Process; Runtime; AppServer;
Application; SourceUser; VirtualSource

XRUG 1.09 2 © 2023 meshlQ
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The concept of activities, events and snapshots are displayed in the following figure.

\ : ) \
/Activqty_A Main Activity

D
v ( Activity B (ﬁ\
e : Activity_C
E v v H

X_SNAPSHOT

.....g RIS

@
- B v v

Sources

& ) o

Figure 1.3-A. Activities, Events and Snapshots Concept

1.3.1 Example: My Workday
See Figure 1.3.1-A below for an example. The main activity is “My Workday” which is the
highest (super) activity. It is the outcome of smaller activities, events, and snapshots.
For example, “My Workday” consists of the following smaller activities:

e | come to work

e lgotolunch

e | have a Skype call
These smaller activities are outcomes of related events. For example, “I come to work,”
consists of the following related events:

o | open the office door with my key card

e | say hello to my colleague

e | turn on my computer
Events not related to the main activity can exist; they occur on their own without any

parent activity. For example, “a bird hit a window.” It happened during your workday, and
you saw it in your office, but it is not related to your workday (the main activity).

The events can have snapshots. Snapshots are collections of event data aspects which can
be measured statistically. For example:

e The amount of time it took to enter the office with my key card

e The eye color of my colleague

XRUG 1.09 3 © 2023 meshlQ
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e The type of computer | use

S

mall Activity:

1 go to lunch

Main Activity:
My Workday

v
E ............... .; ............................. > T
: . walk to cafeteria

o : SNAPSHOT
. Time span from desk

to cafeteria
( Small Activity: \ : X /

1 come to work

Small Activity:

I have a Skype call

v

Sk - e
Say hello to : EVENT
v colleague v Icall my
SNAPSHOT s
Time span of entering ; < SN‘:FSHOT ]
office with key card g Pboi ot v
SNAPSHOT
Colleague’s eye color SNAPSHOT
Type of headset

Figure 1.3.1-A. Example: My Workday

1.3.2 Example: Grocery Shopping

You are buying products in the supermarket (this is the activity). The event would be the
process of scanning the product barcodes. The snapshots are all related to the event of
scanning. Examples are the time it took to scan the products, package color, product
weight.

Activity: You are buying products in the supermarket
Event: The process of scanning product barcodes

Snapshots: The time it took to scan, product package colors, product weight

1.4 Data

Users can either stream their data or upload a file (Section 2.2.1) to use XRay to analyze and
present their data.

1.5 jKQL

jKQL is an English-like query and stream processing language for analyzing machine data in
flight (Fast Data) and at rest. It defines the syntax of statements used for manipulating
data in the XRay Data Model. It enables the user to search, filter, group, and count data. It
is designed to be used by both the business user and the data scientist. Use jKQL to
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analyze anomalies, behavior, flows, relationships, and patterns in time-series data as it
relates to your business. (See Chapter 5: Using jKQL).

XRUG 1.09 5 © 2023 meshlQ



Chapter 2: Using XRay

XRay puts your data (streaming or imported from a file) in a repository and displays it as a
collection of customized viewlets grouped into one or more dashboards depending on your
needs.

2.1 Accessing XRay

1. Open your internet browser.

2. Go to the URL address provided by your System Administrator and press Enter. The
XRay login dialog box is displayed.

W XRay

LOGIN Forgot Password ?

Not registered for Nastel XRay yet? Sign up for a
subscription here

Terms of Service | Privacy Policy

By logging in you agree to these terms.

Figure 2.1-A. Login Dialog Box

|1:] . The login dialog box may display your company logo instead of the XRay logo. Please see
/ Branding.

3. Enter your Login ID and Password and click LOGIN. If you would like to reset your
password, click Forgot Password.

E] . Please note that the Forgot Password page is specified by going to the Main Menu and selecting
/7 Admin Settings > Branding > Login Page > Forgot Password URL (see Branding).

4. By default, the Landing Page is displayed. Please see the next section, 2.2, Landing
Page, for more information.

XRUG 1.09 6 © 2023 meshlQ
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2.2 Landing Page

The Landing Page is used as an initial screen for XRay novices, providing guidance on what
the solution provides as well as an easy-to-use wizard for importing data. Experienced
users can skip this screen and go directly to their dashboards by clicking Go to Dashboard.

The landing page can be accessed at any time by clicking the Main Menu and selecting
Landing Page (Figure 2.3.6-A).

The Landing Page provides three options:
¢ Analyze Your Data_(Section 2.2.1): import your data
e Explore a Demo (Section 2.2.2): sample walk-throughs
o Go to Dashboard (Section 2.2.3): view your dashboard
Operational Analytics Made Easy!

Where do you want to start?

i I

%

Analyze Your Data Explore a Demo Go to Dashboard

# Never show again

Choose a demo:

Order Tracking loT

Start a demo

Figure 2.2-A. Landing Page

2.2.1 Analyze Your Data: Import a File

To import your data, select Analyze Your Data from the Landing Page (Figure 2.2-A). The
following file formats are supported:

e Xls, .xIsx

e Apache log

e .CSV

e Custom (with configuration)

1=
L:‘.l . From the dashboard, users can also import data by clicking the green Import Data button located on
7 the top right of the screen. Please note that this button does not appear for sample repositories.
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Perform the following to import your file:
1. Click Choose File to select a file to import.

STAGES @ _.__.__.__._

UFPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

Mo file chosen Choose File

OR DRAG YOUR FILE HERE

Figure 2.2.1-A. Import File

2. Ifyou have selected the wrong file, you can update it by clicking Change and
selecting another file. Click Next.

STAGES . _‘__‘__‘_

UPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

Sample-data-for-jKool.xIsx ]

OR DRAG YOUR FILE HERE

Cancel

Figure 2.2.1-B. Change Your File Selection
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3. Analyze the preview. If your file does not look correct, click Advanced to change

processing options.

STAGES

CFG RELDATES=TRUE

o

UPLOAD

© o o o

PREVIEW IMPORT VIEWLETS PUBLISH

HDOR

Source

SourceFQN

ROW

Source

'APPL=amgsget.exe#SERVER=QM_C:HPENVYQ113'

ROW

Source

"APPL=amgsput exe#SERVER=QM_C:HPENVY(0 113

ROW

Source

'RUNTIME=2588@HPENVY 0 113#5ERVER=HPENVY0113#NETADDR =169 25440 205#DATACENTER=(

Streams’

HDOR

Event

EventlD

ROW

Event

"0228976b-cdd6-11e8-b9d7-005056c00008"

ROW

Event

"0238c40c-cdd6-11e8-bSd7-005056c00008

'06950db5-cdd7-1128-b9d7-005056c00008'

If this doesn’t look comrect, then select the Advanced button to change processing options

Cancel

STAGES

Advanced

o

UPLOAD

Start import

Figure 2.2.1-C. Preview Imported File

e o o o o o

MANAGE MAP IMPORT VIEWLETS PUBLISH

First row as header: © Yes @ No File encoding: JUAISEE:]

Column separator: _ Decimal character [B

RELDATES=FALSE

Source

SourceFQN

Source

'‘APPL=CHL:RECEIVER.TO_QM_B#SERVER=QM_B:HPENVY0113'

Source

'‘APPL=CHL:SENDER:TO_QM_B#SERVER=QM_AHPENVY(Q113'

Source

'APPL=amgsget exe#SERVER=0QM_AHPENVY(113'

Source

'APPL=amgsget exe#SERVER=QM_B:HPENVY(0113'

Source

'APPL=amgsput exe#SERVER=0QM_AHPENVY(0113'

Source

'‘APPL=nsrpl.exe#SERVER=QM_AHPENVY(0113'

Figure 2.2.1-D. Advanced Options for Imported File

4. The following options are available:

o First row as header - Specify if the first row is a header row.

¢ File encoding — Select encoding type.

e Column separator — From the drop-down menu select the column delimiter:
comma, semicolon, or tab.

o Decimal character — Specify the decimal number delimiter: period or
comma.

After you have made your selections, click Next.

5. This screen allows you to:

XRUG 1.09
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Change the name of column headers. You can select from the drop-down list or

type over the existing header name.

Map data imported into XRay to an existing field within the XRay data model.
Alternatively, by selecting the option “new property,” this can be used to import
custom data and label it with a name that has relevance to the user.

Remove a column.

Click Next to continue.

STAGES o o o 0
MAP EVENT

UPLOAD MANAGE

New property *  New property -

CFG I RELDATES=FALSE

Generic v | Generic v

- Generic

String RELDATES=FALSE

e o e

IMPORT VIEWLETS PUBLISH

Source

SourceFQN

Source

'APPL=CHL-RECEIVER:TO_QM_B#SERVEF

Source

'‘APPL=CHL:SENDER:TO_QM_B#SERVER

Source

'APPL=amqgsget exe#SERVER=QM_¢

Source

'APPL=amqgsget exe#SERVER=QM_t

Source

'APPL=amgsput exe#SERVER=QM_+

~N ||| se|lw|rn] =

Source

'APPL=nsrpl exe#SERVER=QM_A:|

Cancel

'RIINTIME=0212@MHPENVYN14 22SFRVER=HPENVYN11 2NFTANNR=1RG 754 ¢
3

Figure 2.2.1-E. Additional Advanced Options for Imported File

6. The fields on the following screen are optional. Populate them to make the data
more detailed.

¢ Application name: Enter the application name.
e Server name: Enter the name of the server.
e Network address: Enter the data source IP address.
o Data center: Specify the name of the data center.
¢ Geo address — Click Use current location to populate the field with the latitude
and longitude of your current location.
XRUG 1.09 10 © 2023 meshiQ
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o

UPLOAD

Application name

Network address

Geo address

40.7953408, -73.47155904

o 0 0

EVENT IMPORT VIEWLETS PUBLISH

Server name

Data center

+«— Use current location

Start import

Figure 2.2.1-F. More Advanced Options for Imported File

Click Start import to import your file.

STAGES °

UPLOAD

To Background

o 0 0 0

PREVIEW IMPORT VIEWLETS PUBLISH

Waiting for stream to start._.

Figure 2.2.1-G. Import Process

The import process can be run in the background by clicking To Background. To
cancel the import, click Abort. A confirmation dialog box will appear when the
import is finished. Click Next.

If you selected to run the import process in the background, you can view the
imported data by going to Main Menu > Import / Export > Data where you can

create viewlets and specify a dashboard (see Section 2.6.1, Import Data into a
Dataset, for more information). Otherwise, continue to step 7.

XRUG 1.09
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7. A summary of the data will be displayed on the following screen. Click next to select
viewlets or click Finish to load default viewlets.

STAGES 0 ° Q 0 . _.__._

UPLOAD MANAGE MAP IMPORT VIEWLETS PUBLISH

Total lines: Current line: Total Bytes: Bytes streamed: Elapsed time:

520 27 573,386 23,796 287ms

Skipped activities:

To Background Next — Finish

Figure 2.2.1-H. Imported File Summary

8. A default set of viewlets is provided. By default, all viewlets are selected (selected
viewlets appear in blue). Simply click a viewlet to unselect it (unselected viewlets
appear in full color). Click Next to add the selected viewlets to a dashboard.

STAGES O O O . _._

UPLOAD PREVIEW IMPORT VIEWLETS PUBLISH
; _ ‘ Deselected
- - viewlet

PPN A A SV A A S SV A T s v

All Events Event Count

Selected
viewlet

Select all Deselect all

Selected 9 viewlets

Cancel Next —

Figure 2.2.1-l. Viewlets for Imported File

9. Add your viewlets to an existing dashboard or create a new dashboard.

e Add to Dashboard section— Add your viewlets to an existing dashboard by
selecting a dashboard from the Select dashboard drop-down list.

¢ Create New Dashboard section — Add your viewlets to a new dashboard. Enter
a name for the new dashboard and select one, two, or three columns.
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e RUM (Real User Monitoring): illustrates how to determine the root cause of poor
end-user experience. (Go to https.//www.youtube.com/watch?v=0uYvkRix6iM to watch a
brief use-case demonstration.)

e Order Tracking: illustrates how to trace the flow of an order from order placement
through verification, payment, shipping, and more.

¢ loT: illustrates the Internet of Things (I0T) as used in athletics, specifically
basketball.

¢ DevOps: illustrates how to analyze the Build and Deploy processes.

STAGES o o o o .

UPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

CREATE NEW DASHBOARD

Dashboard name:

New Dashboard|

Page layout:

I:' One column

Two columns

Im‘ Three columns

Cancel Finish

Figure 2.2.1-J. Add Imported File Viewlets to Dashboard

Click Finish to display your imported data in your dashboard.

i=
|-_::.l‘ See Section 2.6.1, Data, for information on how to view and manage all data previously imported.

2.2.2 Explore a Demo

Clicking Explore a Demo on the Landing Page provides walk-throughs of the following four
business issue scenarios where XRay can be used to solve a problem:

Choose a demo:

Order Tracking

Start a demo

Figure 2.2.2-A. Choose a Demo

Each walk-through starts with an explanation of the problem, the solution, and the steps
taken to solve the problem. To view a demo, select it and click Start a demo.
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At the end of each demo, there is an option to load your own data into the example. Click
Load your data and select your file (refer to Section 2.2.1, Analyze Your Data, for
information on importing data).

Another helpful wvisualization is the Comparison
Viewlet.

We are comparing builds and attempting to catch
variances between different instances of the same
test. We are filtering this to show the slowest five
events.

This Viewlet i an easy way to compare multiple
items and detect what is different.

Load your data

FINISH

Cancel

Figure 2.2.2-B. Load Your Data

The next section is a walk-through of the Order Tracking demo.

2.2.2.1 Order Tracking Demo

After selecting Explore a Demo, select Order Tracking. Click Start a demo.

IT Operational Analytics Made Simple

Where do you want to start?

0
A 3

Analyze Your Data Explore a Demo Go to Dashboard

Never show again

Choose a demo:

Order Tracking

Start a demo

Figure 2.2.2.1-A. Start a Demo
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A viewlet is displayed which shows a topology map of the business milestones. The jKQL
query that produced this viewlet is shown at the top of the viewlet.

Order Process Business Milestones
This Viewlet shows a topology map showing

Q B business objectives (milestones
jKQL> get relatives show as topology : ( )
The health bar underneath each icon is colored to

o — SentMessage
b illustrate status.

L3
¥

Icons are clicked on in order to drill into the details
and performance metrics of these business
objectives.

|
|

Cancel

M Successful

Figure 2.2.2.1-B. Order Tracking Demo — Page 1

e The health bar under each icon is color coded to reflect status (green = good, yellow
= warning, red = critical).

e Todrill into the details of an event, click the icon. Click Next to view the details of
the circled milestone, Order Placed.

e Clicking the health bar for Order Placed produces a pop-up menu for drill-down
into SLAs and performance metrics for transactions and activities.

Order Process Business Milestones
Clicking on the health bar for Order Placed, will

produce a pop-up menu for dill-down into SLAs and

KQL> get relatives show as topology performance metrics for transactions, and Activities.

“ Set | — SentMessage | Click on SLA to see the objective of Elapsed Time

<=2 seconds.

Choose "Not Met" to see the transactions that did
not meet the required performance objective.

Order Placed

ol | 1T BXe

Activities
Transactions
Objectives
v SLA
ElapsedTime <=2 seconds

Met

Notmet

> ShC:eS‘

B Successful

Figure 2.2.2.1-C. Order Tracking Demo — Page 2

e Click SLA to see the objective of Elapsed Time <= 2 seconds.

e Choose Not Met to see the transactions that did not meet the required
performance objective.

e Click Next to proceed.
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This screen shows the open Console where the slow transactions are listed. In this

example, a transaction was selected, and topology chosen. Click Next to view the
topology.

Order Process Busines... x N *
The console opens up showing the transactions that

JKQL> Get Activity fields all from "Order Placed' that not met 'SLA' show as table were slow.

Click on one and select "Topology” from the popup.

B ActivityName StartTime ElapsedTime Severity Exception

The transaction topology for that single transaction
is displayed

Cancel

Figure 2.2.2.1-D. Order Tracking Demo — Page 3

This screen shows the topology. By clicking the various icons, you can drill down into each
event to see the root cause of the problem.

Clicking on the event failure icon will show a list of
SQL requests that failed.

VALIDATE ORDERS QUEUE Clicking on the message icon in one of the event
> listed shows the SQL call that was executed.
e LEmiinE The root cause for transactions that missed their
> ” SLAs was a SQL request that timed out.
WebOrders VerifyCredit od

Activities

Activity Status Count (27)

i - 0 CREDIT.ORDERS QUEUE Load your data
B Exceplion OrderRoute

Others 27 > 'ﬁ Avg Oms *hi,
Count: 1 o8

Events s (108) ‘

Severity Count (108) ‘

@ Error [

FINISH

Others
Cancel

Figure 2.2.2.1-E. Order Tracking Demo — Page 4
This is the end of this demo. You can either:

e Returnto the Landing Page by clicking Finish.
OR

e Import your own data file into the example by clicking Load your data and
following the prompts (see Section 2.2.1, Analyze Your Data, for more information).

2.2.3 Go to Dashboard

The Go to Dashboard option on the Landing Page takes you to your dashboard if you have
previously created one. If you have not, you will be asked to create one (Figure 2.4.2.1-B).

See the next section, Disable Landing Page, for information on the Never show again
option.
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2.2.4 Disable Landing Page

The landing page can be disabled to allow users to view their dashboard immediately after
logging in. Perform one of the following to disable the landing page:
o Before clicking Go to Dashboard from the Landing Page, enable the Never show
again option.

Operational Analytics Made Easy!

Where do you want to start?

® [

T I

Analyze Your Data Explore a Demo Go to Dashboard

#| Never show again

Choose a demo:

Order Tracking loT

Figure 2.2.4-A. Landing Page — Never Show Again

¢ Oronthe Main Menu, select User Settings > Manage Settings to open the Manage

Global Settings dialog box. Select Off for Landing page and click Save (see Manage
Settings).
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2.3 Toolbar

The main toolbar of the screen has the following options. Use the figure below as a
reference.

A-C: Repository Quota Limits (Section 2.3.1.1)
A: Data Points
B: Stream Messages Per Day
C. Stream Bytes Per Day
D: Repository Drop-down (Section 3.2.5)
E: Search (Section 2.3.4)
F: Current User
G: Help (Section 2.3.2)
H: Log Out (Section 2.3.3)
I: Default Date & Time (Section 3.2.5)
J: Main Menu (Section 2.3.6)
K: Import Data button (Section 2.2.1)
L: Add Viewlet button (Section 2.5.1)
M: Modify button (Section 2.5.8.1)

ok ‘

Q. | E This Year

" rotoeai [0 veve 1+ ) voon 1217

Figure 2.3-A. Main Toolbar

2.3.1 Repository

To load a repository, select it from the Repository drop-down menu on the main toolbar
as seen in the figure below. Repositories appearing under Global Repositories are sample

repositories available to all users (see Section 2.4.1, Sample Dashboards, for more
information).

Sample-OrderTracking

Q. | E Latest Month

Figure 2.3.1-A. Repository
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Each section within the Repository drop-down menu represents a different organization

(organization name will be bolded) and their repositories. Use the search field to quickly
search the menu.

test a
|
I .

repo2

test

testing

tikrool2Repo

test

morka

pomidoras

Global Repositories

Sample

Sample-AnomalyDetection
Sample-DevOps

Sample-EUM

Sample-10TSports
Sample-Middleware

Sample-Maobile
Sample-OrderTracking

Figure 2.3.1-B. Repository Drop-down Menu

2.3.1.1 Repository Quota Limits

The Repository Quota Limit drop-down (immediately to the left of the Repository drop-
down) displays your data and repository limits (dependent on your license). Click the
Repository Quota Limit drop-down menu to view limit amounts for Data points, Stream
messages per day and Stream bytes per day.

For limited licenses, the data point usage percentage will display within the drop-down.

Data points |

Data points guota is limited _click here tofj
learn more

Figure 2.3.1.1-A. Data Points Percentage

For unlimited licenses, Unlimited will display.

Data points | Unlimited || 111

Figure 2.3.1.1-B. Unlimited Data Points
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Clicking on the limit bar will generate a Data Points dashboard consisting of viewlets
displaying data points of events, activities, and snapshots from the latest week (see Section
5.4 for examples of “Last” and “Latest”).

Data Points - 2019-05-0

Data Points - Events

KQL> get number of events for latest week group by starttime bucketed by hour show as linechart [_] © Wl B3 2 & v

Data Points - Activities

KOL> get number of activities for latest week group by starttime bucketed by hour show as linecharl [_| D (a1 4 2 «< v

Data Points - Snapshots

KOL> get number of snapshots for latest week group by snapshottime bucketed by hour show as finechart >_|D © [l f2 Z < v

B3

Figure 2.3.1.1-B. Data Points Dashboard

2.3.2 Help

Click the question mark icon H on the toolbar (Figure 2.3-A) to access the help page. This

link is defined in Main Menu > Admin Settings > Branding > Support Url (see Section
3.1.1.2, Branding).

2.3.3 Logout

Click the Logout icon on the toolbar (Figure 2.3-A) to exit the system. Before exiting, the
following dialog box appears asking if you would like to save or discard updates made.

[ Are you sure you want to logout? Please save your unsaved changes.

Cancel Don't Save Save

Figure 2.3.3-A. Save Changes

2.3.4 Search

At the top right of the screen there is a Search field used to search through event data.

Within the Search field, enter a word or phrase relevant to event data. The search will run
a jKQL query as follows:

Find ‘typed search word’ in Events
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The results will display in a viewlet within a new dashboard titled, Search - <search query>
- <date and time>. In the below example, longest activity was entered in the Search field.

Data points imit v | repo_R

longest activity

My First Dashboard

Search Results - longest activity

KQL> Find longest activity' in Events

Page (I o1 View 1-32 of 32

Figure 2.3.4—ASearch Field

E-:'.l . Please note that the Search box only searches events data. To search through activity and snapshot
7 data, use JKQL queries (see Chapter 5).

2.3.5 Default Date & Time Range

Use the Date & Time Range option on the toolbar (Figure 2.3.5-A) to set the date and time

for the viewlets of the selected repository. Click the drop-down menu to customize. The
following are possible options:

Predefined
e This: Hour, Week, Month, Year
e Last: Hour, Week, Month, Year

e Today
o Yesterday
Custom
e Limit
o This
o Earliest
o Last
o Latest
o Value: Enter a number value (available when This is not selected)
e Units
o Minute
o Hour
o Day
o Week
o Month
o Year
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Date range
e From: Enter the start date and time, or select from the scheduler with additional
options.
e To: Enter the end date and time, or select from the scheduler with additional
options.

Figure 2.3.5-A. Date & Time Range

Q.. || [ This Year

Date & Time Range

Date range
From: 01/15/2019 11:37:35
To (] January 2019

Su Mo Tu We Th

1 2 3
6 T 8 8 10

13 ug 1w 17

20 21 22 23 M4
21 28 29 30 AN

lapsedTime
Accuracy: Second
Time 11:37:35
Hour
Minute
Second

Please note that this date and time range will only be effective for the current session;
when you exit and log back in, the default date and time range will be used. To set the

default date and time range, go to Main Menu > User Settings > Manage Settings (see
Section 3.2.5, Manage Settings).

2.3.6

Main Menu

The Main Menu is accessed by clicking the menu icon E atthe top right of the screen.

This menu provides the functionality described in Table 2 below.

[ This Year

s Viewlet

» Create

» Open
Dashboard

» Create

» Open

» Save

» Save As

» Change Layout

E# Import / Export

- > E# Import | Export
b Data
b Viewlets

b Dashboards

E# Admin Settings
=8 User Settings

, Two-factor
Authentication

1
1
1
1
1
1
1
1
1
1
1
1
1
| b Sets
1
1
1
1
1
1
1
1
1
1
1
1
1

Figure 2.3.6-A. Main Menu

¥ Configure Dashboards

» Configure Schemas

» Manage Settings

» Personal Tokens

#* Landing Page

[E# Feedback

& phout
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Expand to access the following viewlet options:
Viewlet e Create: Section 2.5.1
e Open: Section2.5.1.4

Expand to access the following Dashboard options:
e Create: Section2.4.2.1
e Open: Section 2.4.2.2
e Save: Section 2.4.2.5
e Save As: Section2.4.2.6
e Change Layout: Section 2.4.2.8

Dashboard

Expand to access the Import / Export sub-menu. See Section 2.6, Import /
Export, for more information.

Import / Export

Opens the Admin Settings dialog box. Please see Section 3.1, Admin Settings, for
Admin Settings more information. Please note that only administrative users with repository
permissions will have this option available.

User Settings Please see Section 3.2, User Settings, for more information.

Landing Page Takes you to the Landing Page (Figure 2.2-A).

Opens the page to leave feedback and ask questions. This page is defined in

F k
eedbac Branding > Index Page > Leave Feedback.

Displays the user’s data point definitions and application information. Includes
links for getting collectors and license information:

¢ Click Get Collectors to open the page of open-source collector
download links. The Get Collectors URL can be changed in
Branding > Index Page > Collectors URL.

e Click License to view license and upgrade information. The
license URL can be changed in Branding > Index Page >
License URL.

2.4 Dashboards

A dashboard is a collection of viewlets. Your data repository can have multiple
dashboards. Each dashboard is displayed by clicking the desired dashboard tab located at
the top of the screen.

DataPower Operations DataPower Metrics MQ Metrics and Events JVM Analytics DataPower Transactions

Figure 2.4-A. Dashboard Tabs

A red asterisk appearing at the front of a dashboard name signifies an unsaved dashboard.
To save a dashboard, right click the dashboard tab and select Save, or select Dashboard >
Save from the main menu. If your browser crashes before saving, the dashboard will be
restored upon next login.

XRUG 1.09 23 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

Anomalies Tracking X W

Figure 2.4-B. Unsaved Dashboards

2.4.1 Sample Dashboards

In your system sample repositories are provided. You can find these within the Global
Repositories section of the Repository drop-down menu (see Section 2.3.1). Itis
recommended to review the sample repository dashboards before creating your own.

The Sample Order Tracking dashboard is shown in the figure below. To open this

dashboard, select the Sample-OrderTracking repository. The individual viewlets are
described in Section 2.5.4, Viewlet Chart Types and Samples.

Swrmenary of B Ovdor Procans Few b Lavest Wask

Agyin atim |eguingy

et sebatves show a4 topakongy ks MM ey Gt retatves sPOw a8 Wgokagy 1D MM TG

L P e | FY Aglcation | ] OsteComes | @ Pesooce -M—w'.‘o... 3P e ﬁm4.:u—»cw-u.m-|'.?o‘—
et Mrmye | At Om | [ (-] e Snt Mossage | A Ow | [T reveanet
N

Figure 2.4.1-A. Sample Dashboard

Global Repositories have limited features. For example, if you right click on a dashboard
tab of a Global Repository, Save As and Set As Default are not available in the pop-up
menu because this is a “sample” repository which is read-only. Updates made in sample
repositories are not saved before changing the repository or logging out. If it were a
repository created by you, all functions would be available.

i Sample-OrderTracking Location Related

Figure 2.4.1.B. Dashboard Menu
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2.4.2 Dashboard Actions

2.4.2.1 Create

Users create multiple dashboards as a way of grouping different data or analytics. While all
could be on a single dashboard within the same repository, it can be more convenient to
break them up by separate dashboard tabs.

After clicking Go to Dashboard from the Landing Page (Figure 2.2-A), the Create new
Dashboard dialog box opens if no dashboards have been previously created.
You can also create a new dashboard by going to Main Menu > Dashboard > Create

(Figure 2.3.6-A) or by clicking the plus button + immediately to the right of the existing
dashboard tabs.

Test IT Summary

Figure 2.4.2.1-A. Create Dashboard Button
%

Create new Dashhoard

Dashboard Name (1]

Page Layout

One Column Two Columns Three Columns

¥| Use data from another Repository
Repository: | Sample-OrderTracking v

| Generate initial viewlets

Figure 2.4.2.1-B. Create New Dashboard Dialog Box

To create your dashboard:
1. Enter a name for your dashboard.
2. Select the number of columns.

3. To make writing queries easier, enable the Use data from another Repository
option to specify data will come from a distinct repository. Select the repository
from the drop-down menu. The repositories you can select from are the ones that
are available to you, including global repositories.

4. To create a set of default Viewlets, select Generate initial viewlets.
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5. Click Create. Your dashboard has been added. The figure below shows a new

dashboard with a set of default viewlets displayed as thumbnails. By clicking the
viewlet thumbnail, the viewlet opens in the Console at the bottom of the screen.

Default Main Menu

dashboard (Section 2.3.6)

ren b by\; Create / open
reen bar I+ | ~

’ e ) viewlet

(Section 2.5.1)

Default
Viewlets

Corsce

Activity count
viewlet details

Crearaicate 0170504 072205 59052 M o NEO oD

/arcralrser 20170519 05:20.36 03861 1.93%s 0 0 ada /
PaymantProcess 0170519052043 1100M T0ms o NEQ (330

AcceotOrder TO ValhdateO 2017-05-19 052038 8740k 2 204s O camea

Figure 2.4.2.1-C. Default Viewlets

The upper portion of the screen above is called the Summary Panel. It contains summary
viewlets which are used when counting the number of objects like events, activities, or

snapshots and presenting the count in a summarized view. It can be closed and default to
closed when no summaries are defined for that dashboard (See Section, 2.5.4.10 Summary).

2.4.2.2 Open Dashboards

To open a dashboard, go to Main Menu > Dashboard > Open. The Open Dashboard dialog
box opens. If there are no additional dashboards, this option will be greyed out.

All saved dashboards will be listed in the Dashboard Name drop-down menu. Select the
desired dashboard and click Open.

|
Open Dashboard

Dashboard Name var v

Figure 2.4.2.2-A. Open Dashboard

24.2.3 Menu

To display the menu of a dashboard, right click on the dashboard tab. A pop-up menu
opens with the following options:
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e Assign to Teams (Section 2.4.2.4)
o Save (Section 2.4.2.5)

o Save As (Section 2.4.2.6)
o Set As Default (Section 2.4.2.7)

o Configure (Section 2.4.2.8)

o Close other tabs: close all other tabs except for the tab you are currently viewing

o Close tabs to the right: close all tabs appearing to the right of the tab you are
currently viewing

o Close tabs to the left: close all tabs appearing to the left of the tab you are currently
viewing

2.4.2.4 Assign to Teams

The owner of a dashboard and team members with Modify permission for the dashboard
can share it with any team of which they are a member.

To create for a specific dashboard, either Modify permission for the repository or Modify permission for the
:'.l . dashboard is enough to modify the repository. To disable modification, change both the repository and the
dashboard permissions to View.

Assign to Teams

Events Count
<

Save As

2,099

Sel As Default

C ANTALIre
Configure

Figure 2.4.2.4-A. Assign to Teams
To share a dashboard with a team:
1. Right-click the dashboard tab.

2. Select Assign to Teams to view the list of teams to which you belong:
3. Choose to grant View or Modify permission:

e To grant a team View permission for the dashboard, select the View (eye) icon. It turns

green: .

e To grant a team Modify permission for the dashboard, select the Modify (pencil) icon. Both

icons turn green:

@}/

With Modify permission, members of this team can now share the dashboard with other teams

to which they belong.
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2.4.2.5 Save

To save a dashboard to a repository so that it appears every time you log in, either right
click on the dashboard tab and select Save from the pop-up menu (Figure 2.4.2.4-A), or go

to Main Menu > Dashboard > Save (Figure 2.3.6-A). A dialog box appears confirming that
the dashboard has been saved.
)

Confirmation

o OrderTracking Dashboard saved successfully

Figure 2.4.2.5-A. Dashboard Successfully Saved

2.4.2.6 Copy (Save As)

To make a copy of a dashboard, go to Main Menu > Dashboard > Save As or right click the

dashboard tab and select Save As from the pop-up menu. Type in a new name for the
dashboard.

2.4.2.7 Default

Your default dashboard is indicated by a green bar on the top of the tab. When a
repository is loaded, the default dashboard will automatically display first.

MFT Support % ' MFT Environment MFT Dashboard MFT Tracking IB2Bi Tracking [ETNARE BUANIRNY Viewlet | +

Figure 2.4.2.7-A. Dashboard Tabs

To set a dashboard as the default, right click on the tab of the dashboard and select Set As

Default from the pop-up menu (Figure 2.4.2.4-A). The dashboard is now set as default and
will have a green bar located at the top of its tab.
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2.4.2.8 Change Layout

Users can change the layout and schema of the dashboard. Open the Change Layout dialog
box by right clicking the dashboard tab and selecting Configure (Figure 2.4.2.4-A) from the

pop-up menu, or go to Main Menu > Dashboard > Change Layout. The Change Layout
dialog box opens.

Change Layout

Sample-OrderTracking

One Column Two Columns Three Columns

Schema: | Select... v

Figure 2.4.2.8-A. Change Layout

A new layout can be selected (one, two, or three columns). Select an option from the
Schema drop-down menu. The schema will change how viewlets are displayed in your
dashboard. The schema selected will control which columns are displayed and their
sequence in viewlets (See 3.2.4, Confiqure Schemas). Please note that schemas are not
available for Global Repository dashboards (the sample repositories).

To go back to the default schema where all columns are displayed in viewlets, choose
Select from the Schema drop-down menu.

A
Change Layout

Anomaly

One Column Two Columns Three Columns

Schema: Select v
Select...

Figure 2.4.2.8-B. Change Schema

Additional dashboard customization options are available on the Configure Dashboard
dialog screen. See Section 3.2.4, Configure Schemas, for more information.
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2.4.2.9 Dashboard Arrangement

The order in which dashboards display can be changed. Click on the tab of the dashboard
you would like to move and drag and drop it to a new position.

2.4.2.10 Close

To close a dashboard, simply click the X located on the right side of the dashboard tab.
The X will appear if the dashboard is currently displayed. For dashboards not displayed,
hover over the tab and the X will appear.

Figure 2.4.2.10-A. Delete Dashboard

Once the X is clicked, a confirmation dialog box will appear. If it's a global repository
dashboard, the dialog box will confirm the close action (Figure 2.4.2.10-B). If the dashboard
is in a repository created by you, the dialog box will ask to save your changes (Figure
2.4.2.10-C).

Confirmation

9 Are you sure you want to close "General" dashboard?
Please save your unsaved changes

=

Figure 2.4.2.10-B. Close Dashboard Confirmation

2.4.2.11 Import / Export

Please see Section 2.6.3, Dashboard, for more information on importing and exporting
dashboards.

2.4.2.12 Rename

Please see Section 3.2.3.1, Rename, for more information.

2.4.2.13 Delete

Please see Section 3.2.3.3, Delete Dashboard, for more information.

2.4.2.14 Refresh

Please see Section 3.2.5, Manage Settings, for information about the Auto Refresh setting on
the User Settings (Manage Global Settings dialog) General tab.
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2.4.3 Summary Panel

The Summary panel appears at the top of the screen. It contains summary viewlets, which
can be created several ways. See Section 2.5.4.10, Summary, for more information about
summary viewlets.

eck 77 Activities (% Geomap: Events by location

Wi sV Get relatives show as geomap

Activity? | Locatior | Elapsec | Severity| Activitie o

Figure 2.4.3-A. Summary Viewlets

2.4.3.1 Auto-Play Viewlets

Summary viewlets can automatically scroll for easy viewing. To implement this feature,
enable Auto-Play located at the top right of the Summary panel.

Data Points - 2018-12-1..

Viewlet 4

ALL Activities Count

. 65.4K

Import Data | & Viewiet | +

Ak

Data Points - 2018-12-1_..

Event Count > Viewlet 5 > A Turn Off Auto-Play

Events Count ALL

Figure 2.4.3.1-B. Turn Off Auto-Play

2.4.3.2 Scrolling Viewlets

Summary viewlets not displayed on the screen can easily be viewed by clicking on the left
and right arrows at each end of the Summary panel.

Import Data | & Viewiet | +

simplejsoniog

Event Count > Viewlet 5 >_| [Z][™ Viewiet 4 = Snapshot Count

Events Count ALL NONE ALL Snapshots Count
L - : : e
N

Figure 2.4.3.2-A. Scrolling Summary Viewlets

XRUG 1.09 31 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay
2.4.3.3 Show / Hide Section

The Summary panel can be hidden by simply clicking the Summary tab to collapse the

section. The system can be configured to automatically have the Summary panel hidden
every time you log in. Please see Section 3.2.5, Manage Settings, for more information.

Summary of the Order Process Flow for Latest Week

IrocessiD), Avg(ProcessiD), Max{ThreadlD), Min{ThreadID) AcceptOrder CreditValidate

Figure 2.4.3.3-A. Show /Hide Summary Section

2.4.4 Console Panel

When users click on data records from any of the viewlets on a dashboard to view
additional details, new viewlets will open in the Console panel allowing users to drill
deeper into the data.

Within the Console panel, new temporary viewlets can be created (see Section 2.5.1.3,
Create Temporary Viewlet).

Click the Console tab to display or hide this section. When no viewlets are in

the Console, the section will collapse automatically. The viewlets in the Console panel are
temporary — they will not be saved after switching repositories or logging out.

If any data is clicked within Console panel viewlets, the additional details will display in new
tabs.

Snapshot Detail x ' Snapshot Details

)L> Get Snapshot where Properties('SET_NAME.RELATED') = ‘activity’ P M C v & (2

SnapshotName SnapshotTime SET_NAME.RELATED change.window.ms grace.period.ms latest.change.ms
RunMethod 31712019, 7:14:22 AM Log4J activity null
RunMethod 3[7/2019, 7:14:22 AM LogdJ activity null

logdj 3/7/2019, 7:13:43 AM Log4J activity. 50 240000 1551935623427 On-(

Figure 2.4.4-A. Viewing Console Viewlet Details

Console panel viewlets can be moved to the Summary panel so that they can be saved for
future sessions. Click the Move to dashboard button to perform this.

P lsnt Z v Al

Figure 2.4.4-B Console Viewlet Toolbar — Move to Dashboard

2.4.5 End User Monitoring

The XRay RUM (Real-User Monitoring) plugin (https.//github.com/Nastel/jkool-rum-plugin) can
be added to get data and monitor web pages using XRay. When the data is streamed
through this plugin to XRay, the EUM button will appear on the main toolbar. When
clicked, it produces a separate dashboard with viewlets that can be used to monitor the
activity data of your webpages. Examples of these viewlets can be found in the Sample-

EUM repository.
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' Viewiet [+ || EUM | 2% | importData | d

Figure 2.4.5-A. End User Monitoring Button
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2.5 Viewlets

Viewlets display data in various chart layouts. Examples of possible viewlet layouts along
with JKQL queries are provided in the sample dashboards of the Global Repositories. The
chart layouts include the following:

e Table e Topology

e Column e Anomaly

e Bar e Histogram

e line e Compare

e Pie o Tree

e Stack e (Clustering

e Geo Map e (Correlation

e Scorecard e Feature Suggestion
e Area e forecast

e Summary e [Expected

A red asterisk appearing in front of a viewlet name signifies an unsaved viewlet. Save the
viewlet from the viewlet’'s menu (click the down arrow on the top right corner, see 2.5.7
Viewlet Menu for more information), or save the entire dashboard (see 2.4.2.5 Save). If your
browser crashes before saving, the viewlet will be restored upon next login.

Events by the Hour 7 Topology 2]

JKQL> get number of Event group ... DC MBSy JKQL> Get relatives sho... D CHMBSSY

) q @, | @ Server | ®3 Application |
i — g | 8 DataCenter | 4% Resource |

40 @ [ <
50 — “* | 3B patabase | % Queue

oraer udldudse
0 *Besessscssscsscevelte )

18:00 Oct 02 06:00 12:00

»
=
3
o]

O
0

—
C
o
>

w

WebClient
StartTime | ==

APPCACHE —eo— Credit

DNS EvaluateFraud

Figure 2.5-A. Viewlets

2.5.1 Create /| Open Viewlets

Viewlets can be created by using forms or jJKQL queries. To create viewlets, open the
Create/Open Viewlet dialog box by clicking the Viewlet button at the top right of the screen
(Figure 2.5.1-A) or by going to Main Menu > Viewlet > Create (see Section 2.3.6, Main Menu).
Users that have the JKQL query interface suppressed (see Users for more information on
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suppressing jKQL queries) will have the Viewlet Form button instead (Figure 2.5.1-B; see
Section 2.5.1.2 Create a Viewlet with a Form).

1=
:'l‘ To import or export viewlets, please see Section 2.6.2, Viewlets, for more information.

Q i This Year
o
Figure 2.5.1-A. Create Viewlet with Viewlet Button

Q [ This Year

Import Data | i Viewlet Form | 4+

Figure 2.5.1-B. Create Viewlet with Viewlet Form Button

The Create/Open Viewlet dialog box opens. See sections 2.5.1.1 (Create Viewlet with a jJKQL
Query) and 2.5.1.2 (Create a Viewlet with a Form) below on how to add viewlets.

2.5.1.1 Create Viewlet with a jKQL Query

=
|;:.J,.‘ Please see Chapter 5, Using jKQL, for information on jKQL query language.

1. After clicking the blue Viewlet button, select Create Viewlet with jKQL on the
Create/Open Viewlet dialog box.

Create/Open Viewlet

* Create Viewlet with jKQL
Create Viewlet with a Form
Open Existing Viewlet

Figure 2.5.1.1-A. Create/Open Viewlet — Create Viewlet with jKQL
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2. Inthis example, the query Get Log is entered. As you type, suggestions are
provided in a drop-down list.

Create Viewlet 0

Define Query | Get
Event
Snapshot

Viewlet Name Activity

Last Suggestions are provided
First as you enter your query.

= Top
ancel | e
Bottom

Latest

Earliest
Best
3. Enter a name for your viewlet. In this example, My First Query was entered.

Figure 2.5.1.1-B. Enter ajKQL Query

Create Viewlet Q

Define Query = GetLog

Viewlet Name | My First Query|

Figure 2.5.1.1-C. Name Your Viewlet

My First Query

jKQL> Get Log D MBS

RepositorylD Token StatementType ItemType ‘ Severity Description

repo_RutaSjKool 56b0b7e4-3f31-11e9-3afc-0242ac120007 QUERY GET EVENT 0 INFO Completed Query.
repo_RutaSjKool 569cbab1-3f31-11e9-aafc-0242ac120007 QUERY GET SNAPSHOT o INFO |Completed Query.
repo_Ruta$jKool 5692817e-3f31-11e9-aafc-0242ac 120007 GET EVENT o INFO |Completed Query.
repo_Ruta$jKool 5686738b-3f31-11e9-aafc-0242ac120007 GET ACTIVITY o INFO Completed Query.
repo_RutaSjKool 56833f38-3f31-11e9-aafc-0242ac120007 GET EVENT o INFO Completed Query
repo_RutaSjKool 56881b896-3f31-11e9-aafc-0242ac120007 GET SNAPSHOT 0 INFOQ Completed Query.
repo_RutaSjKool £680ce33-3f31-11e9-a2afc-0242ac120007 QUERY GET VENT 0&_’2 Completed Query,
repo_RutaSjKool 567d99e0-3f31-119-3afc-0242ac120007 QUERY GET EVENT @ INFO | Completed Query,
repo_RutaSjKool 567869bc-3f31-11e9-a3afc-02423c120007 QUERY GET EVENT o INFO Completed Query.
repo_RutaSjKool 56772669-3f31-11e9-aafc-0242ac120007 QUERY GET ACTIVITY o INFO Completed Query,
RutaSjKool 5611b8a3-3f31-11e9-aafc-02422c120007 QUERY GET EVENT n INFO Completed Query B

View 1 - 100 of 582

Figure 2.5.1.1-D. My First Query

4. Click Create. Your first viewlet is added to the dashboard.
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When the GenerateDashboard and GenerateMLDashboard JKQL scripts are found, you can
automatically build a dashboard containing viewlets of machine learning queries by
following the instructions below:

1. Issue the query ‘get active models’.
2. Right-click the results to view the pop-up menu.
3. Choose Automate Dashboard.

2.5.1.2 Create a Viewlet with a Form

Select Create Viewlet with a Form on the Create/Open Viewlet dialog box.

Create/Open Viewlet
Create Viewlet with jKQL

® Create Viewlet with a Form
Open Existing Viewlet

Figure 2.5.1.2-A. Create/Open Viewlet — Create Viewlet with a Form

The form view opens with all available options for the viewlet. Options are explained in the
sections immediately below.

v Viewlet Name

[l d v Viewlet Type
Evenis viewlet

i & A

v Data Type

)

Historical @ ReaHime @

2 Viewlet Settings

|
|
|
|
|
|
j ! Sch
+ Time Period I v Schema
- | Schema: Inherit from Dashboard
Unspecified I
+ Fields 1 “ Drilldown
|
W Events Count | Drilldown to: Console
I Schema: Inherit from this Viewlet
« Group by |
|
w Filters _ =l Preview

Figure 2.5.1.2-B. Form Options

2.5.1.2.1 Viewlet Name

Specify a name for the viewlet. The name must be unique; if a viewlet name already in use
is entered, the field border will appear red and the Create button will be deactivated.

2.5.1.2.2 Data Type

Within this section, select if you would like to view Historical or Real-Time data:
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o Historical: Select the data type from the drop-down menu. Specify the timespan
you would like to view within the Time Period section immediately below, select

from the following:

o Unspecified: No time filter will be used

o Predefined: Select from the predefined options.

o Custom: Specify a custom time period using a value and a selected time

unit.

o Date Range: Enter specific start and end dates.

e Real-Time: Select the data type from the drop-down menu. Populate the following

fields within the Real-time Settings section immediately below:

o Frequency: The time interval in which the viewlet is refreshed with new

data.

o Window Size: The amount of the most recent responses from the server to
report on. For example, if set to 50, the data is displayed from the latest 50

responses.

2.5.1.2.3 Fields

Within this section, specify the fields to display in the viewlet. Depending on the chart type,
the Count option is required for certain viewlets (please see Section 2.5.4, Viewlet Chart
Types and Samples, for more information on viewlet types). Associated required fields will

be signified with a red box as seen in the figure below.

v Fields

B Events Count

v Group by

+ Filters

Any Field Contains All of

Value  Variable

= ®

Value Vanable Field

W s

el v Viewlet Type

v Viewlet Settings

Label | Severnty
Value Choose

Grouping threshold, % | 7

v Legend

Show

v Drilldown

Drilldown to

Schema:

Figure 2.5.1.2-C. Field Requirements

Inhent from Dashboard

Preview

Click the Add L button to add a field. From here you can select multiple fields and their
associated functions. These fields and the operation outcome of the selected function will
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be displayed in the viewlet. Please see Section 4.5 Built-in Aggregate Functions for more
information on these functions.
v Fields

& Activities Count

-]

B Distinct

EventCount

No aggregation

> Group by

Count

- A

w Filters VR
Sum

v Viewlet Type Min
Max
oooo |II|I| :E | Median

AxX Q Application Performance
Y Index

Standard Deviation

> Viewlet Settings

Standard Deviation
Sample

Variance
Variance Sample

& Show
Open

v Drilidown

———————————

Figure 2.5.1.2-D. Add Fields

In the example below, the fields and their information are displayed in the pop-up.

Activities by Application 2

JKQL> get number of Activity fields Avg(ElapsedTime), Max(EventCount) for Latest 60 Mi... D MBS LY

. ApplIName: VerifyOrders
Activities Count: 30
Avg(ElapsedTime): 4s 81ms
Max(EventCount): 19

o
| =
J
[+

o
"]
4

=
>

=]
Q0
<

FraudAlert OrderRo... Process... ShipPro... VerifyC... VerifyOrders vebOrders

AppiName

FraudAlert . OrderRouter - ProcessPayment ShipProduct . VerifyCredit

. VerifyOrders . WebOrders

Figure 2.5.1.2-E. Fields Example
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2.5.1.2.4 Group By

Within this section, select an option from the drop-down menu to use as the criteria to
group data. Items with numerical elements will have a bucket option which allows you to

specify how data should be grouped. Enable this option and select the type of bucketing.
The types of bucketing are described in Section 2.5.4.13.

When adding or editing a viewlet's Group by option, a Having filter is available to apply a

"number of records" filter to the column that results are to be grouped by. The Having filter
applies only when a "count" of records is selected for the Data Type (using the [Data Type]

Count checkbox under the Fields section). In other words, for the Activity Data Type, the

Activities Count checkbox must be selected; for the Log Data Type, the Logs Count
checkbox must be selected; and the same holds true for all other data types (Events, Sets,
Datasets, and so on).

The Having filter helps narrow the "count" for grouped results based on the number of
records in those counts. Compare the two examples below. When the Activities records are

Grouped by Severity and filtered for a NumberOf > Greater than 0, Activities Counts for
all Severity values are included:

v Data Type

Historical @ Real-time @

v Time Period

v Fields

ey | oo

Ounr 16
Q FATAL 8
+ Activities Count
€3 A OGRITIGAL 23
e € FAILURE 4

sy -]= @ERROR |18

Add

B Include nulls

Having
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But when the same records are filtered for Having a NumberOf > Greater than 10, only
Activities Counts for the Severity values with more than ten records are included:

v Data Type

Historical © Real-time @
Activity
From Sets

v Time Period

Unspecified

Activities Count I
v Fields

O var 16

+ Activities Count
B add @ CRITICAL 23
@ ERROR 18

B Include nulls

Having

2.5.1.2.5 Filters

Use the Filters section to add multiple filters. Click the Add button It to add a filter and
select an operator.

w Filters

Any Field Contains All of

L

Figure 2.5.1.2-F. Filters Options
After selecting the filter and operator, populate the Value field or click the settings button

ﬂ to filter by Variables or Fields (depending on the item type, these filtering options may
not be available). Please note that one filter tab can be used at a time. For more
information on filtering with variables, see Section 2.5.8.1, Filtering with Variables.

XRUG 1.09 a1 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

+ Filters

ElapsedTime

Value Variable Field

Figure 2.5.1.2-G. Filters Options

When a time-related filter is selected, the appropriate time can be set by clicking on the

calendar icon ﬂ The field value automatically populates with the current day/time, but
you can change it using the time widget. Click Done when finished.

w Filters

m

Figure 2.5.1.2-H. Filters Operators

18 19 20

23 24 25| 21 28 29

Accuracy: Millisecond v
Time 09:57:39.580

Hour

Minute

Second

Millisecond

[ Now

‘ 06/26/2019 99:57:39.580|

Figure 2.5.1.2-1. Time Setup

Click the Variable tab and then the pencil button to create or modify variables used to

filter viewlets. After the pencil button is clicked, the Create new variable window opens
(see Section 2.5.8.1, Filtering with Variables, for more information).

v Filters

[t

Value = Varable Feld ]
A -

Figure 2.5.1.2-J. Variable Filtering

XRUG 1.09 42 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

When you select the Field tab, a drop-down menu becomes available. The selected fields
will be filtered using operators from this list.

v Filters

SnapShotCount

Value Variable Field = Equal

MsgLength # Not equal

= Greater than

z Greater than or equal to
oo < Less than
oooo
oopg
(=[=l=[=] = Less than or equal to
ﬂ F Between

© Matches any value in a

list

v Viewlet Settings
3 Exist

Figure 2.5.1.2-K. Filters Operators

2.5.1.2.6 Viewlet Type

Select the viewlet type within this section. Please see Section 2.5.4, Viewlet Chart Types and
Samples, for more information on viewlet types.

2.5.1.2.7 Viewlet Settings

Modify viewlet options. Please note that not all viewlets will have this section. Select the X
and Y axes values and the Collated by option (available for column, bar, line, stack, and
area charts).

To set the axis width and label display (axis labels can display vertically or horizontally),

click the Settings ﬂ button immediately to the right of the X and Y axis fields. Specify

either Auto or Manual (enter pixel value) for the width and check off the Rotate labels
setting to rotate the Axis labels.

Enable the Show option within the Legend section to display the chart definitions.

v Viewlet Settings

Xaxis | StartTime

Rotate labels:

Axis width: Auto  Manual 100

Y axis | Events Count &

Collated by | EventName

Stack by | Severity

v Legend

Show

Figure 2.5.1.2-L. Bar chart Form Options
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Pie charts will have the following options to specify: Label, Value and Grouping
threshold, %.

v Viewlet Type

v Viewlet Settings

Label | Severity

Value | Events Count

Figure 2.5.1.2-M. Pie chart Form Options

2.5.1.2.8 Drilldown

=]
|‘_:f‘ Topology and geomap viewlets do not have the drilldown option.

The drilldown feature is a convenient way to investigate a given problem in more details.
You can either drilldown to a viewlet’'s details within the Console panel, which is the default
method, or to a target dashboard (including the current dashboard) that utilizes variables.
The variable filter from the data selected in the originating viewlet is passed to the
specified dashboard and updates that dashboard’s viewlets using the variable.

The following is an example scenario of drilling down to a target dashboard:

o Dashboard #1: Contains a viewlet with data for average temperature by state. You
have configured this viewlet to drilldown to Dashboard #2 using its state variable.

e Dashboard #2: Contains the following three viewlets which have a filter defined for
state:

o Temperature by city
o Humidity by city
o Rainfall by city

When you select a specific state within the viewlet located in Dashboard #1, you will
be brought to Dashboard #2. All three viewlets in Dashboard #2 will reflect data for
the state selected from Dashboard #1's viewlet.

v Drilldown

Drilldown to: Console

Schema: Inherit from Dashboard

Figure 2.5.1.2-N. Drilldown Options
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-()- Watch the following video for an overview of the drilldown featured:
= https://vimeo.com/383411780

The Drilldown section controls viewlet filtering within and across dashboards. From the

Drilldown to dropdown setting, select one of the following options to specify how the
drilldown will behave:

o Console: this option is enabled by default. Leave this option set if you want to
open drilldown results within the Console panel. Within the Schema field, specify
which schema to apply to the viewlet (the schema determines which fields are
displayed within the viewlet).

-OR-

Dashboard: select this option to drilldown to a specific dashboard. This option
should only be used with dashboards that utilize variables (see Section 2.5.8.1,
Filtering with Viewlets, for more information) as data will be passed to them upon
drilldown.

Select the desired dashboard from the Dashboard Name field. The selected
dashboard’s associated variables will display. Select the parameter you want to
pass into the variable.

From this point forward, when you click on the configured data in the viewlet,
instead of going to the Console panel, you will be brought to the selected dashboard
instead. Please note, if the destination dashboard is closed, it will automatically
open. All the viewlets will be updated to show you data for the specified variable
from the originating dashboard.

If Self was selected for the dashboard, when drilling down, instead of opening a new
dashboard, the current dashboard will be refreshed. This is a handy way of creating
a dashboard that you want to quickly refresh its viewlets with variable data. There
are lots of other use cases, for example, you can have your top 10 problematic
queues in MQ located at the top of the dashboard which will be dynamically
updated.

2.5.1.3 Create Viewlet Using Image Template

In XRay, you can create image viewlets to display SVG images that can be designed to
visually represent various aspects of your data. For example, you can use image templates
to create annotated business flows. However, in this guide, we will use a simple example of
a battery image to demonstrate the capabilities of this type of viewlet.

When you save an image template, you are assignhing the name used to store the SVG file.
Once the SVG file is saved, you can write a data query that uses the saved image template.
A jJKQL query that uses an image template ends with "show as
image(‘imageTemplateName")".

To create an image viewlet:

1. Click the Viewlet button in the upper-right corner of the XRay window.
2. Choose the Create Viewlet Using Image Template option and click Create.
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3. Name the viewlet.

4. Name the Image template. As stated above, the Image template name is used to
store the SVG file.

5. Click Save.

The image viewlet editor opens. It is made up of four panels:
JKQL Query Editor (upper left)
Selected Element Rules Editor (upper right)

SVG File Editor (lower left)
Image Preview (lower right)

2.5.1.3.1 JKQL Query Editor
Use the jKQL query editor in the upper-left corner to enter a query to obtain data.
Example:

get Dataset fields all where DatasetName = 'battery' show as table

2.5.1.3.2 Selected Element Rules Editor

In the Selected Element Rules Editor panel (upper right), you can edit the rules for the
selected object (as long as other elements do not use the same rule). See Editing Rules for a
Selected Element.

For more information about viewing and editing all rules in an SVG file, see Rules Tab.

Every text rule that can be applied to an element can have a "default value." Default values are used
—_ to quickly add basic functionality to an element. The default value is applied in two situations: when
H . thereisnorule in use, and whenever rule conditions have not been met. Expand the rule to see the
—#  Default Value field. Although the Default Value acts like a rule event, it doesn’t need a condition to be
met, or rule the to be applied. However, a Binding Rule must be applied to bind the group or element
to a dataset for it to work, because the data allows the condition to be evaluated.

2.5.1.3.3 SVG File Editor Actions

In the SVG File Editor (lower left) you can edit all elements of the SVG file for the image
viewlet. See SVG File Editor Tabs for more information about the six tabs in this editor.

2.5.1.3.3.1 Create objects and groups

As explained later in this document, the All HTML tab contains all HTML code associated
with the SVG image; the Main tab contains the code for elements that are rendered.
Therefore you can create objects in either tab.

-Q- To add more elements, you can copy existing elements in the SVG File Editor, paste the elements
onto a new line, and update their coordinates.

Create objects
To create an object, enter the HTML code for the object in the All HTML or Main tab.

For example, the code for a rectangle would look like this:
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<rect x="0" y="0" width="650" height="320" rx="64" ry="64" fill="transparent™ />

However, most objects do not stand on their own, but are a single part of a more complex
representation. Even one part of a diagram may contain several individual shapes. For this
reason, it is recommended that objects be arranged in groups. Grouping elements makes it
easier to apply the binding rules that will control how the objects appear, because you can
apply one rule to a collection of objects. (Binding rules are covered later in this document.)

For example, the following three shapes form the exterior and interior elements of the
battery image that is being used for this example:

Exterior shape (transparent rectangle with rounded corners)

<rect x="0" y="0" width="650" height="320" rx="64" ry="64" fill="transparent” />
Interior shape (offset from, and inside, the exterior shape; a rounded rectangle with
no border)
<rect x="20" y="20" width="610" height="280" rx="56"
ry="56" stroke="none" />

Vertical line representing the cathode end of the battery

<path d="M670,110 h10 g5, 0 5,5v90 0,5 -5,5 h-10 z"">

Create groups

To group these elements, wrap them in the SVG element <g> tag.

<g data-is-main="true' >
<rect x="0" y="0" width="650" height="320" rx="64" ry="64" fill="transparent" />
<rect x="20" y="20" width="610" height="280" rx="56" ry="56"
stroke="none" />
<path d="M670,110 h10 g5, 0 5,5v90 0,5 -5,5 h-10 z"">
</g>

2.5.1.3.3.2 Create text
This example shows how you would display the word “Test” as part of an SVG image:

<text x="25" y="50">Test</text>

I A b iiibbkeid
AllHTML Main

2.5.1.3.4 SVG File Editor Tabs

2.5.1.3.4.1 AllHTML Tab

The first tab (All HMTL) includes all the required HTML code associated with the SVG
image. The other five tabs represent sections of the code. The tabs make navigation easier
by allowing you to skip to different sections within it.

2.5.1.3.4.2 Main Tab

The Main tab allows you to focus only on what is rendered (for example, elements such as
shapes or text). For example, the code below renders a depleted battery image:
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<g data-binding-rules="bind-battery">

<rect x="0" y="0" width="650" height="320" rx="64" ry="64" fill="transparent" />

<rect data-class-rules="fully-charged partly-charged depleted™” x="20" y="20" width="610"
height="280" rx="56" ry="56"

stroke="none" />

<path d="M670,110 h10 g5, 0 5,5v90 0,5 -5,5 h-10 z">
</g>
When you click a portion of the battery image in the Image Preview panel, the Main tab is
shown.

Preview elements are modified by the browser when they are rendered. Therefore,

& XRay may not always be able to find the element that corresponds to the portion of
the image you clicked on in the HTML text editor. If XRay cannot find the element by
its id, by the closest binding rule, or by its code, you may have to find the element's
code manually.

Both the Main and Templates tabs include two buttons at the bottom of the panel so you
can choose how to view the content:

. SVG Raw preview Click SVG to view the code for the selected element.

Templates

),5 -5,5 h-19 z"

ext data-text-rules="G 1low Red" data-default-field="Percentage”

class="battery-status”

Raw preview

SVG (_Raw preview ] cjick Raw preview to view the element as it would

look without rules applied.

All HTML Templates

Raw preview I
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Select with Cursor Toggle

The Select with Cursor toggle icon on the Main tab allows you to select elements from the
SVG File Editor panel.

@ OFF. By default, the Select with Cursor toggle is off. To turn it on, click it once.

. ON. When the Select with Cursor toggle is on, you can use your cursor to
select elements from the code in the Main tab.

You can either click and drag your cursor across the code or, for elements of a single
line of code, double-click the line of code to select the element. Once the element is
selected, the Selected Element Rules Editor panel becomes available so you can add
rules to the element.

2.5.1.3.4.3 Templates Tab

The Templates tab allows you to enforce consistency among elements by creating
elements that can be reused or by applying the attributes of existing elements to new
elements.

More information about the Templates tab is forthcoming.

2.5.1.3.4.4 Defs Tab

The Defs tab is for the <defs> element, which can be used to store definitions or objects
that will be rendered elsewhere in the code. For example, it can be used to store shapes,
images, or color gradients. In the example below, the Defs tab stores the values associated
with the green, yellow, and red color gradients for the battery image. These definitions are
used in the fill styles that are applied to the rectangle portion of the battery image
according to Class rules.

<linearGradient id="success-gradient" x2="0.35" y2="1">
<stop offset="5%" stop-color="#4e8b24" />
<stop offset="95%" stop-color="#1F6EQC" />
</linearGradient>

<linearGradient id="warning-gradient" x2="0.35" y2="1">
<stop offset="5%" stop-color="#faad08" />
<stop offset="95%" stop-color="#b47300" />
</linearGradient>

<linearGradient id="error-gradient™ x2="0.35" y2="1">
<stop offset="5%" stop-color="#A20000" />
<stop offset="95%" stop-color="#840C00" />
</linearGradient>
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AIlHTML Templates

offset=" stop-color
offset="

offset="
offset="

offset=’
offset="

2.5.1.3.4.5 Style Tab

In the Style tab, create CSS classes to control how elements are formatted. Then you can
set up Class Rules to apply these styles to elements. As a result, the formatting of elements
is standardized, and it is easier to make changes to multiple elements at once. For
example, a style for text might include size, font, and color. A style for a rectangle might
include size, border width, and shading.

= , . . .
L:‘.l . When you create a style with a color attribute, a color palette is available to allow you to select the
#  color, as shown in the image below.

Templates

i Paints the interior of the given graphical element.
£i11: O#A20000;
}I

2.5.1.3.4.6 Rules Tab

Rules are displayed on the Rules tab of the SVG File Editor. On this tab, you can view and
edit all existing rules in the SVG image file, regardless of the number of elements that use
each rule.

Rules for a specific element are also available in the Selected Element Rules Editor panel.
However, if more than one element uses a rule, you cannot use the Selected Element Rules
Editor. You must instead use the Rules tab of the SVG File Editor.

Some rules that can be applied to an element can have a "default value." Default values are used to
— quickly add basic functionality to an element. The default value is applied in two situations: when
L—‘.l . thereisnorule in use, and whenever rule conditions have not been met. Expand the rule to see the
—#  Default Value field. Although the Default Value acts like a rule event, it doesn’t need a condition to be
met, or rule the to be applied. However, a Binding Rule must be applied to bind the group or element
to a dataset for it to work, because the data allows the condition to be evaluated.
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Rules tab Procedures
On the Rules tab, you can add, edit, and delete rules that can be applied to any element.

Add a rule

—+
1. Click .
2

Add a name for the rule in the Rule name field.
3. Set Rule conditions. In the example below, the condition is the DatasetName
(DatasetName = "battery"). When the condition is met, the rule will be applied.
4. (Optional.) To preview your changes, click Preview.
5. Continue to make changes until you have completed edits to the image template.
6. To save changes and close the editor, click Save in the lower-right corner of the
window.

v Binding rules

X
Rule name | bind-battery

Rule conditions

Al Any Add group  Add value

L

View a rule

After a rule has been created, you can use the buttons at the bottom of the Rules tab to
determine how you want it to be displayed:

. [(RuesmAmm) Click Rules in HTML to display rules in HTML code only:

All HTML Main Templates Defs Style Rules

bind-battery

bind

t>DatasetName
r>equal

battery-Sandbox1.csv

I Rules in HTML | | Rules editor
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(" Rules editor Il

Click Rules editor to display rules in the user-friendly graphical user
interface format:
AllHTML Templates

v Binding rules

X
Rule name | bind-battery

Rule conditions

All Any Add group Add value

battery-Sandbox1.csv ]

Rule event

Rules in HTML Rules editor I

Edit a rule

1. On the Rules tab, Expand the type for the rule you want to edit (for example,
Binding, Drilldown, or Class).

2. Make your changes to the Rule name or Rule conditions.

(Optional.) To preview your changes, click Preview.

4. To save changes, click Save in the lower-right corner of the window.

w

Delete arule

1. On the Rules tab, Expand the type for the rule you want to delete (for example,
Binding, Drilldown, or Class).

2. Click .

To learn how to view and edit rules for a specific element, see Editing Rules for a Selected
Element.

Binding Rules
Binding rules bind SVG elements or groups of elements to sets of data. When elements are
grouped, the binding rule for the <g> tag is applied to all grouped elements.

The Binding Rule for the battery example shows that the battery image is associated with,
or bound to, the dataset called “battery.”
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v Binding rules

Mudclguoap Adid vaalig:

batery -}

Rule event

Simplified

Drilldown Rules

Drilldown rules control when happens when users interact with certain portions of an
image viewlet. More information about Drilldown rules is forthcoming.

Icon Rules

Icon rules allow icons, such as icons from the data, to be displayed in image viewlets. More
information about Icon rules is forthcoming.

Class Rules

You can use Class rules to apply the CSS class styles that you set up on the Style tab. For
example, you can apply a Class Rule to change the color of an element based on certain
criteria. In this the battery example, style classes determine the formatting of the battery
image. The battery image class rules cause it to change color based on the percentage of
battery power that remains.
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The “fully-charged” class rule formats the battery image using the “fully-charged” style
when the percentage is at least 50 percent:

v Class rules

Rule name | fully-charged -

Rule conditions

All Any Always true Add group Add value

Percentage lessThanlnclusive

Rule event

Dynamic classes fully-charged

The “partly-charged” class rule formats the battery image using the “partly-charged” style
when the percentage is between 25 and 49, inclusive:

X
Rule name | partly-charged

Rule conditions

All Any Always true Add group Add value

Percentage lessThanlnclusive

Rule event

Dynamic classes partly-charged
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The “depleted” class rule formats the battery image using the “depleted” style when the
percentage is at 24 percent or less:

X
Rule name | depleted

Rule conditions

All Any Always true Add group Add value

Percentage lessThaninclusive

o
Rule event

Dynamic classes || ” | depleted

For example, the following query shows a depleted battery image:

Get Dataset where Properties('BatteryID') = 'battery5' show as
image ('battery')

Viewlet 1

JKQL=> get Dataset fields all where DatasetName = 'battery-Sandbox1.csv' show as table

DatasetlD DatasetTime Update Time BatterylD

2697a6ea-9b38-11ed-bec7-12ceebeelach battery-Sandbox1.csv |1/23/2023 11:08:18 AM |1/23/2023 11:08:18 AM  battery4 Dataset

26977fd8-9b38-11ed-bec7-12ceebeelach battery-Sandbox1.csv |1/23/2023 11:08:18 AM |1/23/2023 11:08:19 AM battery? Dataset

26977fd9-9b38-11ed-bec7-12ceebeelach battery-Sandbox1.csv |1/23/2023 11:08:18 AM |1/23/2023 11:08:18 AM battery3 Dataset

269758c7-9b38-11ed-becy-12ceebeelach battery-Sandbox1.csv |1/23/2023 11-08-18 AM |1/23/2023 11:08:18 AM  battery1 Dataset

2697f50b-9b38-11ed-bec7-12ceebeefachb battery-Sandbox1.csv |1/23/2023 11:08:18 AM |1/23/2023 11:08:19 AM batterys Dataset

Page - |

Battery Image

JKQL> Get Dataset where Properties('BatterylD') = 'battery5' show as image(‘battery") D) Ll

Text Rules

When setting up a text element, such as a label, in the battery example, you have three
options: Field value, Custom text, or a combination of the two.

o If you select Field value, the value from the selected field is displayed. In the first

example below, the Percentage field value is used as a label to indicate the battery
charge level.
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¢ Ifyou select Custom text, you can define any text to be shown. This can be static
text, or dynamic, using rules. In the second example below, the descriptive label
varies depending on the battery status ("GOOD," "OK," or "LOW").

¢ You can also combine static and dynamic text in one text element.

In this section we will look at using these different options to add different labels to the
battery to reflect its current charge level.

Example 1: Field Value

In this example, we will apply a text rule so that the text label will reflect the actual
percentage of the battery. Since this will vary by battery, this rule uses a Field Value, pulling
the value for the label from the actual data.

To add arule for Field Value as Text:

1. Inthe SVG File Editor (lower-left panel), turn on the Select with Cursor toggle icon
(see Select with Cursor Toggle).

2. Select the text element in the Main tab of the SVG editor to open the Selected
Element Rules Editor (upper-right panel). You can either click and drag your cursor
across the code or, for elements of a single line of code, double-click the line of code
to select the element.

3. Select the Element Rules button at the top of the panel. You can now modify the
Text rules of the text element by expanding the Text rules (as long as no other text
elements use the same rule).

4. Alist of the fields in the dataset is provided. Select the field from the list that you
want to use in your text. In this case, the Percentage field is selected:

v Text rules

Default value

Field value Custom text

5. (Optional.) To preview your changes, click Preview.

6. Continue to make changes until you have completed edits to the image template.
7. Tosave changes and close the editor, click Save in the lower-right corner of the
window.

Example 2: Custom Text
In this example, we will apply a text rule so that the text label will change according to the

same conditions that affect the color of the battery. When the battery percentage is in the
range indicated by the green background, the label will read "GOOD." When it is in the

XRUG 1.09 56 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

range indicated by the yellow background, the label will read "OK." When it is in the range
indicated by the red background, the label will read "LOW."

What is a Group?

A Group is one logical condition. It can contain one or more value statements. Groups can
also contain other groups.

What is a Value?

A value is a data point that is being evaluated. By default, each data point that is being
evaluated is a simple value based on the data type of the selected field (that is, for integer
fields, the data point is a number; for string fields, it is text). But you can click the Show

Hide Advanced Options icon E to make the value a Variable or a Field instead.

Unless the value you are entering is a custom field, you can select from a list of the values
that exist for that field within the dataset.

To add a rule for Custom Text:

1. Inthe SVG File Editor (lower-left panel), turn on the Select with Cursor toggle icon
(see Select with Cursor Toggle).

2. Select the text element in the Main tab of the SVG editor to open the Selected
Element Rules Editor (upper-right panel). You can either click and drag your cursor
across the code or, for elements of a single line of code, double-click the line of code
to select the element.

3. Select the Element Rules button at the top of the panel. You can now modify the
Text rules of the text element by expanding the Text rules. If a Text rule is used by
multiple text elements, you must edit it in the Rules tab of the SVG File Editor.

4. Click .

Add a name for the rule in the Rule name field.
6. Set Rule conditions. By default, you start with a single Group. You can add value

o

statements to a group by selecting . The group of one or more value
statements as a whole is evaluated according to the "operator" you choose for the
group (All, Any, or Always true [Always apply]), as follows:

e If you choose All, then the data must "pass" all the value statements in that
group for the condition to be met.

e If you choose Any, then the data must "pass" at least one of the value
statements in that group for the condition to be met.

o If you choose Always true (or "Always apply"), then the rule event is always
applied. This option is useful when, for example, you want to use the same
custom text for multiple elements. You can apply an Always true (or "Always
apply") rule to each element so that you can set up the custom text in one
place for all of them.

7. (Optional.) Click to add another condition (in the form of another Group, or
set, of value statements).
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8. (Optional.) To preview your changes, click Preview.

GOOD

9. Continue to make changes until you have completed edits to the image template.
10. To save changes and close the editor, click Save in the lower-right corner of the
window.

Text Rule Scenarios

In the scenario below, the condition group that represents a battery percentage between
50 and 100, inclusive, is made up of two separate value statements, both ("All") of which
must be met: a percentage <100 and a percentage =50.

X
Rule name

Rule conditions

All Any Always true Add group Add value

Percentage lessThaninclusive

Rule event

Field value Custom text

Text | GOOD

When the condition represented by this group is met, the Green rule will be applied and
the text label "GOOD" will be displayed.

GOOD
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In the scenario below, the condition group of a battery percentage between 25 and 49,
inclusive, is made up of two separate value statements: a percentage <49 and a percentage
>25.

Rule name | Yellow

Rule conditions

All Any Always true Add group Add value

> %=

I

Rule event

Field value Custom text

When the condition represented by this group is met, the Yellow rule will be applied and
the text label "OK" will be displayed.

In the scenario below, the condition of a battery percentage less than 25 only requires one
value statement: a percentage <24.

X
Rule name

Rule conditions

All Any Always true Add group Add value

Percentage lessThanInclusive

Rule event

Field value Custom text
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When the condition is met, the Red rule will be applied and the text label "LOW" will be
displayed.

Example 3: Combining Values and Text

You can also combine custom text and variables. In this example, we will use text to add a
percent sign to the percentage field from Example 1.

To include a field value within custom text, introduce the field name with an at (@) sign and
wrap it in curly brackets:

@{FieldName}

In our example, the field name looks like this:

@{Percentage}%

X
Rule name

Rule conditions

All Any Always true Add group Add value

Rule event

Field value Custom text

Text | @{Percentage}%

If you wanted to put a "Percent” label in front of the percentage value, you would enter:
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"Percent: @{Percentage}"

X
Rule name

Rule conditions

All Any Always true Add group Add value

:

Rule event

Field value Custom text

Text | Percent: @{Percentage}

Percent: 10

If there is a possibility that the value you are displaying does not exist, you can set a default value
within the field name. For example, if when the battery record did not include a percentage, you
wanted the percentage to show "-%" then you would add a colon after the field name within the curly
brackets, followed by the default value to be used for the missing value (in this case, "-"). For example:
@{Percentage:-1}%

Fragment Rules
More information about Fragment rules is forthcoming.

XRUG 1.09 61 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

2.5.1.3.5 Image Preview

The lower-right panel of the image viewlet editor shows a preview of the image.

Save Preview Find rules

Image Preview Panel Buttons:

¢ Click Close to close the image template editor and return to the XRay user interface.

¢ Click Preview to preview changes you’ve made in the SVG File Editor to see their
effects before saving.

e Saving your changes to the image template editor will close the editor. When you
have completed all desired changes in the SVG File Editor, click Save to save
changes to the image template editor.

2.5.1.3.5.1 Editing Rules for a Selected Element
You can view the rules that have been applied to an element.

1. Select the specific element using one of the methods below:
e Select the code for the element in the SVG File Editor.
e Click the element in the Image Preview panel. (However, see the Important note
in the Main Tab section for detailed information.)
2. The Selected Element Rules Editor shows the rules that have been applied to that
element.
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By default, the Simplified tab shows all existing variables for the element and allows
you to specify values for them.

Element Rules Simplified

v Selected element

v Rule variables

v lIcon variables

Close Save Preview Find rules
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3. To modify rules, select the Element Rules tab. On this tab, you can create new rules.
You can also edit existing rules, as long as the rule is not also used by other
elements. In that case, you must edit the rule on the Rules tab (see Rules Tab).

Element Rules Simplified

v Selected element

v Binding rules

Rule name | bind-battery

Rule conditions

Al Add group | Add value

Rule event

Preview Find rules

4. (Optional.) To preview your changes, click Preview.
5. To save changes, click Save in the lower-right corner of the window.
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2.5.1.4 Create Temporary Viewlet

Create temporary viewlets in the Console panel by clicking the + button immediately to the
right of the Console tab. Enter a query in the jKQL query line to generate your desired
viewlet. For more information on the Console panel, please see Section 2.4.4, Console Panel.

- coso. - + B

Figure 2.5.1.3-A. Add Console Viewlet
P = cConsoie =N + ]

POlul S v & (2

2.5.1.5 Open Existing Viewlet

Selecting Open Existing Viewlet on Create/Open Viewlet dialog box will open the Open
Existing Viewlet dialog box. The view can be changed by selecting Details from the View By

drop-down for a more descriptive view (Figure 2.5.1.4-B). Use the Sort By drop-down to
arrange the viewlets in alphabetical order or by chart type. Quickly search for viewlets by

viewlet name using the search box.

Select a viewlet and click Open. The dashboard’s focus will now be the selected viewlet.

The Open Existing Viewlet dialog box can also be opened from the Main Menu (Section

2.3.6).

A
Open Existing Viewlet(39) View By: Icons = Sort By: Type = Q
Anomaly Monitor Anomaly Monitor - 20 Anomaly Monitor - 20 The 10 Worst Events The 10 Worst Events

Comparison of Longe Comparison of Longe Comparison of Longe Event Severity TOPO Event Severity TOPO

Event Severity TOPO Events by the Hour Events by the Hour - Events by the Hour - Event Severity

O e T
t — . '+ — .
. o

Event Severity - 2018 Event Severity - 2018 The 10 Worst Events Event Scorecard Event Scorecard - 20

4

Figure 2.5.1.4-A. Open Existing Viewlet — View By Icons
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A
Open Existing Viewlet(21) View By: Details v SortBy: Type v aQ
Viewlet Name Type Dashboard Name
\."‘I
Anomaly Monitor ||||| Anomaly Sample-OrderTracking
Chart
Events for Latest Hour by Location = Bar Chart Sample-CrderTracking
Elapsed Time for Order Events ||I“I Column Sample-OrderTracking
Chart
Py
Geomap: Events by location GEE’: Geo Map Sample-OrderTracking
Histogram of Recent Events “ Histogram Sample-OrderTracking
=
Test IT Summary ;;ds::’mar" Sample-OrderTracking
Objectives
Appdex Zones /\/~ Line Chart Sample-OrderTracking
Exponential Moving Average for ElapsedTime A Line Chart Sample-OrderTracking
-
- - A - . -~ -
=n
4

Figure 2.5.1.4-B. Open Existing Viewlet — View By Details

2.5.2 Edit Query

The query line becomes an editable field after you click the edit query icon or you can
simply click the query line. Make your changes. As you edit, you will be prompted with
suggestions as in Figure 2.5.1.1-B.

Viewlet 2 | Cal

jKQL> get events for latest day D CHMPBS S

EventiD EventName EventType

560fd0da-f320-11e8-93a7-0z CsvStream EVENT

Figure 2.5.2-A. Edit Query
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2.5.3 Undo/Redo

The undo and redo buttons are used to revert or reapply changes from the current user
session history. Changes tracked which can be undone or reapplied include updates made
to viewlet names, settings, and queries.

Viewlet

<QL> getnumber of events group by severity show as barchart

WARNING #*
CRITICAL

200,000 400,000 600,000 800,000 1,000,000 1,200,000

Events Count

I peBUG Bl nFo W notice [ WARNING ERROR FAILURE [l cRITICAL FATAL Il HALT

Figure 2.5.10-E. Undo /Redo Buttons

2.5.4 Viewlet Chart Types and Samples

The data in viewlets can be formatted in various chart types.

Easily update a viewlet's chart type by clicking the Chart iconlt™ ., The selected chart type

of a viewlet will be highlighted blue. See Sections 2.5.4.1 — 2.5.4.13 below for an
explanation of each chart type. Within each section there are samples of the chart types
and an explanation of a scenario in which the chart type is useful. Some of these samples

can be found in the Sample-OrderTracking repository.

PO Tl A & v

v X
X v
XM

=

Figure 2.5.4-A. Chart Types

2.5.41 Table

Table is the default chart type for viewlets. All data imported will display unless a schema is
used. In table viewlets, schemas control what columns are displayed and in what order.
See Sections 3.2.5, Configure Schemas, and 2.4.2.8 Change Layout for more information. Use
the scroll bar at the bottom of the viewlet to view additional columns. Columns can also be
expanded by hovering over the line separators within the header sections.
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Click columns headers to sort the data in ascending (H) or descending (B) order.

Credit Validation Exceptions

Get the Activities from "Verify Credit' that did not meet the "SLA' show as table

ActivityName

5icbe219-ca24-11e7-9dcf-03 7e1c8009-ca24-117-9502-0f CreditValidate [ e
943918d5-c1c4-11e7-362¢-0 -Ca28-11e7-9502-C CreditValidate o,,‘;q
98160076-c95b-1107-9740-( 9937500b-¢326-1107-9502-( CreditVaiidate o INFO

D42b2362-ca2b-1107-8709-C

-0 CreditValidate [ JI0)

£9ab1957-ca2a-117-9¢49-0 reditValidate [ Je] 32017 7.29.57 P
g0c3¢a3a-c053-11e7-30c8-0 a3 1¢1-Ca25-1127-9502-005 CreditValidate o INFO 117142017 55228 PM 11/142017 55230 P
££362942-b113-1187-ad1b-0 2370¢242-¢a25-1167-9502-C CreditVaidate [ ; JIe) 11/12017. 44958 PM 11/172017..4.50.01 PV

»

Page [ o 1 View 1-8of 8

Figure 2.5.4.1-A. Table

Viewlets with a lot of data to display will have multiple pages. Use the left and right arrows
to easily navigate through the pages. The First and Last Page buttons E H allow users to

quickly jump to the first and last pages. Use the Previous and Next Page buttons & E& to
navigate through each page. Enter a page number to load a specific page.

2l

D C S <

fhde23e3-c853-11e7-adb4-0 3a720c14-ca26-11e7-9502-( ShipCrders em 1142017, 5:52:
h4daeb2-c953-11e7-adb4-0) 3a720c14-ca26-11e7-9502-( PaymentProcess B, WARNING 11/14/2017, 5:52:
fh4d6091-c053-11e7-adb4-0 3a720c14-ca26-11e7-9502-C ProcessFraudAlerts ﬁﬁ 111472017, 5:52:
fbdcebf0-c953-11e7-adb4-0i 3a720c14-ca26-11e7-9502-( RouteOrder 6 INFO /142017, 5:52:
h4c762-c953-11e7-adb4-0s 3a720c14-ca26-11e7-9502-( CreditValidate am 1142017, 5:52:
fh4c00fe-c853-11e7-adb4-0z 3a720c14-ca26-11e7-9502-( ValidateOrder QM 1142017, 5:52:
fh4968ed-c053-11e7-adb4-0 3a720c14-ca26-1187-9502-C AcceptOrder QM 111472017, 5:52:
fa6357c6-ca23-11e7-aa9b-0) 190ff968-ca24-11e7-9502-00 ShipCrders e INFO 11/15/2017, 6:42
fa6330b5-ca23-11e7-3a9b-0 190ff963-ca24-11e7-9502-0( PaymentProcess i, WARNING MM5/2017, §:42
fa6309a4-ca23-11e7-aa%b-0 190fi968-ca24-11e7-9502-0( ProcessFraudAlerts ﬁm MNNS2MT, 642 -
3
Page [ oo | ~ ~ View 1 - 100 of 847

Figure 2.5.4.1-B. Page Navigation

XRUG 1.09 68 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

Click on any of the data records to view additional details in a new viewlet within the
Console section. See Section 2.4.4, Console Panel, for more information.

Activity Details

JKQL> Get Activity from 'Verify Credit' that DOES NOT MEET OBJECTIVE 'SLA' where SetName In ('Verify Credit’) and Severity = 'INFO'

ActivitylD ParentiD ActivityName ElapsedTime
©e362942-b13-11e7-ad1b-0 237ec242-ca25-11e7-9502-( CreditValidate 6 INFO 11/1/2017, 4:49:58 PM 11/1/2017, 4:50:01 PM 3s 205ms Paris, France
d0c3cal3a-c953-11e7-aec8-0 df3ff1ci-ca25-11e7-9502-00% CreditValidate o INFO 11/14/2017, 5:52:28 PM 11/14/2017, 5:52:30 PM 2s 453ms Paris, France
€9ab1957-ca2a-11e7-9¢c49-C b837efal-ca2a-11e7-9502-0 CreditValidate o INFO 11/13/2017, 7:29:54 PM 1171372017, 7:29:57 PM 2s 650ms Paris, France
Db42b23e2-ca2b-11e7-87b9-( bb7faae8-ca2b-11e7-9502-0 CreditValidate 0 INFO 11/15/2017, 7:37:15 PM 11/15/2017, 7:37:18 PM 2s 871ms Paris, France
9816b076-c95b-11e7-974b-( 99375e0b-ca26-11e7-9502-( CreditValidate o INFO 11/14/2017, 6:48:09 PM 11/14/2017, 6:48:11 PM 25 287ms Paris, France
942918d5-c1c4-11e7-a62c-C d735a942-ca28-11e7-9502-( CreditValidate 0 INFO 11/5/2017, 2:58:22 AM 11/5/2017, 2:58:25 AM 2s 816ms Paris, France
5fcbe219-ca24-11e7-9dcf-0¢ 7efc8009-ca24-11e7-9502-0 CreditValidate o INFO 11/15/2017, 6:45:23 PM 11/15/2017, 6:45:26 PM 3s 67ms Paris, France
22748a84-c957-11e7-af2b-0 773ddbc9-ca26-11e7-9502-C CreditValidate o INFO 11/14/2017, 6:16:13 PM 11/14/2017, 6:16:16 PM 25 984ms Paris, France

Figure 2.5.4.1-C. Additional Details in Console

2.5.4.1.1 Table Menu Options

Users have different options to dig deeper into the data of table charts. Select all desired
records or use the top box to select all records. A pop-up menu appears. Select an option

from the pop-up menu to view additional data details within the Console section.

The pop-up menu options depend on the data type. A viewlet containing events (Get
events) will have the following menu items:

e Related

e Parent

e Analyze

e Topology

¢ Compare (available only when more than one line is selected)

A viewlet containing activities (Get activities) will have the following menu options:

e Events

e Related

e Parent

e Topology

¢ Root Cause (available only for severity status of Error, Halt, Failure, Fatal or Critical)
e Children (available when one or more activities with children are selected)

e Compare (available only when more than one line is selected, see Figure 2.5.4.1.1-A
and Figure 2.5.4.1.1-B).

Tables produced by jKQL queries with the following expressions will not have a pop-up
menu: shapshots, logs, actions, active users, count of/number of, token, organization,
teams, repository, set, license, fields, items, relatives, provider types, keywords, parameter,
dictionary, features, access token, IP location, resource, group by.
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JKQL> get activities o) bl B3 & < v

X ParentiD

ActivityName StartTime EndTime

Events

Related 10/1/2019, 6:59:18 PM 10/1/2019 6:59:18 P} *
@ ERROR 10/2/2019, 10:29:49 AM 10/2/2019, 10:29:55 A
Parent b -11e6-9270-d! MENT AD_(E) NOTICE 10/2/2019, 102955 AM  10/2/2019, 10:29:55 A
Topology -116-9270-d DOCUMENT_PROCESSING (Z) NOTICE 10/2/2019, 10:29:55 AM 10/2/2019, 10:29:55 A
S— £6-9270-dC DOCUMENT_READY_TIME (Z) NOTICE 10/2/2019 102955 AM  10/2/2019,10:29:55 A
PAGE_RENDER TIME  (E) NOTICE 10/2/2019,10:29 566 AM 10/2/2019, 10:29:55 A
Compare .d FRONT TIM @) NoTicE 10/2/2019.10:29°55AM  10/2/2019, 10:29:55 A
dea9348-0d12-11e6-9270-d fde95ac-0d12-11€6-9270-d RESPONSE_AVAILABLE_TI(Z) NOTICE 10/2/2019,. 10:29:50 AM 10/2/2019, 10:29.55 A
¥ fde95ac?-0d12-11e6-9270-d fde95ac6-0d12-11e6-9270-d' SERVER_CONNECTION_TI(E) NOTICE 10/2/2019 102949 AM  10/2/2019,10:29:50 A
> S o < = - SIS = e S TSRS ~ SE S SRS s e - .__’.'
Page [ or51 | » = View 1 - 20 of 1,004

Figure 2.5.4.1.1-A. Table - Select All

JKQL> get activities ) bl B3 & < v

ActivitylD ParentiD ActivityName StartTime ‘ EndTime

f946d72-0c90-11e6-818b-dC PERFORMANCE O NOTICE 10/1/2019, 6:59:18 PM 10/1/2019, 6:59:18 Pt
-0d12-11e6-baSc- @ERROR 10/2/2019, 10:29:49 AM 10/2/2019, 10:29:55 A

B-0d12-116-9270-d DOCUMENT DOWNLOAD O NOTICE 10/2/2019, 10:29:55 AM 10/2/2019, 10:29:55 A

Events
Ib-0d12-11€6-9270-d DOCUMENT_PROCESSING O NOTICE 10/2/2019, 10:29:55 AM 10/2/2019,10:29:55 A

Related

0d12-11e6-9270-dC DOCUMENT READY_TIME O NOTICE 10/2/2019, 10:29:55 AM 10/2/2019, 10:29:55 A
Parent B-0d12-11e6-9270-dC PAGE_RENDER_TIME 0 NOTICE 10/2/2019, 10:29:55 AM 10/2/2019, 10:29:55 A

5-0d12-11€6-9270-d FRONT_END_TIME O NOTICE 10/2/2019, 10:29:55 AM 10/2/2019, 10:29:55 A

Topology
$6-0d12-11e6-9270-d RESPONSE_AVAILABLE TIQ NOTICE 10/2/2019, 10:29:50 AM 10/2/2019,10:29:55 A

6-0d12-11€6-9270-d SERVER_CONNECTION TI@ NOTICE 10/2/2019, 10:29:49 AM 10/2/2019, 10:29:50 A

O~ - — - - - - B o ~ AR e e

»

Page [ of51 | » » View 1 - 20 of 1,004

Figure 2.5.4.1.1-B. Table — Select One

After selecting an option on the pop-up menu, a new viewlet related to the option selected
will open in the Console section.

If Events, Related, Parent, Children or Analyze were selected, the data will display in a
table by default. You can modify the jJKQL query to customize the viewlet. These tables
have their own pop-up menus which allow users to dig deeper into data. Every selection

from the pop-up menu will open a new viewlet within the Console section.

2.5.4.1.1.1 Events

get events PID C M <V

X -
Related ParentiD EventName EventType StartTime

% 10/2/2019, 10:29.55 A
7 Parent EVENT Om Eroh .
v Topology VENT OME 10/2/2019, 10:29:55 A
Y Compare as Table SEND @ NorticE 10/2/2019, 10:29:55 A
< EVENT () NoTicE 10/2/2019, 102964 A
4 RECEIVI () NoTicE 10/2/2019, 10:29:54 A
v SEND ©) NoTicE 10/2/2019,10:29:54 A
% RECEIVE ©) NoTicE 10/2/2019, 10:29:54 A
¥ fdebf36e-0d12-11e6-basc-d( fdead348-0d12-11e6-9270-d PossibleFraud SEND O NOTICE 10/2/2019, 10:29:53 A
e A A A S — = ———
Page [l of8¢ | » = View 1 - 20 of 1,680

Figure 2.5.4.1.1.1-A Events
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The above example was generated by selecting Events from the activity’s table pop-up
menu. The tab name is the selected menu option and the name of the main viewlet. In the
example above, the tab name is Events_Event Severity.

2.5.4.1.1.2 Related

The below figure is the viewlet that appears when Related is selected from the pop-up

menu of the Events_Event Severity tab. The table displays events which have the same
selected Activity ID(s).

Events_Event Severity Related Events

L> Get Event where AclivitylD in ('I7e7a57-0d12-11e6-ba5c-d0509928be76') show as table

ParentiD EventName EventType

{decb6c6-0d12-1 ¢! {dec8f1d-0d12-1126-9270-d( RESPONSE EVENT O NOTICE §/2212017, 10:29:55 AM §/22/2017, 10:29:5/
1dec8fb5-0d12-11e6-baSc-d( fdec8f1c-0d12-116-9270-d( PROCESSING EVENT 6 NOTICE 6/22/2017, 10:29.55 AM 6/22/2017, 10:29'5
{dec68a4-0d12-11e6-baSc-d fdec680a-0d12-116-9270-d ONLOAD EVENT Q NOTICE §/22/2017, 10:29.55 AM 6/22/2017, 10:29:5]
{decd193-0d12-11e6-baSc-d fdead348-0d12-11e6-9270-d RESPONSE START SEND @ NOTICE 6/22/2017, 10:29.55 AM 6/22/2017, 10:29°5
fdec4192-0d12-11e6-baSc-d fdead348-0d12-11e6-9270-d PrepareShippingSiin EVENT 6 NOTICE 6/22/2017, 10:29:54 AM 6/22/2017, 10:29.5/
fdec1a81-0d12-11e6-baSc-d fdead348-0d12-11e6-9270-d ReadOrderContents RECEIVE 6 NOTICE 6/22/2017. 10:29:54 AM 6/22/2017, 10:29:5]
fdec1a80-0d12-11e6-ba5c-d fdead348-0d12-11e6-9270-d SendShipment SEND em 6/22/2017, 10:29:54 AM 6/22/2017, 10:29:5]
fdec1a7i-0d12-11e6-baSc-d( fdea9d348-0d12-11e6-9270-d EvaluateFraud RECEIVE O NOTICE 6/22/2017, 10:29:54 AM 6/22/2017, 10:29°5]

S Pty B e fanmnaT_anan.ca s cmnmnsT_sn.an.r

Figure 2.5.4.1.1.2-A. Related

2.5.4.1.1.3 Parent

Select Parent from the pop-up menu to open a viewlet which displays parent activities
(activities with a greater hierarchical status) of the selected activities or events. Only items
with values within the ParentlD column will have a Parent menu option on the table’s pop-
up menu.

The parent activities of other activities or events will be displayed. An activity without a
ParentlD means that it is the prime activity with the highest hierarchical status.

Activity Details

JKQL> Get Activity where ActivitylD in ('006a118a-ea94-11e7-abbd-000c29169661", '006a118a-ead4-11e7-a55d-000c29169661', '005ff47c-ef2b-11e7-8b1d-000c29169661", ‘014084

AcfivitylD ParentiD ActivityName

iddaf1ad-eb20-11e7-adb4-0 FINTECH ﬂ INFO 3/5/2018 61412 FM J5/2018, 61421 PM 9s 402ms
01408c3ifacs-11e7-b87e-00 FINTECH o INFOQ 3/25/2018, 5:17:33 PM 3/25/2018, 5:17:33 PM 454ms 316us
005631183-2a94-11e7-355d-( StateChange TO S'.a'.eCha\Q INFO 3/5/2018,_1:25:00 AM 3/5/2018,_1:25:03 AM 25 540ms
0051147 c-ef2b-11e7-801d-00 StateChange TO S'.a'.eCha\G INFO 3/10/2018, 8:36:01 PM 310/2018, 9:36:01 PM 675ms 399us

Figure 2.5.4.1.1.3-A. ParentID

2.5.4.1.1.4 Analyze

The analyze function creates an analysis of what factors impacted events. To make the
analysis, this function uses event and related event data, which is a collection of snapshots.

After selecting Analyze from the pop-up menu of the Event table, the Create an Analysis
Viewlet window appears. Specify desired options. Please note that Show Trend Line

becomes active when Show Elapsed Time is enabled. Enable the Remember My Choice
check box if you would like to save your selections.
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Click the Next button for additional customization or Create to create the viewlet.

Create an Analysis Viewlet

Run a deep drive analysis wizard.

Select:

Show Elapsed Time
This option displays measured duration of an event

Select display option

Remember My Choice o

Figure 2.5.4.1.1.4-A. Create an Analysis Viewlet

Create an Analysis Viewlet

Make your Selection or go Next.

Select a Snapshot and then select the properties to display

Snapshot Name Snapshot Properties Selected Properties
PS MarkSweep

Memory

Activity

ShoppingCart

Figure 2.5.4.1.1.4-B. Create an Analysis Viewlet — Additional Options

Select a snapshot from the Snapshot Name column and select all desired options from the
Snapshot Properties column. The selected properties will be displayed in the last column.

Click Create to finish or Next for additional customization.
Create an Analysis Viewlet
Make your Selection or go Next.

Select a Snapshot and then select the properties to display

Snapshot Name Snapshot Properties Selected Properties
PS MarkSweep OverheadUsec A | w Activity (4)
Memo o BlockedCount
Activityry SlackUsec o BlockedUsec
o WaitUsec

ShoppingCart TotalCpuUsec o WaitedCount

¢ WaitUsec

¢ WaitedCount

WallUsec

Figure 2.5.4.1.1.4-C. Create an Analysis Viewlet — Select Options

XRUG 1.09 72

© 2023 meshiQ



XRay User’s Guide Chapter 2: Using XRay

Select which items you would like the viewlet to display and click Create. The Analyze_Event
Details viewlet will appear within the Console panel.

Create an Analysis Viewlet

Make your Selection or go Next.

Show Items
This is seriousness of data.

*' Critical severity
This displays the current status of your data elementis

All severity levels
This displays all severity data.

Only volume
This displays only volume of activities and events.

Figure 2.5.4.1.1.4-D. Create an Analysis Viewlet — Select Items

2.5.4.1.1.5 Topology

Select Topology in the pop-up menu to generate a topology viewlet using the selected
items within the Console section. For more information on topologies, see Section 2.5.4.11,
Topology.

2.5.4.1.1.6 Root Cause
When selecting activity table records with a severity status of Error, Halt, Failure, Fatal or
Critical, Root Cause will be an option on the pop-up menu. Clicking this will open a viewlet

in the Console section displaying a topology. The topology will allow you to dig deeper into
the data and find the root cause of the issue.

Root Cause Analysis x %9

JKQL> get activity compute rogueEdges(”) where activityid = 'f7654060-ca28-11e7-9502-005056c00008" show as topology

B sSever | ¥ Application | 3§ DataCenter | # Resource | 3= Database | Y7 Queue | — SentMessage |

SHIP.ORDERS.QUELE

Figure 2.5.4.1.1.6-A. Root Cause
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2.5.4.1.1.7 Children

Select Children from the pop-up menu to open a viewlet which displays child activities.
Please note that not every data record will have child activities and will therefore not have
the Children option in the pop-up menu. Activities or events of an activity will display.

2.5.4.1.1.8 Compare

Select more than one record to enable the Compare option within the table’s pop-up

menu. This will open a compare table within the Console panel (See Section 2.4.4, Console
Panel).

KOL> Compare Event where EventlD in (ffif0858-ea95-11e7-a55d-000c2916966 1", 'ffif0857-ea95-11e7-a55d-000c29169661', "ffea572-0a93-11e7-a55d-000c29169661") show as comparetable

Compare

0063118a-0294-1167-3550-000c29169661 "
127.011 127.0.1.1 127.0

Infrastructure_Health@Workgroup_Policy_Manager DEMO - SAPpxmi@Fincorp_Extended . DEMC

uTFS uTF8 uTF$
SUCCESS SUCCESS - succ
133d3843Q SensorEvent 4c501atc@SensorEvent + 69485
Nastel_Paris Nastel_Paris Naste
61ps 13ms 686ps 13ms 325us 2ms S
none none none
3572018, 12503 AM V52018, 13922 AM 14min 18s 3520
ffeas72-6293- 1167.2550-000c29169661 0657-2205-1167-2556-000¢29169661 . trross
StateChange StateChange State¢

EVENT EVENT EVEN

00 00 - 00 v
»

Figure 2.5.4.1.1.8-A. Compare Table in Console

You can also view a compare table in the main workspace by using the ‘Compare’
command in a jJKQL query line, for example:
Query: JKQL> Compare Activity where ActivityID in (‘activity ID of first

selected activity', 'activity ID of second selected activity') show as
comparetable

Viewlet 196

> Compare Activity where ActivitylD in (‘eaef3894-ea87-11e7-a55d-000c29169661", ‘ech8d527-ea87-11e7-a55d-000c29169661°) show as comparetable

342018, 11:5833 PM 342018, 115835 PM 1 865ms
13 12 1
422018, 11:09.13 PM 482018, 11:08:47 PM -31s 188ms
75 803ms 55 690ms 25 112ms
Complete_Delivery_Orders Complete_Delivery_Orders.
END END
A 104207 145,65, 104.28.12237, 213.199.154 23, 24.120.231.102, 88 190.229.170 104207145 65, 104.28 12.237, 213.199.154 23, 24 120 231.102. 88.190 229 170
A DP002_OrdersWSP, ESB-PO-Process, ESBBrokerExecGroup, RileAidWebClent, SAP_INVOICE DP002_OrdersWSP, ESB-PO-Process, ESBBrokerExecGroup, RiteAidWebClient, SAP_INVOICE
C SUCCESS SUCCESS
C DC1, DC10, DC15, DCS, RA_Warehouse DC1, DC10, DC15, DCS, RAIG_Warehouse X

Figure 2.5.4.1.1.8-B. Compare Table in Workspace

In the Compare column the items to compare are displayed in alphabetical order. Change

the order by clicking the sort buttons, B (ascending) or B (descending). This same
function is available in all other columns.

The green column with Master BEEEN (ocated in the column header signifies the master
record. All other selected records will display in blue and will be compared to the master
record. To change the master record, simply click the Master to Compare button

within any of the other blue columns. The column will move to the first

position and will change to green. All other fields will now be compared against this new
master.
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In the Difference column, the + and - symbols signify whether there is a difference. If the
difference can be measured mathematically, the numeric value will be displayed (for
example, the microsecond difference of elapsed time, Figure 2.5.4.1.1.8-C).

To change the width of the columns, hover over the lines between column headers until
you see the size icon «Ill—. Move it left or right to adjust column width.

Event bleSef5c f31c-11e8-93a7-0242ac12000a Event b1e3a568-f31c-11e8-93a7-0242ac12000a Difference
Master Master to compare

b1e52¢12-f31c-11e8-a2df-0242ac12000d b1e3092e-f31¢c-11e8-a2di-0242ac12000d +

5ms 755ps 4ms 868ps -887us
11/28/2018, 4:48:40 PM 11/28/2018. 4:48:40 PM

b1e5ef5c-f31c-11e8-93a7-0242ac12000a b1e3a568-f31c-11e8-93a7-0242ac12000a +
b1e52¢c12-f31c-11e8-a2df-0242ac12000d b1e3092e-f31¢c-11e8-a2df-0242ac12000d +
11/28/2018, 4:48:40 PM 11/28/2018, 4:48:40 PM

11/28/2018, 4:48:40 PM 11/28/2018, 4:48:40 PM -
11/28/2018, 4:49:17 PM 11/28/2018, 4:49:17 PM

Figure 2.5.4.1.1.8-C. Difference Column

The viewlet can be updated to display only rows with differences. Click the Viewlet Menu

button and select Edit Viewlet. Enable the Only Show Differences option on the form.
Only rows in which the data is different will now display.

END
Figure 2.5.4.1.1.8-D. Compare Table - Edit Viewlet

v Viewlet Name

Compare_Events viewlet

w Time Period

Unspecified

v Viewlet Type

v Viewlet Settings

Only Show Differences

Close Preview

Figure 2.5.4.1.1.8-E. Only Show Differences

2.5.4.1.2 Table Arrangement

Users can create a customized table with specified columns and column order. Use ‘fields’
and ‘order by <field name> asc’ or ‘order by <field name> desc’ expressions (asc is ascending
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order and desc is descending, see Section 5.4, Additional Query Options, for more
information on JKQL sorting options).

The following is an example:

Query:jKQL> Get activities fields ParentID, ActivityID, EventID order by
ParentID desc

Get activities fields ParentiD, ActivitylD, EventiD order by ParentiD desc ) [sted = % v

7650591-¢a28-1127-9502-0 7b54¢832-¢316-1167-83e7-C 165¢5¢a2-¢a28-117-9502-01

17650591-ca28-1187-9502-0 7b556474-¢316-11e7-8387 -11€7-9502-0(

8-1167-9502-0

-c828-1187-9502-0

17654060-ca28-1127-9502-0 7b527e34-c316-11e7-8307-( 16178b60-ca328-117-9502-0

{7654060-c328-1167-9502-0 7b527035-¢316-11e7-8367-( 1633¢308-¢328-1167-9502-0

{7654060-ca28-1167-9502-0 7b52¢c56-c316-1167-8367-0 160367 1d-ca28-1167-9502-0

o
on
F
Py
o
0
N
>
©
Jd
e
o
=
N
o
2
Ll
o
.l
=
o
o
N
)
g
®
J
X
)
o
J

Be7d2ed-ca2s-11e7-9502-0 -

Figure 2.5.4.1.2-A. Custom Table Arrangement

This query will produce a table composed of three columns in the order specified in the
query. The data will be sorted by the ParentlD column in descending order (Figure
2.5.4.1.2-A).

Table columns can also be rearranged manually. Simply click and drag a column header to
the new desired position.

2.5.4.1.3 Sample: Credit Validation Exceptions

Query: JKQL> Get the Activities from ‘Verify Credit’ that did not meet the
'SLA' show as table

Credit Validation Exceptions (2
Get the Activities from "Verify Credit' that did not meet the 'SLA' show as table 0 Ll B3 &« v
EndTime
£6362942-bf13-11e7-ad1b-0 237e¢242-ca25-11e7-9502-C CreditValidate o NFOQ 11/1/2017, 4:49:58 PM 11/1/2017, 4:50:01 PM 3
d0c3ca3a-c953-11e7-aecs-0 df3ff1cf-ca25-1167-9502-00% Creditvalidate [ JNe] 11/142017 55228 PM | 11/142017 55230 PM |2
€9ab1957-ca2a-11e7-9¢49-0 b837efal-ca2a-11e7-9502-0 CreditValidate o INFO 11/13/2017, 7:29.54 PM 11/13/2017. 7:29.57 PM 2
b42b23e2-ca2b-11e7-87b9-( bb7faaes-ca2b-11e7-9502-0 CreditValidate o INFO 11/15/2017, 7:37:15 PM 11/15/2017 7:37:18 PM 2
9816b076-c95b-11e7-974b-( 99375e0b-ca26-11e7-9502-( CreditValidate [; JINe) 11/14/2017, 6:48:09 PM 11/14/2017 6:48:11 PM 2

Figure 2.5.4.1.3-A. Sample Viewlet — Credit Validation Exceptions

The viewlet above is in the Sample-OrderTracking repository. It shows an example of
exceptions or errors for specific activities. Here we are checking for ones that missed their
service level agreement (SLA) requirements. A user would utilize this to find the errors and
then drill down into the specifics in the Console to try and learn why. This is part of the
forensics process.
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2.5.4.1.4 Sample: Snapshots

A table of snapshots will not have check boxes. To get additional data details, click on the
underlined elements. Additional details will display in the Console section (Figure 2.5.4.1.4-
B). See Section 2.4.4, Console Panel, for more information.

Get snapshots

SnapshotName
PS MarkSweep 6/22/2017, 12.21.53 PM GarbageCollector 213
PS Scavenge 67222017 12.21.53 PM GarbageCollector 1378
Activity 6/22/2017, 12:21:45 PM Java 090 3000
CPU 6/22/2017, 12.21:39 PM Java 8
Memory 6/22/2017. 12.21:.32 PM Java
PS MarkSweep 6/22/2017, 12.21:.32 PM GarbageCollector 213
Activity 6/22/2017. 12.21.30PM  Java 1090 3000
PS Scavenge 62272017, 12:21:30 PM GarbageCollector 1
Thread 6/22/2017, 12.:21.30 PM Java 69 35000 69 1
Activity 62212017, 12:21.25 PM Java 1090 3000
CPU 6/22/2017, 12:21:25 PM Java g
DQC MACunann KMIMINAT 499498 DM RarhanalSaAlliartar an ¥

»
Page [ ot 1 View 1- 87 of 87

Figure 2.5.4.1.4-A. Snapshot Viewlet

Get Snapshot where SnapshotName = 'Activity" >O M Svals

SnapshotName SnapshotTime BlockedCount BlockedUsec OverheadUsec SlackUsec TotalCpuUsec WaitUsec WaitedCount

300 32493000 7
1099 2000 1399 15600.1 32493000 341
1090 3000 1399 15600 1 32493000 247
1090 3000 1399 15600.1 32493000 547
132 17812828 5600 185000 2312
82212017, 122044 PM 1090 2000 2 1399 22493000 547
1382 17812828 1817 5600 186000 12312
8222017 122013PM  Java 1090 3000 962 1399 22493000 547
2213PM Java 1090 2000 962175 1399 32493000 547
18 17812828 1817 6600 186000 12312
1090 3000 962175 1399 32493000 547
Activiy 7382 17812828 1817 6600 186000 12312
»
Page (I o' 1 View 1-130f13

Figure 2.5.4.1.4-B. Detailed Console Viewlet

If a user has permissions to run jKQL queries, the jKQL query can be modified by changing
the Show as expression.
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apshot Det x ' Snapshot Details

Get Snapshot where SnapshotName ="Activity’ show as barchart

E
3
% e
-
H
H

6,000,000

Wallusec

Get Activity where Severity = "WARNING

ActivitylD Parenti ActivityName StartTime ResourceName ResourceType
04d2602.c953-1167-30b4-0. 3720c14.c326-1167-950; A\ WARNING 1N42017. 55240 PM 11142017, 55240PM | 41ms 579ys London, England Orderid 1231298 ~
12633005-ca23-1167-3200-0 1901968-ca24-11e7-9502-00 PaymentProcess A\ WARNING 1152017 6:4234PM  11/1502017 6.4234PM  33ms 362us London, England Ordertd 123123@
12612207.ca23-1167-29b-0 19102079-ca24-1167.9502.C A\ WARNING 11152017 6:4234PM 11152017, 6:4234PM  34ms 848us London, England Orderld 123123
12516009-ca23- 1167-3290-07 19109¢ 24-1167-9502-C A\ WARNING 11/152017, 6:42.33 PM 11/152017. §:42.33 PM London England Orderid 123123@;

356c95-bf13-11e7-ad1b.0 2376c242-ca25-117-9502.0 i, WARNING 112017, $50.02PM 1 London, England Ordertd

139890 03 cafcldTt.ca2y. i\ WARNING 11152017 64620 AM | 11152017, 6:46:20 AM London, England Ordertd 123123@:
b{dbb03-cOb- 1167-8168-0z calci4s! 1167-950 s A\ WARNING 11/152017 64620 AM | 11/15/2017, 6:46:20 AM London, England Orderld 123123@
foe fcfTe-ca27- 1167-9502. A\ WARNING 11152017 64620 AM  11/152017, 6:46:20 AM London, England Ordertd 123123@;
bf9c3de cObl.1167-3163-07 cafd1b91.ca27- 11e7-9502. A\ wartiNG NNSR017. 64620 AM 11152017, 6:46:20 AM Longon, England Orded 123123@:
347, 1167.9308.C 262e€722-ca28-1167-9502-C A 11/152017 71045PM 11152017, 71045PM  35ms 858us London, England Ordertd 123124
£7113841-c227-11 1167-9502.C A\ WARNING 1AS2017.71039PM 13152017, 71039 PM  38ms 94dus London, England Ordentd 123123@:
7019833-ca27-1167-a62c-0. 22905100-a28-1167-9502-0. PaymentPr A WARNIN 1152017, 710:40PM  11/152017. 71040PM 35ms SB4us London, England Ordertd 123123@:
5 167-363¢.0 2295 8116795020 i\ warnING 1152017 71040PM 11152017, 710.40PM  38ms 446ys London, England Orderid 123123@;
£70be0e7-c227-1167-363c-0 229051dc-ca28- 1167.950; A\ WARNING 11152017 7:1039PM 11152017, 7:1039PM  42ms 526us London England Orderid 123123@:
13-1167-905e-0 1572 5-1167-9502-0 A\ WARNING 12017, £4947PM  1V12017 44947PM | 41ms 66us London, England Ordentd 123123@:
£6e9b826-b113-1167-909¢-0 1c57b4d5-ca25-1167-9502-0 PaymentProcess i\ WARNING 11112017, 4:49.47 PM 1112017 44947 PM 39ms 549us London England Orderid 123123@

350113-1167-909¢-0 1¢57b4g3-ca25-1 0 2 A\ WARNIN 11/172017, 4:49.02 PM 112017 44902PM  36ms 291us London, England Orderld 123123@

‘ »
Page (il 12 ~ ~ View 1-100 of 105

Figure 2.5.4.1.4-D. Activity Details

Get Event where EventType = 'RECEIVE'

EventiD ParentiD EventType Location
162043456166 1166-37d2-00 1c204282-665-11e6-H00K RECEIVE 0 0 80712017, 22057 PM 67201722057 Pl §79ms 813us Los Angeles CA VALIDATE ORDERS QUEUE GENERIC B
{305870-6f6c-116-3762-0. {305607d-646¢-1166-2ch3-o0 ReadOrderContents RECEVE i Y] /712017, 220.52 PM 6712017, 22052 PM 32ms 6795 Miami, Florda SHIPORDERS QUEUE  GENERIC
£35539c0-6f66-1166-27d2-0 (305125b-65c- 1166-2ch-60 EvaluateFravd RECEIVE A warning 87712017, 22050 P 772017, 22052 Pl 15 610ms Washington, Virginia FRAUD ORDERS QUEUE  GENERIC
f6c-1166-37d3-d( f3bdcd RECEIVE O nro 6712017, 2.20.48 PM 60712017, 220.48 PM 381ms 377y Las Vegas. Nevads ROUTE ORDERS QUEUE | GENERIC
{3b4c496.616¢-116-37d2-00 (3043420-646c- 1166-3cD3-60 ValdateCredit RECEIVE 0 o 8712017, 22046 PM 8712017, 220.47 P14 919ms 33us Paris_France USER ORDERS QUEUE  GENERIC
3b42854-6f6¢-1106-370-9( {30300 7-586c-1166-3ch8-dC RECEIVE O inro /712017, 220.43 PM 8712017, 220:44 PM Los Angeles CA VALIDATE ORDERS QUEUE GENERIC
e adat e t1ae s ol e e pes ot RECEIVE O 1o &72017,22037 P 872017 22037 P14 Miamé Florida SHIPORDERS QUEUE | GENERIC
ebesca2 f6c-1166-bc33-60 Ev: ravd RECEIVE A\ warniNG 6772017, 22035 PM 6772017, 220:36 PM Washington_ Virginia FRAUD ORDERS QUEUE  GENERIC
be3bae2-616c. 1166-37d2-d ebd898ee-616c-11e6-bc33 RECEIVE O nro 72017, 22032 PM §72017 22033 P Las Vegas Nevada ROUTE ORDERS QUEVE  GENERIC
foc-1166-37d3-9 ebd848cd-6c-1166-bc33-of ValidateCredt RECEIVE 0 ko 6/7/2017. 22031 PM 61712017, 22032 PM £30ms 166us Paris France CREDITORDERS QUEUE  GENERIC
dfb634e3-606¢. 1106-37da-dC dfa28502-6%c- 1166-2527-d0 ReadOrderContents RECEIVE O nro §/7/2017, 22016 PM 8712017, 22016 PM 32ms 679us Miami Florida SHIPORDERS QUEUE  GENERIC
fb34eb2-6t6c-1106-27d2-9C dfa2See1-66c1166-3527-0C ReadOrder RECEIVE @ ERROR 8712017, 22015 PM 722015 P 53ms B46us London. Englang PAYMENT ORDERS QUEUE GENERIC
fad3430.66c-1166-37d2-4C dfa237ct-6f6c-11 12 RECEIVE O o 672017, 22012 PM 672017, 220112 PM 312ms 95us Las Vegas Nevada ROUTE ORDERS QUEUE  GENERIC
12326et6%c-11e6-3762-d0 dfa 16206 -616c-116-25; RECEIVE 0 ne0 872017, 220 11 P 772017, 22011 PM 27ms 995us Paris France CREDITORDERS QUEUE  GENERIC
41752214.7025-1166-9301-d 41614996 7025-11e6-6214-d ReadOrderContents RECEIVE O ro 6222017 122152PM 6222017 122152PM  32ms 679us Miami Florida SHIPORDERS QUEUE  GENERIC
4160872-7525-1166-9301-d d1612684-7b25-1166-8214-d EvaluateFras RECEIVE A\ WARNING 62272017 122150 PM 82272017 122151PM 15 496ms Washington Virginia FRAUD ORDERS QUEUE GENERIC <

»

View 1- 100 of 106

Figure 2.5.4.1.4-E. Event Details
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2.5.4.2 Column

Column charts allow users to view a large dataset in an easy-to-read column view. See
Section 2.5.8, Filtering and Display Options, for information on filtering options available.

Chapter 2: Using XRay

Elapsed Time for Ovder Events

Get the number of events hields Min{ElapsedTime) . Max(Elapsed Time), AVG(ERp

-
5
Q
o
-
£
-~
>
]

Location

Figure 2.5.4.2-A. Column

Hover over any of the bars in the chart to view a status pop-up.

Location: Miami, Florida

Events Count: 277
Min(ElapsedTime): 113us
Max(ElapsedTime): 38ms 888us
Avg(ElapsedTime): 11ms 869ps

Events Count

Las Vegas, London, Miami, Florida New York,
NY

Los Washing...
Nevada England Angeles... Flonda

Virginia
Location

Las Vegas, Nevada London, England Los Angeles, CA - Miami, Flonda B New York, NY . Paris, France Washington, Virginia

Figure 2.5.4.2-B. Status Pop-up

Click on any of the bars in the chart to view additional details in a Console viewlet. See
Section 2.4.4, Console Panel, for more information.

XRUG 1.09 79 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

2.5.4.2.1 Sample: Elapsed Time for Order Events

Query: Get the number of events fields Min(ElapsedTime),
Max (ElapsedTime), AVG(ElapsedTime) group by location show as colchart

Elapsed Time for Order Events Ll

JKQL> Get the number of events fields Min(ElapsedTime) , Max(ElapsedTime), AVG(ElapsedTi... DCWEBS v

® ®

'
3
o

o
2]

Pl
=
(3
>

w

Las Vegas, London, Los Miami, Paris, Washing...
Nevada England Angeles... Florida N France Virginia

Location

. Las Vegas, Nevada London, England Los Angeles, CA - Miami, Florida

\ ] New York, NY . Paris, France Washington, Virginia

Figure 2.5.4.2.1-A. Sample Viewlet — Elapsed Time for Order Events

The viewlet above is in the Sample-OrderTracking repository. It uses the functions min,
max, and average as applied to elapsed time for events.

2.5.4.3 Bar

Bar charts generate data in a viewlet with horizontal bars. See Section 2.5.8, Filtering and
Display Options, for information on filtering options available.

Similar to the Column chart explained above in Section 2.5.4.2, Column, hovering over the
bars will display a status pop-up and clicking on the bars will open a Console viewlet to
view additional details. See Section 2.4.4, Console Panel, for more information. Number,
count or other numeric expressions must be included in the query or form.

The 10 Worst Events . 2018.11.28 16:45:55622000 +02:00

Get worst 10 Event Belds EveniName, manERpsed Time ), avg(ElapsedTime), StatTine based on Elspsed Time for Ratest woek where Pr

EventName

Avg(tlapsedTime)

2361, 2018-11-28 16-48:40. 190285 +02'00

Figure 2.5.4.3-A. Bar
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2.5.4.3.1 Sample: Events for Latest Hour by Location

Events for Latest Hour by Location 2

Get the number of Events for the latest hour where severity > 'INFO’ group by location, eventname show as barchart =) [l @ oQ v

(@ Show all
London, Location: London, England

England EventName: ReadOrder
Events Count: 8

Location

New York,
NY

Events Count

B evaluatefraud  [Jf] ReadOrder SQL.execute
Figure 2.5.4.3.1-A. Bar Chart — Events for the Latest Hour by Location

The bar chart viewlet is useful as it allows you to easily see the differences of various item
counts, grouped by location, severity, or another keyword.

2.5.4.3.2 Sample: Events by Severity

BarChart : Events By Severity y

Get number of events group by severity show as barchart < Ll B S < v

P ®
DEBUG
INFO
NOTICE :
WARNING

ERROR

>

o~
=
)
>
o
()

cATI IIDE
FAILURE

CRLIILAL
FATAL

HALT

3,000 4,000 4,589 5,000

Events Count

B norice ] warning ERROR FAILURE CRITICAL FATAL

Figure 2.5.4.3.2-A. Bar Chart — Events by Severity

This bar chart shows the number of events, grouped by severity. Modify the chart colors in
Main Menu > User Settings > Manage Settings (Colors tab) to make the viewlet more
informative and easier to analyze (Section 3.2.5).
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2.5.4.4 Line

1 vem1s by the munute

Get number of events group by eventname, startiime bucketed by minule show & inechant

Events Count

Recoive

Figure 2.5.4.4-A. Line

Hover over the dots to view a status pop-up and exact axes values.

get the number of Activities fields StdDev(ElapsedTime) group by ActivityName, location show as linechart L ) Ll TN e N

120® ~

105 EEEEES
ActivityName: PaymentProcess
Location: London, England
Activities Count: 105
StdDev(ElapsedTime): 3ms
832ps

-
c
3
o
o
-
4
=
>
©
<

AcceptO... CreditV... Orders PaymentProcess process... Registe... RouteOrder  ShipOrders validat...

ActivityName

-8~ Las Vegas, Nevada London, England Los Angeles, CA ~&-— Miami, Florida @~ New York, NY

- ®= Paris, France Washington, Virginia

Figure 2.5.4.4-B. Status Pop-up

Click on any of the dots to view additional details in a Console viewlet. See Section 2.4.4
Console Panel, for more information.
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2.5.4.4.1 Sample: Exponential Moving Average for ElapsedTime

Query: get events compute EMA (ElapsedTime, 20) show as linechart

Exponential Moving Average for ElapsedTime | Ca

jKQL> get events compute EMA(ElapsedTime, 20) show as linechart DCMEAS <V

800ms .

@ Shiw all

EMA ElapsedTime

400ms

300ms .

StartTime

Figure 2.5.4.4.1-A. Sample Viewlet — Exponential Moving Average for ElapsedTime

The viewlet above is in the Sample-OrderTracking repository. An exponential moving
average (EMA) is being computed to chart elapsed time over a window of time. EMAs are
used with trends and enable one to see the rate of change between one data point and the
next.

2.5.4.4.2 Sample: Events for Latest Time Range by Location

Query: Get the number of Events for the latest 4 years group by
location show as linechart

Event fields - 2018.05-10 14:40:22.056000 +05:30 Lo

Get the number of Events for the latest 4 years group by location show as linechart ) sk % C Sewv
20,000 .

15,000

-
c
3
o

o
“w

-
c
©
>

w

L 2

LoggerM... LoggerM... LoggerM...

-8~ Events Count

Figure 2.5.4.4.2-A. Sample Viewlet — Events for Latest 4 Years by Location
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The viewlet above is in the Sample-OrderTracking repository. It is a line chart showing the
trend in important event occurrences. Clicking on any of the “dots” or points will take the
user to the Console where they can see additional details about each event. From there
they can compare events or display the topology of an individual transaction.

2.5.4.5 Pie

Activities by Application 2

get the number of activities fields appiname, avg(elapsedtime) for the latest 60 minutes g. DCMMS Sy
X

WebOrders: 11.78% FraudAlert: 11.7-

VerifyOrders: 13.10% OrderR«

) ) ProcessPayment: 11.84%
VerifyCredit: 12.82%

- RegisterUser: 11.19%
ShipProduct: 15.82%

Figure 2.5.4.5-A. Pie

2.5.4.5.1 Sample: Serious Event Distribution

Query: Get the number of events for the latest hour where
severity > ‘WARNING’ group by location, severity order by severity
show as piechart

Senous Event Destribution

New York, NY, HALT: 4.55%

New York, NY, FATAL: 18.18% London, Engl

27.27%

New York, NY, CRITICAL

13.64%

New York, NY, ERROR: 22.73%

'ork, NY, FAILURE: 13.64%

Figure 2.5.4.5.1-A. Sample Viewlet — Serious Event Distribution
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The viewlet above is in the Sample-OrderTracking repository. Itis a pie chart which is
often used when counting something and you want to show the distribution of results for
each member of a group or specifically severity in this case. This approach makes it easy to
see where the biggest groups are that may need attention and further forensic analysis.

2.5.4.6 Stack

The %0 Worst Events - 2018-11.28 164855682000 +02:00

Max(ElapsedTime)

CovStrean

EvemtName

2:00 [ 20181128 16:48:4(

Figure 2.5.4.6-A. Stack
Stack charts must contain Group By expressions.
2.5.4.6.1 Sample: Orders for the Latest 3 Days that Missed their SLA

Query: Get the number of activities for the latest 3 days that did not
meet ‘SLA’ group by location, activityname, severity, starttime bucketed by
minute show as stackchart

Orders for the Latest 3 Days that Missed their SLA 2

Get the number of activities for the latest 3 days that did not meet 'SLA' group by location, activityname, severity.. D C MBS Sy

2 ®

Activities Count

Los
Angeles...

CreditValidate .ValidateOrder

Figure 2.5.4.6.1-A. Sample Viewlet —Orders for the Latest 3 Days that Missed their SLA
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The viewlet above is in the Sample-OrderTracking repository. It is searching for missed

SLAs (service level agreements) and is presenting them in a stacked bar chart grouped by
name, location, severity, and time.

Stacked bar charts are a powerful way to display a lot of data about the status of
something in a very concise way.

2.5.4.7 Geo Map

Geo map viewlets are useful when transactions and operations between different countries
or even continents need to be monitored and analyzed. Geo maps are used when location
is important, and you want to first start with that, then drill down to specific applications
when troubleshooting a problem.

Supported types for geo map viewlets are relatives and activities — select them while
creating a viewlet with a form or specify them in a jJKQL query line. If using activity data
type, the viewlet must have the ‘Group by Geolocation’ expression.

Below is an example of a geo map viewlet, which can be found in the Sample-
OrderTracking repository (Figure 2.5.4.7.1-A).

2.5.4.7.1 Sample: Geo Map Events by Location

Query: Get relatives show as geomap

Geomap: Events by location »

Gelt relatives show as geomap DO C MBSV

-~ .
==

Nethedands™ "=~~~ ~~~*
China

Figure 2.5.4.7.1-A. Sample Viewlet — Geo Map Events by Location

The above viewlet displays the set of items within a geographic location. Each icon (push
pin) represents a location (for example, United States) and the collection of all the entities
such as applications, activities, events, and servers in that location. Each of the arrows
shows a relationship between entities in one location with another. The dotted line shows
a parent-child relationship (called enclosed) between the locations, while a solid line would
represent an observation of an event in one location sending a message to an event in
another (called send-to).
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You can modify the JKQL query and get a geo map of activities where the data will focus on
the perspective of agents.

2.5.4.7.2 Sample: Geo Map Activities

Query:jKQL> Get activity group by geolocation show as geo map

Columbus. Ohio. United States
Apphcatons
» Activites

» Gvents

Figure 2.5.4.7.2-A. Sample Viewlet — Activities Geo Map

On the left side of the geo map viewlet, there are zoom in (@), zoom out (H) and fit to
screen (@) buttons for better scope of the data.

On the right side of the viewlet there is a grey copy of the map. It is used as a havigation
field to quickly change the map’s focus.

D Cfas <y

Click to
Show/Hide
navigation field

Figure 2.5.4.7.2-B. Geo Map - Navigation Field
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After clicking on a specific location, the entire country will appear in light blue.

Figure 2.5.4.7.2-C. Selecting a Country

Click on the health bars above country names to drill into the data.

Figure 2.5.4.7.2-D. Country Health Bars
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A status window opens. Click on any of the items to view additional details in a viewlet.
The viewlet opens in the Console section.

United States h
Applications (3)
Activities (105)
Activity Status Count (105)
A\ Exception 0
Others 105

Meeting objectives Count (365)

IMeet all 365
Partially meet 0
Do not meet 0

Events mssmwm (146)

Severity Count (146)
A\ Warning 16
@ Error 16
o Failure 4
@ Critical 3

O Hait 1
€ Fatal 6
Others 100

Figure 2.5.4.7.2-E. Status Window
P~ concoe N + |

Ol A SwvalZ

SourceFQN SourceName SourceType CountryName ServerName
APPL=VerifyOrders#SERVE VerifyOrders APPL UNITED STATES 3996638 -8301277 8 VerifyOrders ProcessServer110
APPL=ProcessPayment4SE ProcessPayment APPL UNITED STATES 4197459 9165805 8 ProcessPayment PaymentServerSWIFT

} APPL=WebOrders#SERVER WebOrders APPL UNITED STATES 3996638 -83.01277 8 WebOrders WebServer100

Figure 2.5.4.7.2-F. Additional Details

2.5.4.8 Scorecard

Activty Scorecard: Latest Week 77 Activities [~

Get the number of Actvities for the ialest hour where the severity > INFO' group by Activ 2 MEAZT SV

ActivityName * Location ElapsedTime Seventy

O o

23382ms O v 1
Wahiooion Veoinia 33 25ms O v 1
35 282ms O vt 1

Figure 2.5.4.8-A. Scorecard
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To create a scorecard viewlet, Group by must be used. Use within the jJKQL query (see
Section 2.5.1.1, Create Viewlet with a jKQL Query) or select within the Create / Edit viewlet
form (see Section 2.5.1.2, Create a Viewlet with a Form).

2.5.4.8.1 Sample: Activity Scorecard Latest Week

Query:jKQL> Get the number of Activities for the latest week where the
severity > ‘YINFO’ group by ActivityName, location, elapsedtime, severity
order by ActivityName, severity desc show as scorecard

Get the number of Activities for the Lalest week where the severty > INFO’ group by ActivityName, location, elapsed TJ 5, Lid B2 o v

ActivityName = Location ElapsedTime Severty
O o
O na
O nar

O na

35 113ms O ax

3212003 O b 1

35 152ms O rax 1

35 184ms O v 1

35 225ms O var 1

32 232m3 O wau

35 303ms O nau 1 -

Figure 2.5.4.8.1-A. Sample Viewlet — Activity Scorecard Latest Week

The viewlet above is in the Sample-OrderTracking repository. It is a Scorecard being used
in this example to display details about activities that have an important severity (ones that
need attention). The scorecard layout groups activity names in the first column and their
details in the subsequent columns. Each row shows an additional instance of activities with
the same name. Activity names are not unique. You can differentiate between one activity
and another by referring to the activity ID for each one.

The line, severity desc show as scorecard, within the JKQL query sorts the results in
descending order.

Scorecards are most often used as a grouping mechanism to see the status of a specific
application or activity at a glance.
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2.5.4.8.2 Sample: SLA Violation Scorecard
Query:jKQL> Get the number of Activities for the latest week that did not

meet the ‘SLA’ group ActivityName, location, elapsedtime order by
ActivityName show as scorecard

SLA Violation Scorecard 11 Activities [2

Get the number of Activities for the latest week that did not meet the 'SLA' group by ActivityName DCHMBT LY

ActivityName # Location ElapsedTime Activities Count

CreditValidate Paris, France

ValidateOrder

Figure 2.5.4.8.2-A. Sample Viewlet — SLA Violation Scorecard

The viewlet above is in the Sample-OrderTracking repository. It is a scorecard displaying
SLA violations for each activity grouped by location.

2.5.4.8.3 Sample: Application Performance Index Analytics

Query: JKQL> Get activities fields Apdex(ElapsedTime, 3sec,4.5sec) group by
ActivityName, location order by ActivityName show as scorecard

Application Performance Index Analytics »

Get activities fields Apdex(ElapsedTime, 3sec,4.5sec) group by ActivityName, location order by ActivityName. ) Wl B = & v

ActivityName = Location Apdex(ElapsedTime,3000000,4500000)

AcceplOrder New York NY 1.0
CreditValidate Paris France 0.990476
Orders Las Vegas. Nevada 0.504762
London. England 0.504762
Los Angeles, CA 0.504762
Miami. Florida 0.504854
New York, NY 0.495146
Paris, France 0.504762
Washington, Virgini 0.509615
PaymentProcess London. England 1.0

Figure 2.5.4.8.3-A. Sample Viewlet — Application Performance Index Analytics
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The viewlet above is in the Sample-OrderTracking repository. It is using the statistical
function Apdex. XRay comes with a large library of functions built into it including Bollinger
bands, EMA, SMA, Floor, Median, Round, Standard Deviation, and many more. Apdex
stands for application performance index. It defines a method for reporting and
comparing the performance of software applications to measure user satisfaction.

Here it is used to determine the experience of users in each geographic area for each
activity and its related applications. A “0” means no users are satisfied, while a “1” means
all users are satisfied. A number in-between shows a mix of satisfaction levels. This is
measured in relationship to the target elapsed time, in this case, between 3 to 4.5 seconds.

2.5.4.8.4 Sample: Function Analysis

Query: jKQL> Get Activities fields StdDevPop (properties (‘'OrderAmount’)),
StdDevSample (properties (‘OrderAmount’)),

VariancePop (properties (‘OrderAmount’)),

VarianceSample (properties (‘OrderAmount’)) for this year group by

props (*COUNTRY NAME’) show as scorecard

Function Analysis {2

Get Activities fields StdDevPop(properties('OrderAmount’)), StdDevSample(properties(OrderAmount')), VariancePo.. }7; 3] (B0 = s R

COUNTRY_NAME 4 StdDev(Properties(OrderAr | StdDevSample(Properties( | Var(Properties(OrderAmoul |  VarSample(Properties{‘Ord:
PERU 58078353 58359605 3373.095046 3405.843541

UNITED STATES 59.816239 60.103129 3577.982433 3612.386111

Figure 2.5.4.8.4-A. Sample Viewlet — Function Analysis

_‘C)’_ The same query can be written without noting “properties,” as in the example below (a simpler way of
g*  writing the query). The query will produce the same viewlet. See Chapter 5. Using jKQL for more
information on jKQL queries.

Query:jKQL> Get Activities fields StdDevPop (OrderAmount),
StdDevSample (OrderAmount), VariancePop (OrderAmount),

VarianceSample (OrderAmount) for this year group by COUNTRY NAME show as
scorecard

Function Analysis Vol
Get Activities fields StdDevPop(properties('OrderAmount’)), StdDevSample(properties("OrderAmount')), VariancePo.. , ) Ll B R v

COUNTRY_NAME # StdDev(Properties(OrderAr | StdDevSample(Properties( | Var(Properties('OrderAmoul | VarSample(Properties("Ord

PERU 58.078353 58.359605 3373.095045 3405843541

UNITED STATES 59.816239 60.103129 3577.982433

Figure 2.5.4.8.4-B. Sample Viewlet — Function Analysis

The viewlet above is in the Sample-OrderTracking repository. It is an example of using
standard deviation on the order amount field. Standard deviations are used to determine
how far a value is from the expected value or mean and can illustrate the volatility of this
value over time.
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2.5.4.9 Area

Get refatives show as areachan

20®

ChildLongitude

RelativeType

Figure 2.5.4.9-A. Area

Area charts are used to represent values over a specified period of time. The general
tendencies of data changes or other items are visually represented. In the example below,
the frequency of dpStatusCPUUsage snapshots (with defined word in snapshot name) from
the previous 10 months is displayed.

2.5.4.9.1 Sample: CPU Usage

The viewlet below can be found on the DataPower Metrics dashboard of the Sample-
Middleware repository.

DataPower Metrics - CPU Usage Pl

Get snapshots for latest 10 month where snapshotName contains 'dpStatusCPUUsage’ show as areachart IO C Bty

0® ®

w
=]

)

-
-
c
o
v
4
17}
c
4
£
Ll
o
a 20
=)
2
o
o
-
- |
2
<
(]
o
-

SnapshotTime

dpStatusCPUUsagetenSeconds

Figure 2.5.4.9-A. Area Chart — CPU Usage

Query: Get snapshots for latest 10 month where snapshotName contains
‘dpStatusCPUUsage’ show as areachart
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Hover over chart points to view details in a pop-up display, or click a point to view the
details in a Console panel viewlet.

DataPower Metrics - CPU Usage 12

Get snapshots for latest 10 month where snapshotName contains ‘dpStatusCPUUsage’ show as areachart PO CluES Sy

SnapshotTime: @&
11:36:35 PM ~
d usCPUUs3g onds:

35

SnapshotName:
org\dod\internet\private\enterprises
Category: DataPower
dpStatusCPUUsageoneDay: 25
dpStatusCPUUsageoneHour: 2
dpStatusCPUUsageoneMinute:
30

dp usCPUU:
16
Predictions:
Confidences:
ParentID: d8ccc315-ea84-11e7-
8190-005056c00001
ParentType: ACTIVITY

LS 2017-12-26 23:36:35
Eve >

Location: San Francisco, CA s R
SourceFQN: SRROL e

B
[ J

w
(]

w
(=]

dpStatusCPUUsagetenSeconds
5 3

dpStatusCPUUsagetenSeconds

Figure 2.5.4.9-B. Area Chart — Details

2.5.4.10 Summary

Summary viewlets are used to quickly view various data totals of the repository. They are
displayed in the Summary panel (see Section 2.4.3, Summary Panel).

2.5.4.10.1 Adding Summary Viewlets

2.5.4.10.1.1 Add Summary Viewlet from a Dashboard Viewlet

Add a new summary viewlet from a dashboard viewlet by clicking the Change chart type
and selecting the Summary chart type.

»

) by StarfTire bucketed by Mour show as anomadychart > il ) = < v

-
[
El
Q

v
»
pe
c
e
>

-

StartTime

Figure 2.5.4.10.1.1-A. Add Summary from Viewlet

2.5.4.10.1.2 Add Summary Viewlet when Creating a Viewlet with a Form

When creating a viewlet using a form, users can specify to add a summary viewlet. See
Create a Viewlet with a Form (Section 2.5.1.2) for more information.

Within the Fields section, enable the Count option. Depending on the data type, this
option can be displayed as Events Count, Activities Count, or Snapshots Count.
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When Create is clicked and the viewlet is generated, a summary viewlet will also be

created.

v Viewlet Name
Summary
v Data Type

Historical © Realtime @

v Time Period
v Fields

Events Count
v Group by
w Filters

v Viewlet Type

)

v Viewlet Settings

 Drilldown

Drilldown to: Console

Schema: Inherit from Dashboard

Create Preview

Figure 2.5.4.10.1.2-A. Count Option

2.5.4.10.1.3 Add Summary Viewlets When Creating New Dashboards

When adding a new dashboard, enable Generate Initial Viewlets on the Create new
Dashboard dialog box. Please see Create a Dashboard (Section 2.4.2.1) for more

information on adding a new dashboard. Three default viewlets will be created: Activities
Count, Events Count and Snapshots Count.
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Create new Dashboard

Dashboard Name |

Page Layout

One Column Two Columns Three Columns

¥| Generate initial viewlets

Figure 2.5.4.10.1.3-A. Create New Dashboard — Generate Initial Viewlets

2.5.4.10.1.4 Add Summary Viewlet from the Create/Open Summary Dialog Box
1. Click the Create Summary icon [ + |

Import Data | & Viewlet | 4
[+
Snaps Dl 2| v

Snapshots Count

Figure 2.5.4.10.1.4-A. Create Summary Icon

2. The Create/Open Summary dialog box opens. An explanation of each option is
explained below.

Create/Open Summary

® Create a Basic Summary
Create a Summary Based on Objectives
Open Existing Summary

Figure 2.5.4.10.1.4-B. Create/Open Summary Dialog Box
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Create a Basic Summary

Selecting the Create a Basic Summary option will open the Create Summary dialog box.
Specify Define Query and Viewlet Name.

Create Summary

Define Query
Get

Subscribe To
Viewlet Name | viewiet 3

Figure 2.5.4.10.1.4.1-A. Create Summary Dialog Box

The summary viewlet is now created in the Summary panel.

Viewlet 3 * { Activity Count

Activities Count

i Waiting for new data .

Figure 2.5.4.10.1.4.1-B. Summary Viewlet

Create a Summary Based on Objectives

Selecting Create a Summary Based on Objectives on the Create/Open Summary dialog
box will open the Wizard: Summary Based on Objectives dialog box. Perform the following:

1. Select all desired objectives. Multiple objectives can be selected from the same set.

N

Wizard: Summary Based on Objectives

_O_

OBJECTIVES DATATYPE TIME SAVE
Select objectives

Search objectives
Set name Set criteria Objective name Objective criteria

¥/ Game ((ActivityName equals ("sendfact")))  Completed ActivityStatus="END'

# Game ((ActivityName equals ("sendfact”)))  Completed Without Errors Count(Eventld) = 0 where CompCo
NEWSET ((ActivityName equals ("Sendfact"))) Completed ActivityStatus="END’
NEWSET ((ActivityName equals ("Sendfact'))) Completed_WithoutErrors Count(Eventld) = 0 where CompCo
d SetName has any of ('d_ChildSet1'... HasAllSteps list(SetName) has all of ('d_ChildSe...
e_ChildSet1 (ActivityName equals ("aaa")) a name ="
jKoolDataExport ActivityName="CreditValidate" SLA ElapsedTime < 2 seconds
Place Order ActivityName="AcceptOrder" SLA ElapsedTime < 2 seconds
Place Order ActivityName="AcceptOrder" Successful CompCode = "SUCCESS" e

Objectives can be selected only from the same set

rl

Figure 2.5.4.10.1.4.2-A. Wizard: Summary Based on Objectives —Objectives
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2. Select either Activities or Events for the Data Type.

Wizard: Summary Based on Objectives

_@__O_

OBJECTIVES DATA TYPE TIME SAVE

Choose data type

= Activities

Events

r

Figure 2.5.4.10.1.4.2-B. Wizard: Summary Based on Objectives — Data Type

3. Select a time limit from the drop-down menu.

-
Wizard: Summary Based on Objectives
L
—0—OO—0O—
OBUECTIVES DATA TYPE TIME SANE

Choose time limit

Unspecified a

Predefned

Custom

Date range

F

Figure 2.5.4.10.1.4.2-C. Wizard: Summary Based on Objectives — Time
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4. Enter a name for the viewlet within the Viewlet name field. From the Dashboard
drop-down, select which dashboard the new viewlet should be added to. Click Save.

w
Wizard: Summary Based on Objectives

Save built query in a viewlet

Viewletname  Summary of Activities]

Dashboard JKL-2040

o
Figure 2.5.4.10.1.4.2-D. Wizard: Summary Based on Objectives — Sa\}e
The viewlet is now added to the Summary panel with three fields:
e AIll: Represents the count of activities that met the criteria of all selected objectives.

o Partial: Displays the count of activities that met the criteria of at least one of the
selected objectives.

¢ None: The count of activities which did not meet any of the selected objectives’
criteria.

Summary of Activities

ALL

Figure 2.5.4.10.1.4.2-E. Summary Viewlet Based on Objectives

Open Existing Summary

Selecting Open Existing Summary on Create/Open Summary dialog box will open the Open
Existing Viewlet dialog box (Figure 2.5.1.4-A). See Section 2.5.1.4, Open Existing Viewlet for
more information on Open Existing Viewlet. Select a viewlet and click Open. The
dashboard’s focus will now be the selected viewlet.

The Open Existing Viewlet dialog box can also be opened from the Main Menu (Section
2.3.6).
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2.5.4.10.2 Tear Off Viewlets

The Summary Dock can be opened in its own browser window. Click the Tear Off button
to view the summary viewlets in their own window. See Tear Off for more information.

Data Points - 2018-12-1.. Import Data | el | Viewiet | +

Snapshot Count > Viewlet 4

Snapshots Count ALL

32.2K e

Figure 2.5.4.10.2-A. Summary — Tear Off

2.5.4.10.3 Exact Total

Hover over a count to view the exact total.

Summary

Event Count > Activity Count > Snapshot Count

Events Count Activities Count Snapshots Count

Activities Count
32.2K

Figure 2.5.4.10.3-A. Summary — Exact Total

2.5.4.10.4Edit Viewlet Query
Click the Edit Query button to update the viewlet's query.

> ||V

Figure 2.5.4.10.4-A. Summary Viewlet - Edit Query Button

Summary

RealtimeStats . RealTimeDataSir 3 Event Count | | Activity Count

Events Count Activities Count

jKQL> subscribe to count of activities output every 60 seconds show as
summary|

Figure 2.5.4.10.4-B. Summary Viewlet — Edit Query

2.5.4.10.5 Reset Query

Click the Reset Query button to reset a viewlet’s JKQL query to the last saved query.

oD 2] [w

readiD)

Figure 2.5.4.10.5-A. Reset Query
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2.5.4.10.6 Refresh Viewlets

To refresh summary viewlets, click the Refresh Viewlet button. This process will check for
new data.

Import Data | A Viewlet | 4

Data Poeinis - 2018-12-1...

Snapshot Count - Y Viewlet 4

Refresh Viewlet

Snapshots Count ALL

32.2K
N

Figure 2.5.4.10.6-A. Refresh Viewlet Button

2.5.4.10.7 Viewlet Menu

The Summary Viewlet Menu button allows users to edit, save, save as, remove, or delete
summary viewlets.

RealtimeStats >, \ RealTimeDataSh > \ Event Count > N\ Activity Count

Activities Count

Edit Viewiat

x Conneclion faled! I Waiting for new data . 65.4K

H S

Save Viewlst

Save As Viewlet

Viewlet 2 Remove Viewlet

get number of Event group by EventName, Seventy show as scorecard Delate Viewdat

EveniName =

Figure 2.5.4.10.7-A. Summary Viewlet Menu
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2.5.4.10.7.1 Edit Viewlet

Selecting Edit Viewlet allows users to update the summary viewlet’s details using a form.
After making updates, click Preview to view changes before saving. To cancel and discard
changes, click Close. To save changes made, click Apply.

v Viewlet Name

Summary of the Order Process Flow for Latest Week

v Data Type

Historical ©  Realtime @

Activity

Value

Uniits: Week
v Fields

Activities Count

v Group by

ActivityName

W Filters

v Viewlet Type

B omE
i A

W Viewlet Settings

[

Inherit from Dashboard

Apply ¥ Preview

Figure 2.5.4.10.7.1-A. Edit Summary Viewlet

2.5.4.10.8 Real-time Subscription Viewlet Options

For real-time subscription summary viewlets, use the Real Time Menu button to set an
interval and pause/resume the viewlet data.

RealtimeStats > | [Hi RealTimeDataSir... > It Event Count p Activity Count

3 Events Count Activities Count
Frequency (Seconds)

b wat L
3 65.4K
~ -

Figure 2.5.4.10.8-A. Real Time Menu Button
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2.5.4.10.9 Visual History of Changes

The Summary viewlets include line charts displaying increase/decrease count history as
seen in the below figure.

Snapshot Count |3 Event Count > D 7] v Activity Count

[

Snapshots Count Activities Count

196

Figure 2.5.4.10.9-A. Count History Chart

2.5.4.11 Topology

Get Refative of Activity 1or East year whiere ACtvitytD in (1498 E3-60C-1106-a7da 2050902

P Sever | ¥y Apokcaton | ] OataCenter | source BB Ostatase | T Cuewm |

OrderRontor

Figure 2.5.4.1-A. Topology
A topology is often used to see the “flow” of what happened, and when it happened. This is
very helpful in understanding the status of your applications and objectives.

i=
L:kl » Do notinclude the @ symbol in Resource names. The @ symbol is reserved in jKQL to identify
servers. Using it can cause resource names to be truncated in Topology viewlets.

2.5.4.11.1 Sample: Steps in the Order Process Business Milestone

Query: jKQL> get relatives show as topology

jKQL> get relatives show as topology P9 CmBES 2w

Set | — Sent Message |

Place Order
n ®
°
°
.

Count: 140

Avg: 912ms 915ps
Count: 236

Figure 2.5.4.11.1-A. Sample Viewlet — Steps in the Order Process Business Milestone
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The viewlet above is in the Sample-OrderTracking repository. It shows the auto-
discovered topology of an Order Process, displayed at the business milestone tier.
Topologies can be shown at the geographical, datacenter, server, application, or milestone
tiers. Each of the blue “chevron”-like icons above represents a specific business milestone.
A business milestone is there to represent the completion of a business objective in the
“real world.” It is defined based on established criteria, while its completion determines its
status. Milestones often form a sequence or flow. This happens automatically as the
analytics engine determines an observed relationship between them. The colored bars
underneath each icon are called a. The health bar under each icon is color coded to reflect
status (green = good, yellow = warning, red = critical). It can be clicked to see the status of
the milestone. The arrows between icons show data flow between milestones. This is
automatically discovered. The numbers surrounding the arrow show statistics for the
relationship including elapsed time and count.

2.5.4.11.2 Create / Edit Topology Viewlet

To populate Topology viewlets, the ‘Get relatives <any criteria> show as topology’ statement
must be used. If you're creating a topology with a form, select Relative as the data type.

JKQL> get relatives show as topology 1O C iy s v

@,

-

' Server | i": Application | 3 DataCenter | 4% Resource | ! Database |

KA E;T Queue | = Sent Message | Acts On | Enclosed Correlated

Avg: 243ms 52ps
Count: 63

Vi
Avg: 226ms 555ps - Avg: 583ms 217ps
Count: 205 Count: 76

Figure 2.5.4.11.2-A. Topology

To modify the Topology viewlet, click the down arrow and select Edit Viewlet from the
viewlet’'s drop-down menu. The viewlet’'s editing form opens.
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v Viewlet Name

Steps in the Order Process Business Milestone

> Data Type ->

v Viewlet Settings

Start Level Application

+ Time Period

Unspecified

Layout Types Hierarchic

Show Resources

L s Show Send/Receive Only

B Relatives Count Show Health Bar

w Filters Max Data Count

v Viewlet Type Vv Legend

(T [ - A Show
L
i ll.ll &= v

an)

Preview

|
|
|
|
I
|
|
|
|
|
I
|
|
|
|
v Group by | Health Bar based on
o - - = |
|
|
|
|
|
I
|
|
|
|
|
I
|

Figure 2.5.4.11.2-B. Edit Topology Viewlet Form

Select desired options from the drop-down menus. Check off the Legend check box to
enable/disable the displaying of legend icons. The legend is displayed at the top of
topology viewlets.

In the Viewlet Settings section, you can modify the properties of the topology viewlet.
From the Start Level drop-down menu, select the item type.

v Viewlet Settings

Start Level

oyoutTrpes |l ]

DataCenter
Show Resources

Server
Show Send/Receive ( Application

Milestones
Show Health Bar

Figure 2.5.4.11.2-C. Start Level Drop-Down Menu

Depending on the start level item type selected, the appearance of the viewlet will differ. In
the example below, Server was selected to be the start level.

Avg: 773ms 554us
Count: 9

ProcessServer110 l
Avg: 228ms 4715 > .". Avg: 476ms 295ps ;
Count: 174 Count: 182 Avg: 883ms 976;57‘1
Count: 640
Avg: 11ms 340ps
Count: 93

PaymentServerSWIFT
Avg: 913ms 158us R +.
Count: 327

Avg: 243ms 52us
Count: 63

Figure 2.5.4.11.2-D. Topology Viewlet with Server as Start Level
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Select a layout type from the Layout Types drop-down menu.

v Viewlet Settings

Show Resources :l

Hierarchic

Show Send/Receive (
Gircular

Figure 2.5.4.11.2-E. Layout Types Drop-Down Menu

The topology figures above display the hierarchic layout type. Below is an example of the
circular layout type.

UsersServer

WebSeNélyﬂj024g3 ’ SupplyChainServer
L i ]

~
Avg: 5 s 763us

Count: 6
Payment§erverSWIFT

‘

A

Avg: 913ms 158us
Count: 327

Routing@erver

Figure 2.5.4.11.2-F. Circular Layout Type
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Select all other desired options within the Viewlet Settings section.

v Viewlet Settings

Start Level Application
Layout Types Hierarchic
Show Resources

Show Send/Receive Only

Show Health Bar

Health Bar based on Events

Max Data Count | 16

v Legend

Show

Preview

Figure 2.5.4.11.2-G. Circular Layout Type

Click the Preview button to view the topology viewlet's updates. Click the Apply button to
save the changes. The Close button will close the form without saving changes.
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2.5.4.11.3 Topology Viewlet Properties

Topology viewlets can be displayed within the main view or on the Console panel (when
generated from a table viewlet, see Section 2.5.4.1.1.5, Topology, for information), but the
properties of the viewlets are the same in both cases.

The arrows represent the relationships between relatives. Click an arrow to view statistics.

StateChange EVE( |
! DS_AutoPilot_Health_Policy — Service QM_Status_Monitor
StateChange EVE
Statistics
Property Value
) . CompCode
(QL> Get Relative of Activity where ActivitylD in ('7cbd506f-94a0-11e8-9a2a-0a002
Success 1
‘ @ seer | ®3 Application | & DataCenter | 4 Resource | T ElapsedTime
Avg 6min 425
Count 1
Max 6min 42s
Min 6min 42s
DS_AutoPilot_Health_Policy ‘ Service QM_Status_Monitor Total 6min 425
-~ i< Avg: 6min 42s dTi
Count: 1 Endiime
Count 1
Max 71312018, 12:02:44 PM
Min 7/31/2018, 12:02:44 PM
Click on the Severity
averages to Info 1
display a StartTime
statistics Count 1
table Max 7/3112018, 11:56:02 AM
Min 7/31/2018, 11:56:02 AM
reset
Time 7/31/2018, 12:02:44 PM

Figure 2.5.4.11-B. Topology - Statistics Chart

Users have the following additional options to customize topology viewlets.

get relatives show as topology D CHWMBISLy

@ Sewver | #3 Application | i3 DataCenter | 4 Resource | ! Database | %7 Queue | — SentMessage |
Correlated

Zoom In: (click to show/hide
the Navigation Display Box)

Fit to Screen

Avgy: M0mes S (-

»
Count: 63

Navigation Display Box: Drag and drop or click

the desired area to change the viewlet's focus.

Use your mouse roll button to zoom in and out.

Figure 2.5.4.11.3-B. Topology — Options
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2.5.4.12 Anomaly

Anomaly chart viewlets are useful to quickly see data distribution deviations compared to
the normal distribution.

Anomaly Monitor o

Get the number of events group by StartTime bucketed by days show as anomalychart DCWEAZLY

Events Count

StartTime

Figure 2.5.4.12-A. Anomaly

2.5.4.12.1 Sample: Anomalies via Bollinger Bands

Query: Get number of events group by starttime bucketed by minute show
as anomalychart

Ancmalies via Bollinger Bands

Get number of events group by starttime bucketed by minute show as anomalychart

Events Count

StartTime
Figure 2.5.4.12.1-A. Sample Viewlet — Anomaly Monitor

The viewlet above is in the Sample-OrderTracking repository. This viewlet, which is called
an anomaly chart, is using the function Bollinger Bands to automatically detect anomalies
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in the number of events per day. The red dashed line displays the average event count,
and the blue displays the actual event count. The point at which the blue line surpasses
the red dashed line is when the anomaly is suspected.

2.5.4.13 Histogram

Get number of activity for st 5 days group by processid bucketed by size 10000 show as HEISTOGRAM

2,000

Activities Court

Mean & 18Der 4020 290211

12,000 14,000

ProcesslD

Figure 2.5.4.13-A. Histogram

A histogram represents the distribution of numerical data. To create a histogram, the

frequency of data within a range of values will need to be bucketed into intervals. Opposed
to bar charts, histograms display the frequency of continuous data. The red line displays

the normal distribution. The Mean - stdDev (stdDev — standard deviation), Mean and

Mean + stdDev lines display statistical means. The Minimum line displays the minimum
count.

If creating a histogram viewlet using a form (for more information on forms, see Section
2.5.1.2, Create a Viewlet with a Form), the following settings are required:

¢ Within the Fields section, enable the Count option. Depending on the type of
viewlet, this option can be displayed as Events Count, Activities Count, or
Snapshots Count.

e From the Group by section, select a numerical element that has the bucket option.
Enable this checkbox and specify all associated options. For more information on
bucketing, see Section 2.5.1.2, Create a Viewlet with a Form. If EventCount is selected,
you will have the following options:

o Size: the viewlet generated will divide the data into intervals by the size
range defined within the bucket value field.

o Count: distributes the data in the number of intervals specified within the
bucket value field.

o Auto: if you do not need to specify a particular bucket range.
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e Select the Histogram option within the Viewlet Type section.

Y Viewlet Name

Num of Activity

v Data Type

Historical © Real-time @
y Time Period
‘”Unspedﬁed

v Fields

Activities Count

v Group by

EventCount bucket
—— |

AUTO

AUTO

i +

Y Ao SIZE _.

v Viewlet Type el

i £ v @
™ ill - ok
v Viewlet Settings

v Drilldown

Drilldown to: Console

Schema: Inherit from Dashboard

Create Preview

Figure 2.5.4.13-B. Histogram Form Options

The following viewlet gets generated using the options selected in the figure above. The
same viewlet can be populated also with jKQL (see Chapter 5, Using jKQL, for more

information):

Query: [KQL> get number of Activity group by EventCount bucketed by size 3

show as histogram

Histogram . Num Of Activity

get number of Activity group by EventCount bucketed by size 3 show as histogram

¥
3
o
o
-
-
g
>
v
<

10

EventCount

»

B € v

Figure 2.5.4.13-C. Histogram Viewlet
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2.5.4.13.1 Sample: The frequency of SnapshotCount

In the example below, the frequency of SnapshotCount shows how many activities have
shapshot counts within the specific range, defined by bucketing size.

Query:jKQL> get number of Activity group by SnapshotCount bucketed by size 10
show as histogram

get number of Activity group by SnapshotCount bucketed by size 10 show as histogram = Ll B oS

150

Minimum = 0,0
Mean =1.734513
Maximum = 7.0

Mean - stdDey = -1,287581
Mean + stdpDey =« 756608

-
[
3
°
)
«
°
-
2
]
<

0

SnapShotCount

Figure 2.5.4.13-D. Histogram Viewlet — The Frequency of SnapshotCount

You can change the bucketing type from Size to Count by typing the following expressions

in a JKQL query. The expression, bucketed show as histogram, corresponds to Auto
bucketing type.

Query: JKOL> get number of Activity group by EventCount bucketed show as
histogram

Histogram : NOA by eventcount b
get number of Activity group by EventCount bucketed show as histogram =2 [T s R

100

Mean - stdDev = -0,68742
Minimum = 1.0

Mean = 4.265487

Mean + stdDev = 9.218394
Maximum = 20.0

-
[
3
o
)
"
o
=
2
3]
<

Activities Count: 13

10

EventCount

Figure 2.5.4.13-E. Histogram Viewlet — The Frequency of EventCount
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You can see the difference between size and count bucketing in the table viewlets below.
To generate these examples, click on the Chart button from the viewlet's toolbar and

select the table chart type ﬁ, or modify the jJKQL query’s show as expression.

Histogram - Num Of Activity 12

get number of Activity group by EventCount bucketed by size 3 show as table DM C Qv

o
N

R
!

rs
o
™

Figure 2.5.4.13-F. Bucketed by Size

Histogram - Num Of Activity 2

get number of Activity group by EventCount bucketed by count 3 show as table D C ML

Figure 2.5.4.13-G. Bucketed by Count

In Figure 2.5.4.13-F, the EventCount is divided into an unspecified number of groups by 3.
For example, the first row of data (EventCount is 1-3 and Activities Count is 85) shows that
there are 85 activities taking place within one to three events. The second row of data
(EventCount is 4-6 and Activities count is 14) shows that there are 14 activities which occur
within four to six events.

Figure 2.5.4.13-G shows the data, divided into a specified humber of intervals, by an
unspecified range number.

2.5.4.14 Tree

© (§) PEREORMANC
i)
s 0;, M SARY

* (O END_USER RESPONSE TIME

’ O PERFQAMANCE
* () PLRFORMANCE

v (5) PERFORMANCE

Parent nodes: 304

Figure 2.5.4.14-A. Tree
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Query: get Activity fields ActivityID, Severity, ActivityName show as
tree

Tree viewlets are only available for activities. By default, only the activity’s name and
severity icon are displayed (basic query example: get activities show as tree), butthe
viewlet can be enriched by adding field conditions as in the example above.

Expand an activity’s tree by clicking the arrow immediately before the activity name. All the
child activities, events or snapshots are displayed. An activity with no child records wiill
have a circle instead of an arrow.

2.5.4.15 Clustering

Clustering charts use machine learning data to group data into clusters so that users can
gain insight into the data. This is ‘unsupervised’ learning; a type of machine learning that
looks for previously undetected patterns in a dataset with no pre-existing labels and with a
minimum of human supervision

Below are examples of clustering viewlets.

Query: Get dataset compute
clusters (3, PETAL LENGTH, PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH,’3’,false) show
as table

Clusters in Bar Chart Format

jKQL> get dataset compute clusters(3,PETAL_LENGTH PETAL_WIDTH,SEPAL_LENGTH, SEPAL_WIDTH, '3' false) show as table D [ E2

DatasetiD Percent PETAL_LENGTH PETAL_WIDTH SEPAL_LENGTH
ae2b57bb-657f-11eb-910a-7 Cluster 1 222 49696 14.252 61,797
ae2b57bb-657f-11eb-910a-7! Cluster 2 1.0001. 1.9, 1 0.1.06.0 43.58.5
ae2b57bb-657f-11eb-910a-7|Cluster 3 7 3.0001.5.1, 4 1.0001, 2.4, 1 4.9.7.0001.6

View 1-30f 3

Figure 2.5.4.15-A. Clusters in Bar Chart Format

Query: Get dataset compute
clusters3d (PETAL LENGTH, PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH,’3’,true)

XRUG 1.09 114 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

Clusters in Plolly Format

> gel dataset compuie clusters3d(PETAL_L ENGTH,PETAL_WIDTH,SEPAL | ENGTH SEPAL_WIDTH,'3', true)

HLONTT T3S
@ e s n

w

=

“ L .

PETAL LENGTH

Figure 2.5.4.15-B. Clusters in Plotty Format

2.5.4.16 Correlation

Correlation charts use machine learning data to correlate the data fields. A high positive or
negative number indicates a strong correlation. (A negative number indicates a negative
correlation: both positive and negative numbers show a similar increase in absolute value.)

The below image is an example of a correlation viewlet.

Query: get dataset compute
correlate (PETAL LENGTH,PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH)

KQL> get dataset compute correlate(PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH,SEPAL_WIDTH)

PETAL_LENGTH -
PETAL_WIDTH -
SEPAL_LENGTH

SEPAL_WIDTH -+

PETAL_LENGTH PETAL_WIDTH SEPAL_LENGTH SEPAL_WIDTH

Figure 2.5.4.16-A. Correlation
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2.5.4.17 Feature Suggestion

Feature suggestion chart types use machine learning data to display the fields the machine
learning model considers the most important when predicting a target variable (the fields
that affect the target variable the most).

The below images are examples of feature suggestion viewlets.

Query: get dataset compute
featuresuggestion (PETAL_LENGTH, PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH, SPECIES)
show as table

Feature Suggestion

JKQL> get dataset compute featuresuggestion(PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH, SEPAL_WIDTH, SPECIE E

FieldName
PETAL_LENGTH IMPORTANT
PETAL_WIDTH IMPORTANT

View 1-20f2

Figure 2.5.4.17-A. Feature Suggestion Table

Feature Selection

JKQL> compute featureselection('BloodPressure’) show as colchart

1

FieldName

Figure 2.5.4.17-B. Feature Suggestion Diagram
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2.5.4.18 Forecast

Forecast charts use machine learning data to display a future projection. The below image
is an example of a forecast viewlet.

Query: compute  forecast(‘closingPriceDaily’,100)

Closing Price Forecast

JKQL> compute forecast('closingPriceDaily’, 100)

Apr 28 May 12 May 26 Jun 9 Jun 23
208Served —e— forecasted 80% confidence 95% confidence

Figure 2.5.4.18-A. Forecast

2.5.4.19 Expected

Expected charts use machine learning data to display predictions. Given certain variables,
the expected target variable is displayed. The below images are examples of expected
viewlets.

Query: compute expected (‘'SPECIES’)show as table

Expected

> compute expected('SPECIES’) show as table

SPECIES Predicted SPECIES Accuracy/Explained %

setosa 0.969615 012a6103-fc27-11ea-b2c4-71

setosa 0.969615 049ba7a1-0814-11eb-8e90-7
setosa 0.969615 04b91a09-fdbc-11ea-a23d-7
setosa 0.969615 060df5¢c6-fdd9-11ea-a23d-7¢
setosa 0.969615 06e22b1e-fdd8-11ea-a23d-7
setosa 0.969615 0da63599-04da-11eb-9715-1
setosa setosa 0.969615 0e6b324c-fddc-11ea-9e7d-71
setosa setosa 0.969615 Of4e2eal-fe97-11ea-adba-7¢
setosa setosa 0.969615 0f72¢18a-f920-11ea-867a-7¢
setosa setosa 0.969615 1134a4e4-dd7-11ea-a23d-7
setosa setosa 0.969615 119¢c4b19-fe9c-11ea-a9ba-7i
setosa setosa 0.969615 1429283f-f921-11ea-867a-7¢

Page - of 1 View 1 - 50 of 50

Figure 2.5.4.19-A. Expected Table
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Expected closing price

jKQL> compute expected('closingPrice’)

1 1]
o

@
. ....—‘

200
Regression 1

Figure 2.5.4.19-A. Expected Diagram

2.5.4.20 Images

Image viewlets allow you to display data on any predefined SVG image with custom
bindings. The powerful, lightweight rules engine, json-rules-engine, is used for binding
realization. You can share image viewlets (see the Share Viewlet section) for quick access.

SVG images have many elements, but the most important are the following:

¢ <metadata >

e <style>
o  <defs>
. <g>
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The following is an example:

Query: [KOL> Get sensor fields all where PolicyName=’DEMO - EAI Workflow
Business Process.bsp’Show As Image (‘demol’)

Get Sensor fields all where PolicyName = "DEMO - EAl Workflow Business Process._bsp’ Show As Image(’demo1’)

)

< curdepth PMT.REQ curdepth PMT.RSP
Sensor value: 283 Sensor value: 558 HIGH

i i A AN
Sensor value: 3.32 Sensor value: 2.48 Senys"or value: 0.18 Sensog value: 0.21
1

v ms ops time v ms ops time ms op time

Sensor value: 181 Sensor value: 333 Sensor value: 73

Figure 2.5.4.20-A. SVG Image Viewlet

If interested in utilizing SVG image viewlets, contact Support for assistance.
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2.5.5 Date and Time

2.5.5.1 Select Date and Time Range
Viewlet date and time range can be updated. Perform the following:

1. Click the Date & Time Range icon.

Fl

The 10 Worst Events

= Get worst 10 Event fields EventName, max(ElapsedTime), avg(Elapse... 9 Lol g =g v

te and time range for this viewlet

CsvStream

EventName

10ms 20ms

Avg(ElapsedTime)

0 00:00:00.011116, 2018-11-28 17:14:40.360139 +02:00

Figure 2.5.5.1-A. Date & Time Range Icon

2. The Date & Time Range dialog box appears.

The 10 Worst Events

Get worst 10 Event fields EventName, max(ElapsedTime), avg(Elapse ey Lol B9 & & v

Date & Time Range

Custom
Limit
Value

CsvStream
Units

o
E
s
Z
S
c
°
>
I

10ms 15ms 20ms

Avg(ElapsedTime)

0 00:00:00.011116, 2018-11-28 17:14:40.360139 +02:00

Figure 2.5.5.1-B. Date & Time Range Dialog Box
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3. From the drop-down menu select the filter type: Unspecified, Predefined, Custom

or Date Range. After selecting a type, specify all associated filter options and click
Save.

2.5.5.2 Date and Time Filtering in Viewlets

Child viewlets inherit date and time conditions (i.e., for last week, from, to, etc.) from their

parent viewlets; however, the time expression will not appear in the child’s jKQL query. See
the figures immediately below for an example.

JKQL> get activities for last week

ActivitylD ParentiD ActivityName Severity StartTime EndTime
2584bd92-05e4-11ea-8¢66-C MQ_PUT_TO_MQ_GET o INFO 11/13/2019, 9:06:40 AM 11/13/2019, 9:06:45 AM
10365570-05e4-11ea-8¢66-C MQ_PUT_TO_MQ_GET OM 11/13/2019, 9:06:05 AM 11/13/2019, 9:06:14 AM
fc4a8a8f-05e3-11ea-8c66-0. MQ_PUT_TO_MQ_GET OM 11/13/2019, 9:05:31 AM 11/13/2019, 9:05:36 AM

Figure 2.5.11-A. Summary Panel (parent) Viewlet: Includes Time Condition

| Activity Details

jKQL> Get Activity where ActivitylD = '2584bd92-05e4-11ea-8c66-0242ac120011"

ActivitylD ParentiD ActivityName Severity StartTime EndTime

2584bd92-05e4-11€a-8¢66-0 MQ_PUT_TO_MQ_GET 0|NFO 11/13/2019, 9:06:40 AM 11/13/2019, 9:06:45 AM

Figure 2.5.11-B. Console Panel (child) Viewlet: Time Condition Applies (but does not
appear in JKQL query line)

To view the date and time condition, simply hover over the Console viewlet's orange
“IKQL>" label.

If the originating parent viewlet does not have a “for” condition, or if a Console viewlet does
not have a parent viewlet, then the dashboard’s default date and time will be applied to the
Console viewlet and will display in the label.

J Activity Details

JKQL> Get Activity where ActivitylD = '2584bd92-05e4-11ea-8¢66-0242ac120011"

Date Filter: 2019-11-13 09:06:40.979006 +02:00 to 2019-11-13 09:06:40.979006 +02:00
AcuvitylD ParentiD ActivityName

2584bd92-05e4-11ea-8¢66-C MQ_PUT_TO_MQ_GET

Figure 2.5.11-C. Hover to See Date Condition

.

_G_ If the dashboard has a default date and time (see Section 2.3.5, Default Date & Time Range), it is
~g/*  applied for all viewlets within the dashboard. If the date and time is set for a viewlet, then it will take
TIP precedence over the dashboard’s default date and time.
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2.5.6 Refresh Viewlet

To refresh viewlets, click the Refresh Viewlet button. This process will check for new data.

Application Topology v

Get relatives show as topology DD C A < v

Figure 2.5.6-A. Refresh Viewlet

2.5.7 Viewlet Menu

Click the menu icon to open the viewlet menu. Functions are described below.

o Edit Viewlet: See section 2.5.7.1 below for more information.

e Save Viewlet: Allows you to save any changes to the viewlet.

e Save as Viewlet: Allows you to create and save a copy of the viewlet with a new
name. The new viewlet can be found on the Open Viewlet dialog box (Figure 2.5.1.4-
A) and added to any dashboard.

e Remove Viewlet: Allows you to remove the viewlet from the dashboard. A dialog
box opens asking you to confirm the removal. The viewlet is not deleted and can be
restored by opening the Main Menu and selecting Viewlet > Open (Open Existing
Viewlet dialog box opens), select the viewlet, to be restored, and click Open.

¢ Delete Viewlet: Allows you to delete the viewlet. A dialog box opens asking you to
confirm the deletion.

o Export to CSV or Export Viewlet: For table and scorecard viewlets, this option will
be Export to CSV (to download data to a .csv file). For all other viewlet chart types,
this option will be Export Viewlet (to download data to a .svg file). Please note that

viewlets can also be exported in .json file format, see Section 2.6.2.2, Export, for more
information.

¢ Share Viewlet: Viewlets can be shared on a web page or internet browser. See
Section 2.5.10, Share Viewlet, for more information.

2.5.7.1 Editing a Viewlet

Click the Viewlet Menu icon and select Edit Viewlet.

L> get worst 10 event fields EventName, max(ElapsedTime) group by EventName show as barchart ko) Wt B3 & <& v

. Edit Viewlet

Save Viewlet
AMQ7777E

Save As Viewlet

WebLogStream
Remove Viewlet

0 500ps ims 500ps 2ms 2ms 500ps

]
E
o
'
[
o
@

Delete Viewlet
Max(ElapsedTime)

AMQ7777E [l webLogStream

Share Viewlet

Figure 2.5.7.1-A. Edit Viewlet Menu
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Options are different for each display type. All traits of a viewlet are displayed on the right
side of the screen.

v Viewlet Name
Events StackChart
v Data Type

Hstodcal ©  Realtme @

£
5
3
S
=
§
>
@

| consoe
Las Vegas, Los Washing... Miami, London, New York, -
Nevada Angeles... Virginia Florida England NY ‘ [ ——
Location
Preview
INFO [Wnotice [l WARNING ERROR FAILURE CRITICAL FATAL

Figure 2.5.7.1-B. Edit Viewlet Form

After making changes, click Preview to view updates made before applying. To discard
changes and cancel, click Close. Click Apply to apply the updates (updates will not be
saved) or click on the downwards arrow on the right side of the Apply button to get the
Save option to save the changes (this will save the modifications).

v Viewlet Type

i E
an

v Viewlet Settings

> Schema

2 Drilldown

Close Preview

Figure 2.5.7.1-C. Form Options
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2.5.8 Filtering and Display Options

Users can view more detailed data displayed within viewlets. Use the following methods to
drill into viewlet data and customize how viewlets are displayed.

2.5.8.1 Filtering with Variables

Viewlets can easily be filtered using variables. While creating or editing a viewlet with a
Form (see Section 2.5.1.2, Create a Viewlet with a Form, or 2.5.7.1, Editing a Viewlet), click

the plus button k= within the Filters section to add a new filter.

Select a filter and the function from the drop-down menu and click the settings button ﬂ
to expand the filters toolbar. Select the Variable tab and click the pencil button. Please
note, that not every filter will have this tab.

The Create new variable window opens. Type in a name for the variable and check off the
Auto suggestion checkbox if it is not selected to get item suggestions to use as the filter
criteria (this option is available only for items which have auto suggestion functionality).
When the Auto suggestion is not available, the variable will need to be updated manually
(no suggestions will be provided).

E-:'.l . Multiple variables filters can be created by repeating the same steps described above, but their
#  names must be unique.

EVENT B ;
(@Horice v Group by

5c-dl g EVENT @ norice
Te6-badc-0{1dec680a-0d12-11e6-9270-6| ONLOAD EVENT Euoncg w Filters
Create new Variable StartTime [ =Equa
12/03/2019 14:21:09.334000 |
Create new Variable [
Severity || = Equal
Name
Value Variable Field
v Viewlet Type
* - When checked, you will receive variable suggestions
i &
v " m T v Viewlet Settings
348-0d12-11€6-9270-d ValkdateOrde: SEND @ norice 101212019, 10:29:52 A}
> Schema
EVENT @ norice v
RECEIVE U 2
(@ =rroR > Drilldown
SEND @ norice

EVENT © norice

Figure 2.5.8.1-A. Modify Variables
Click the pencil button to edit the name of the variable filter. To remove a filter, click the
minus button E The variable value label is placed between curly brackets {} (this is how

variable expressions appear in jKQL queries). For example:

Get Events where Severity = ${E:Severity:Event:Severity} show as
table

Expression “${E:Severity:Event:Severity}” can be manually replaced with a severity
type (for example, INFO):
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jKQL> Get Events where Severity = ‘INFO’ show as table

« Filters

12/03/2019 14:44:55_311000 m o

Value Variable Field -]
${E Event:S PR -

v Viewlet Type

i E

a)

v Viewlet Settings
2 Schema

> Drilldown

Close Preview

Figure 2.5.8.1-B. Modify Variables

Click Apply or Save (click the Apply button’s drop-down menu). The Modify Variables
window opens. If multiple variable filters were added, they all would appear in this
window. If the Auto suggestion checkbox was checked off while creating or editing the
variable, the Modify Variables window will have a drop-down menu with suggestions

provided, for example, the viewlet data can be filtered by severity type.

Severity

get number of Event where Severity = ${E:Severity-Event-Severity} group by Severity show as co...

-
=
3
o

(5]
«

=
c
(3
>

1]

NOTICE

Severity

ERROR FAILURE CRITICAL FATAL

Severity

FAILURE CRITICAL FATAL

Figure 2.5.8.1-C. Modify Variables

Modify Variables

NONE a
|,

NONE
TRACE
DEBUG
INFO
NOTICE
WARNING
ERROR
FAILURE
CRITICAL

FATAL

HALT
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Select the severity type from the suggested drop-down menu and click Apply. In the

figures above and below, the Fatal severity type was selected. The jKQL query and the
Severity viewlet were modified according to the selected variable.

Severity Vel

get number of Event where Severity = 'FATAL' group by Severity show as coichart D C MBS LY

e ®

Events Count

Figure 2.5.8.1-D. Modify Variables

To modify variables, perform one of the following:

¢ Modify directly in a viewlet's jJKQL query by entering a value between the curly
brackets { }

¢ Modify within a viewlet's form

¢ Click the Modify button on the top right corner of the workspace to update all
viewlets that use the same variable within the dashboard

Q [ This Year

oo 18 J] e+ |

Figure 2.5.8.1-E. Modify Variables
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2.5.8.2 Viewlet Scroll Bars

Use the scroll bars within viewlets to view a specific time range and change the amount of
data displayed. These scroll bars appear in column, bar, line, stack, area, and anomaly
chart types. The scrolls at the top control the X axis of the chart and the scrolls to the right
control the Y axis.

Oute Pomds 1 vents

Pt rantes of events Kr e week roup By MTTe Suchntod Sy hour show an eechant

Figure 2.5.8.2-A. Viewlet Scrolling

2.5.8.3 Zoom In/ Show All

Select data for a more detailed view. Using your mouse, draw a box around the area you
would like to drill into.

Data Points - Events 2

get number of events for latest week group by starttime bucketed by hour show as linechart <) [E1T =2 s R

5,000. ~

4,000

3,000

2
o
§
2

2018-07-31 10:00:00

StartTime

* -~ Events Count

Figure 2.5.8.3-A. Zoom In On a Specific Area
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Only the area selected will be displayed. This feature functions within the following chart
types: column, bar, line, stack, area, topology, and anomaly.

Data Points - Events 2

get number of events for latest week group by starttime bucketed by hour show as linechart

o WERFTN - s R
[ ] .Y

@ Show all

-
-
3
2
o
-
-
€
<
>
1]

StartTime

*~ Events Count

Figure 2.5.8.3-B. Zoomed In Area

To disregard scroll filters and drilling down, click Show all to show all data originally
displayed.

Data Points - Events 2

get number of events for latest week group by starttime bucketed by hour show as linechart

3,000

=R

@ Show all

-
€
3
o
o
-
&
c
3
>
1)

StartTime

*— Events Count

Figure 2.5.8.3-C. Show All
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2.5.8.4 Show / Hide Chart Elements

Within line chart viewlets, a unique line is included for each queue manager, queue
combination. Click legend keys to turn a specific resource off and on. When off, the
resource’s line will be removed from the chart and its key in the legend will appear grey.

£
3
o
o
d
4
=
2
B
<

AcceptO... CreditV... Orders Payment... Process... Registe... RouteOrder ShipOrders Validat...
ActivityName

~#~— Las Vegas, Nevada London, England —@— Los eles, CA -~ &~ Miami, Florida

New York, NY — e~ Paris, France Washington, Virginia

Figure 2.5.8.4-A. Disable Line Chart Lines

2.5.8.5 Viewlet Size

The size of viewlets can be changed using the ellipses symbols appearing on the sides of
the viewlets.

Orders for the Last Hour that missed their SLA »

Get the number of activities for the latest 3 days that did not me... =5 Lul B3 & < v

Q Show all

-
c
3
e
o
@
v
=
>
t
<

StartTime

Creditvalidate . ValidateOrder

Figure 2.5.8.5-A. Change Viewlet Size

The vertical ellipsis ﬂ appearing on the sides of viewlets allow users to:

e Increase/decrease viewlets by sliding the ellipsis left or right. This will
increase/decrease the size of all viewlets appearing within the same column.
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o Expand viewlets appearing in the same column to fill the screen by clicking the
ellipsis. If there are viewlets appearing in the right column of the dashboard, these
viewlets will be hidden until the ellipsis is clicked again.

The horizontal ellipses B appearing on the top/bottom of viewlets will increase/decrease
the height of viewlets.

2.5.8.6 Show / Hide Viewlets

Click on the box immediately to the left of viewlet titles to collapse . or expand .
viewlets. A viewlet's collapsed or expanded state will remain until changed (even between
logins).

Activity Distribution >

JKQL> Get the number of activities group by name, location order by severity show as piechart ) Ll B3 = < W

AcceptOrder, New York, NY:
7.13%

CreditVvalidate, Paris,...: 7.13%

Other: 14.54%

ValidateOrder, Los Ang...: Orders, Las Vegas, Nevada:
0y o8

Figure 2.5.8.6-A. Show / Hide Viewlets

2.5.8.7 Tear Off

Notice that all viewlets have a Tear Off button located at the top right corner. Clicking
the Tear Off button will open the viewlet in a new, larger window.

This feature is helpful in a datacenter where you may wish to display a viewlet or
dashboard on a large monitor. For example, a large screen of summary viewlets can
display a high-level environment status view.

An alternative use case might be for an administrator or developer with multiple screens.
They can have the full dashboard on one screen and a specific viewlet they are configuring
on the other.

2.5.9 Rename Viewlet

To rename a viewlet, double click the viewlet's name. The field becomes editable and will
appear with a blue frame. Specify a new name and hit the Enter key on your keyboard to
save changes.

Viewlet1

JKQL> GET event fields all where Properties('FileType') = 'Excel’ and Properties(‘UploadTime') = '2019-05-23 10:25:31.428000 +03:00' and Tag = '60702e57-06c4-444c-... |>.

EventType CompCode
1666d1f6-7d2b-11€9-97¢5-02 ExcelStream EVENT O ne & success
f671ce89-7d2b-11€9-97¢5-0! ExcelStream EVENT 0O neo & success

Figure 2.5.9-A. Rename Viewlet
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2.5.10 Share Viewlet

Viewlets and their schemas can easily be shared as a URL or embedded on to a web page
without requiring the viewer to login. The URLs are public, so there is no need for viewers
to log in. This feature is useful for viewlets that need quick, frequent access; simply
bookmark the URLs for easy access.

To share a viewlet, select Share Viewlet from the viewlet's menu (see Section 2.5.7). For

this option to appear on the viewlet's menu, be sure to save the viewlet's dashboard. After
selecting this option, the Share Viewlet window opens.

Share Viewlet

Event StackChart Embed Viewlet

<iframe src="http://172.16.6.2084:808388/jKool/e
mbedded. jsp?type=viewlet&id=9e84154e-3d09-42F
0 b-84e7-85hdB3a3c618" ></iframe>

a
C
J
]
Q
w
F=]
o
-]
1]

Copy to Clipboard

StartTime

Width:
NOTICE WARNING ERROR Enter value

NOTE: Last saved state will be used Height Entervalue.

Figure 2.5.10-A. Share Viewlet Window

A preview of the viewlet is displayed on the left side of the menu. Click the Refresh icon
E to refresh the viewlet if needed.

The code to embed the viewlet in a webpage appears in the Embed Viewlet section on the
right side of the window. Copy this link manually or click Copy to Clipboard. Before
copying, you can enter dimensions within the Width and Height fields to specify the size of
the viewlet. To simply open the viewlet in an internet browser, copy the link appearing
within the double quotation marks and paste into the browser’s address bar.

The final step to enable this feature is to click Share. After Share is clicked, the Shared
Viewlet icon will appear on the viewlet’'s toolbar and the viewlet will be viewable.
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Event StackChart [

KQL> Get number of Event group by EventName, Severity, StartTime bucketed by day order by Severity show as stackchart E| k2] [obl E o<

®

((TEEEREEEEIC e

Oct 01 Oct 02

Events Count

StartTime

. NOTICE WARNING ERROR

Figure 2.5.10-B. Shared Viewlet Icon

Click the Shared Viewlet icon to reopen the Share Viewlet window. You can copy the share
code, update the viewlet’s dimensions or stop sharing the viewlet (click Stop Sharing). The
Viewlet Shared checkbox appears at the top right displaying the shared status.

If Stop Sharing is clicked and a user attempts to view the viewlet, the message, Embedded
viewlet is not available, will appear.

Share Viewlet

Event StackChart Embed Viewlet Viewlet Shared

<iframe src="http://172.16.6.204:8080/jKool/e
mbedded. jsp?type=viewlet&id=9e84154e-3d09-42f
O b-84e7-85bd@3a3c618" ></iframe>

Events Count

Copy to Clipboard
StartTime

Width Enter value
WARNING ERROR

Heiah Enter value
NOTE: Last saved state will be used - N

Close

Stop Sharing

Figure 2.5.10-C. Stop Sharing a Viewlet

¥ Embedded viewlet is not available.

Figure 2.5.10-D. Stop Sharing a Viewlet
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2.5.11 AutoPilot Integration

AutoPilot can be used as an External Data Source (EDS), allowing it to be integrated with
XRay. With this integration, users can perform AutoPilot functions directly in XRay. Users
can query via a jKQL statement to view information about policies that are running on a
CEP instance in AutoPilot. In addition, users can also invoke actions such as
starting/stopping a policy and acknowledging/unacknowledging a sensor. See below for
setup information and for examples of how this integration is useful.

2.5.11.1 Setup: Streaming AutoPilot data to XRay

This section covers instructions for streaming AutoPilot data to XRay. You can choose to
stream policies results, facts, or both. Keep in mind that in XRay, AutoPilot policies results
become events, and AutoPilot facts become snapshots.

To set up streaming, you must first have an access token from XRay and use it to configure
AutoPilot.

2.5.11.1.1 Generate an access token

From the XRay Main Menu, go to Admin settings.

Go to the Organization tab. The Organization Manager dialog opens.

Open the Repositories tab.

Select a repository and click Edit.

Select the Manage Repository Tokens tab.

At least one token should have been created for you as part of XRay backend

ok wh e

installation process. Click R o view the token. Copy the token value and go to step 8.

If no tokens are present, proceed to the next step to generate a new token.

Click Generate Token.

8. Verify that for the token you are using, the Stream setting is set to Active. All other
settings can be left Inactive.

~

Y
Organization Manager
Organization

Manage Repository Tokens Manage Repository Dashboards

Users

Name: | DefaultRepo Owner: | Admin
Teams

Repositories Token Username Stream Query Modify Delete Admin Action

D...eton D cli cti cti cti x
. = e
RN CD D D G0 G <
Show full token
Generate token 2/Unlimited

Figure 2.5.11.1.1-A. Repository Tokens
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2.5.11.1.2 Configure AutoPilot for Streaming

It is recommended that you set up the streaming token in global.properties so that it
applies to all servers. It can also be set up in node.properties for a single server.

1. Go to the AutoPilot root directory (for example, /opt/Nastel/AutoPilotM6/) and
open global.properties.

2. Find the line that reads: "; uncomment if streaming events or metrics to
Nastel XRay."

3. Uncomment the following two lines by removing the semicolon from the beginning of
the line:

;property tnt4dj.source.hosturl=https://data.jkoolcloud.com
;property tnt4j.source.access.token=your accesstoken

4. On the first line, replace the placeholder host URL with the address of your local
streaming server (for on-premises installations) or cloud service (for cloud installations).
The host URL must be a full address. The following ports are examples only. Ports
from the gateway settings could be used instead.
http: 6580
https: 6585

5. Onthe second line, replace your_accesstoken with the access token from XRay.

2.5.11.1.3 Stream events (Recommended)

If you want to stream events to XRay, do the following:

1. In the AutoPilot root directory, open log4j2.xml.
2. Find the line that reads:

<!-- uncomment the following to stream policies events to Nastel
XRay ——>

3. Uncomment the following lines:

<!-- Logger name="policies” Level="info” additivity="false”>
<AppenderRef ref="Tnt4dj”/>
</Logger—-->

Event streaming is now enabled. AutoPilot policies results are streamed to XRay as events.

2.5.11.1.4 Stream facts

If you want to stream facts to XRay, such as facts from Domain Manager, Operating System
Monitor, or from the workgroup server expert, you can do so by following the instructions
below. Every expert that can stream data to AutoPilot has a Streaming Options tab where
streaming can be configured. The example below covers the Domain Manager.

1. In AutoPilot, right-click the Domain Manager and go to Properties.
2. Look for the Streaming Options tab. This tab controls which facts get streamed and
the location they stream to. Many of the fields are optional and have default values
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provided in the tntdj.properties file that is part of the XRay installation package.
However, they can be overridden.

3. For streaming the facts as they update, select Stream Facts. Again, keep in mind that
AutoPilot facts become snapshots in XRay.

4. For streaming periodic derived metrics, select Derived Metrics and set a frequency by
entering atime interval in milliseconds in the Interval of derived metrics field.

5. Since some experts produce a large number of facts, we do not recommend that you
stream all of them. Instead, in the Exclude filter and Include filter provided, it is
recommended that you enter regular expressions to control which facts are streamed.

6. The default Streaming configuration is com.nastel.autopilot.

7. Click Apply to apply changes.

Fact streaming is now enabled. AutoPilot facts are streamed to XRay as snapshots.

General J About l Dependencies ‘ Fact Options ‘ Logging

Recordingr ‘ Restart-Recovery Security |  Streaming Options | Other

Application name:
Data center name:

Derived metrics filter: Basic | Select... ‘ Clear |

Exclude filter (regexp):

Include filter (regexp):
Interval of derived metrics: 10000

Location:

Stream derived metrics:

Stream Facts:

Streaming configuration: \com.nastel.autopilot

| Apply ‘ Help } Close

Figure 2.5.11.1.4-B. AutoPilot Streaming Options

2.5.11.2 Examples: Using the AutoPilot Integration

The following examples show a variety of ways in which you can use XRay to query
AutoPilot data.

Query: get policies fields all

This will return a list of all the policies and policy managers that they belong to. It shows all policies over
all policy managers. This also will return all fields defined in the external data source, not just the
default ones.
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Policies

JKQL> Get Policies Fields All

PolicylD PolicyName PolicyManagerName

OSAP6Node.pxmISOS_Monitor_Polices OSAP6Node.pxml OS_Monitor_Polices
SYS_node_health.bsv$IP-172-31-28-217.US-EAST-2.COMPUTE.INTERNAL _Facts SYS_node_health.bsv IP-172-31-28-217.US-EAST-2.COMPUTE.INTERNAL _Facts
SYS_node_health.osv$DOMAIN_SERVER_Facts SYS_node_health.bsv DOMAIN_SERVER _Facts
DS_AutoPilot_Licensing_Policy$Domain_Manager DS_AutoPilot_Licensing_Policy Domain_Manager
DS_AutoPilot_Health_Policy$Domain_Manager DS_AutoPilot_Health_Policy  Domain_Manager

Page () o 1 View 1-50f5

Figure 2.5.11-A. Get Policies Fields All

Query: get policies fields all where policy manager name='Domain Manager'

This will return a list of all the policies under the policy manager Domain_Manager. This would be the
policies in AP EM under the policies folder under the Domain_Manager policy manager. Again, this
returns all fields, not just the default ones.

Policy FieldsAll
JKQL> Get Policies Fields All Where policy manager name='"Domain_Manager' @ 'f) [kl c v
PolicylD PolicyName ‘ PolicyManagerName
DS _AutoPilot_Licensing Policy$Domain_Manager  DS_AutoPilot_Licensing_Policy Domain_Manager
DS_AutoPilot_Health_Policy$Domain_Manager DS_AutoPilot_Health_Policy Domain_Manager

Pageof1 View 1 -2 of 2

Figure 2.5.11-B. Get Policies Fields All Where...

Query: get policies of policymanager 'Domain Manager' fields all

This is equivalent to the previous query.
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Query: jJKOL>get fields for policies
This will give the list of fields that are associated with the “policy” item.

Fields Policies

jKQL> Get Fields For Policies D [shal

FieldName ‘Data'lype ‘SourceName ’isCustom isDefaultDateField | isDefaultField IisDerived

PolicylD STRING false false
PolicyManagerName STRING false false
PolicyName STRING false false

View 1 -3 of 3

Figure 2.5.11-C. Get Fields for Policies

Query: jKOL>get sensors fields all where policy name='SYS node health.bsv' and
policy manager name=' DOMAIN SERVER Facts'

This will give a list of all sensors for policy SYS_node_health.bsv under the DOMAIN_SERVER_Facts
policy manager. Omitting the policy manager name will give a list of the sensors under all policies with
the name “SYS_node_health.bsv” regardless of the policy manager.

Get Sensors Fields All Where Policy_name="SYS_node_health.bsv’ and Policy_manager_name="DOMAIN_SERVER_Facts' L] 'D |atst C v
SensoriD SensorName SensorPath SensorStatus | SensorValue PolicylD PolicyName

CEP Server Health$SYS_no CEP Server Health CEP Server Health RUNNING SYS_node_health bsvSDOMSYS_node_health bsv DOMAIN
| CEP Server Health/Server H Server Health CEP Server Health/Server H RUNNING SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN
CEP Server Health/Server H Service Status and Recovery CEP Server Health/Server H RUNNING SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN
] | CEP Server Health/Server H Service Restart and Recover CEP Server Health/Server H RUNNING SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN
_| | CEP Server Health/Server H General Indicators CEP Server Health/Server H RUNNING SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN,
CEP Server Health/Server H Server Subscribtion L oad CEP Server Health/Server H RUNNING 66 SYS_node_health bsvSDOMSYS_node_health bsv DOMAIN
_| CEP Server Health/Server H Total Running Sensors CEP Server Health/Server H RUNNING 87 SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN
CEP Server Health/Server H Memory_Utilization % CEP Server Health/Server H RUNNING 539 SYS_node_health bsvSDOMSYS_node_health bsv DOMAIN
) CEP Server Health/Server H Utilization CEP Server Health/Server H RUNNING SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN
CEP Server Health/Server H Timeout Count CEP Server Health/Server H RUNNING 0 SYS_node_health bsvSDOM SYS_node_health bsv DOMAIN

™1 MFD Qanvar Hoalth/Qansar H Pask Dacnnnca Tima (me\  (FD Qanvar Haalth/Qanrar H DI INNING &R QVR nada haalth hev@NNMIVR nnda haalth hev r\rwmi b

Page [ of 1 View 1-51 of 51

Figure 2.5.11-D. Get Sensors Fields All Where...
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Query: jKOL> get sensors fields all where
policy manager name='LOCALHOST.LOCALDOMAIN Facts'

This will give all sensors for all policies under a given policy manager. Note that each sensor has a
unique path (for example, PolicyManager\Policy\Sensor1\Sensor2\Sensor3) and so this would be the
unique identifier for a sensor.

Get Sensors Fields All Where Policy_manager_name="LOCALHOST.LOCALDOMAIN_Facts’ L“ ‘3 |t 8 v
SensoriD SensorName SensorPath SensorStatus | SensorValue PolicylD PolicyName PolicyMa
CEP Server Health/Server H Service Job_Scheduler CEP Server Health/Server H RUNNING stopped SYS_node_health bsvSLOC; SYS_node_health bsy LOCALH(
CEP Server Health/Server H Peak Response Time (ms) CEP Server Health/Server H RUNNING 122 SYS_node_health bsvSLOC/SYS_node_health bsv LOCALH(
CEP Server Health/Server H Rule Engine CPU Idle % CEP Server Health/Server H RUNNING 99.96 SYS_node_health bsvSLOC; SYS_node_health bsv LOCALH(
CEP Server Health/Performa Effective Processing Rate/se CEP Server Health/Performa RUNNING 76 SYS_node_health bsvSLOC: SYS_node_health bsv LOCALH(
_] CEP Server Health/Performa Manager Processing Volume CEP Server Health/Performa RUNNING 55 SYS_node_health bsv§LOC/SYS_node_health bsy LOCALH(
CEP Server Health/Performa Manager(LOCALHOST LOC, CEP Server Health/Performa RUNNING 55 SYS_node_health bsvSLOC/SYS_node_health bsv LOCALH(
) CEP Server Health/Server H Server Subscribtion Load CEP Server Health/Server H RUNNING 52 SYS_node_health bsvSLOC)SYS_node_health bsv LOCALH(
CEP Server Health/Server H Memory_Utilization % CEP Server Health/Server H RUNNING 50.02 SYS_node_health bsvSLOC; SYS_node_health bsy LOCALH(
_) CEP Server Health/Server H Total Running Sensors CEP Server Health/Server H RUNNING 49 SYS_node_health bsv§LOC:SYS_node_health bsv LOCALH(
CEP Server Health/Server H Fact Storage Utilization %  CEP Server Health/Server H RUNNING 4209 SYS_node_health bsvSLOC:/ SYS_node_health bsy LOCALH(
rFD Qanvar Hasokth/Darfarma Currant Dula Datalcar "FD Qanvar Haslth/Darfarma DRIINNING M1 QVE nnada haaslth heu&l NCIQVE nada haalth hey (Nalar-1R-14 b

Page - of1 View 1- 48 of 48

Figure 2.5.11-E. get sensors fields all where
policy_manager_name="LOCALHOST.LOCALDOMAIN_Facts'

Another way to get sensors would be to issue a statement like:
Query: JKOL> Get sensors of policy ‘SYS node health.bsv’

This is equivalent to a statement like “get sensors where policy_name="SYS_node_health.bsv’” but
provides a sort of “shorthand.” These are consistent with the jKQL query language.

Query: jKOL> invoke AcknowledgeSensor using
(PolicyManagerName='MyPolicies',PolicyName="'Testerl',
SensorPath='Untitled/Sensel")

This will acknowledge a sensor called Sensel in the Testerl policy. Similarly using the verb
UnacknowledgeSensor will cause the Sensel sensor to clear the ack flag.

Query: jKOL> invoke StopPolicy using
(PolicyManagerName='MyPolicies',PolicyName="'Testerl"')

This will stop the policy named Testerl. Similarly using the verb StartPolicy will start the Tester1 policy
under the MyPolicies policy manager.

You can also get sensor facts by issuing statements like:

Query: jJKOL> get sensor fact where sensorid='CEP Server Health/Server
Health/Utilization/Timeout Count$SYS node health.bsv$PC 152 Facts'

This will return the facts of the Timeout Count sensor that is part of the SYS_node_health.bsv policy. It
will also return a predetermined set of properties that are associated with this fact (things like ‘last-
changed’,’max’,’min’).
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2.6 Import /| Export

Go to Main Menu > Import / Export for the following import and export options:

o Data (Section 2.6.1).

o Viewlets (Section 2.6.2)
o Dashboard (Section 2.6.3)

o Sets (Section 2.6.4)

2.6.1 Import Data into a Dataset

Import data into your XRay system with an easy-to-use wizard. The instructions below
describe the import process for XRay versions 1.5 and later. For instructions for the version
1.4 import process, refer to the XRay 1.4 User's Guide in the XRay Documentation Library.

Supported formats
The following file formats are supported to import data:

o XLS, .XLSX
As of version 1.5, Microsoft® Excel files are imported as datasets. In versions 1.4 and
earlier, they are imported as events.

e Apache log
Imported as events
e .CSV

As of version 1.5, Microsoft® Excel files are imported as datasets. In versions 1.4 and
earlier, they are imported as events.

e Custom
Imported as configured by the user

To import data into XRay:

1. Goto Main Menu > Import / Export > Data to start the import wizard. (You can also
begin by clicking the Import Data button E=EEK o the top right of your dashboard
or by selecting the Analyze Your Data option on the landing page.)

2. Select your file format on the left side of the screen.

olll

N

LOG
=]

cus

TOM
+ config

3. Click Choose File to navigate to and select the import file.
4. Click Next.
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5. Analyze the preview. Make any desired updates. The following processing options are
available:

CSV Importer

STAGES
Upiosd

Check Your data format

First row as header: Specify whether the first row is a header row.
File encoding: Select encoding type.
Column separator: From the drop-down menu select the column delimiter:
comma, semicolon or tab.
Decimal character: Specify the decimal number delimiter: period or comma.
Date formats: Select a predefined Date format, or enter a Custom date

format in the field provided.

Manage

First row as header. ® Yos O No File encodng. UTF - 8 v Column separator v
Date format  yyyy-MM-dd HH mm < v Custom date format
— = — = T =

1 NAME ELEVATION DATE MLY-TEMP-NORMAL 1 HLY-WIND-AVGSPD

10 LA GUARDIAAIRPORT, NY US a4 774 .L-A

18 | USW00014732 a4 816 | 123

23 | Uswooo14732 LA GUARDIAAIRPORT. NY US 34 08-01T220000 766 94

24 | USWo0014732 LA GUARDIAAIRPORT, NY US 34 08-01723.00:00 758 .t«a

=N I ) el
Figure 2.6.1-A. Import Upload
6. Click Next.
Custom Field v Custom Field v | Custom Fieid v | Custom Field ~ | Custom Field v | Custom Field ~
STATION | NAME ELEVATION DATE HLY-TEMP-NORMAL HLY-WIND-AVGSPD
<[ con v!| conenc o[ oaterime | canen v | Gonerc .

| LA GUARDIA AIRPORT, NY US 34 .CSLHEE'N‘.M 738 16 1
[ CAGUARDIAARFORT, Y US 34 08017080000 757 )
| LA GUARDIA AIRPORT, NY US. 34 06-01709 0000 e 94
| (A GUARDIRARPORT. Y US 34 [oeormirooo0 w07 102
| LA GUARDIA AIRPORT, NY US 34 [ 123
| LA GUARDIA AIRPORT, NY US 34 08-01717.00.00 8186 123
| LA GUARDIA AIRPORT, NY LS a4 08.01T18.00.00 204 122
[ LA GUARDIAARFORT, NY US 4 08017190000 2 s
| LA GUARDIA AIRPORT, NY US 34 766 94
| LA GUARDIA ARPORT WY US 34 ) s
| CAGUARDIARPORT NY US 1 [cecero1 0000 78 [ |

Figure 2.6.1-B. Import Manage

Totai data (ows 50

e Lt ke
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7. Additional processing options are available on this screen. You can:

e Change the name of column headers. Select from the drop-down list or type
over the existing header name.

¢ Map imported data to an existing field within the XRay data model. Alternatively,
select new property to import custom data.

e Remove a column

Custom Field ~

Remove Column
Existing Field
Custom Field

8. Click Next.

9. By default, .CSV and .XLS (or XLSX) files are imported as datasets. Choose whether you
want to import the data into a new dataset or, if one or more datasets exist, import it
into an existing one. By default, a new dataset has the same name as the imported file,
but you can change it.

SV importer

Uslosd

Create New Dataset Use Existing Dataset

Figure 2.6.1-C. Import Map

10. (For version 1.6 and later only. If you're running version 1.5, skip to the next step.)
Click Next. You can specify the length of time you want the dataset to be retained.
Selections are Temporary (1 Hour), Maximum available (180 Days), or a Custom length of
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time in minutes, hours, days, weeks, or months.

Duration of the data existence

O Temporary (1 Hour)

O Maximum available (180 Days)
® custom

Hour v
Minute

Week
Month

11. Click Next. An overview is displayed so that you can confirm the origin of the imported
information.

L
Figure 2.6.1-D. Import Dataset

12. Click Start Import to import the prepared file. Depending on the amount of data, the
import may take a while. After you've started the process, you may close the import
wizard to perform other tasks and come back to the wizard when the import has been
completed.

o If you choose to wait, then when the import process is complete, statistics about the
import process are displayed on the Upload information page. Click Next and skip
to step 3 of the View Imported Data section below.

o If you've closed the wizard, you can resume it at this step later. See View Imported
Data below.
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Upload information

Total lines: Current line: Total Bytes: Bytes streamed:

2,230 2,229 172,468 167,949

613ms 262ps 1

Figure 2.6.1-E. Upload Information

2.6.1.1 View Imported Data

To view all data previously imported, go to Main Menu E > Import / Export > Data. The
Manage Imported Data dialog box opens. It lists all data files that have been imported into
the system. Perform the following to select a file and generate a dashboard to view the
imported data.

1. Click the Editicon ¢ of the imported file for which you want to view data. The Upload
information page of the Wizard is displayed with statistics about the import results.

2. Click Next.

3. New viewlets are automatically created based on the content of the imported data. At a
minimum, a table viewlet is created. Based on the data provided, XRay also may display
other suggested viewlets that you may find useful, such as charts or maps. By default,
all viewlets are selected. Deselect the viewlets you do not want to add to your
dashboard. Click Next.
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Viewlets

ietels.

Figure 2.6.1.1-A. Import Viewlets

4. Create a dashboard for the new viewlets, or select an existing one.

Publish

Create New Dashboard Add To Dashboard

uuuuuuuuuuuu

Figure 2.6.1.1-B. Publish Viewlets to a Dashboard

5. Click Publish to publish your viewlets and view them in the XRay user interface.

2.6.1.2 Delete Imported Data

To view all data previously imported, go to Main Menu > Import / Export > Data. The
Manage Imported Data dialog box opens which lists all data files that have been imported
into the system.

To delete imported data, click the delete icon T 4t the end of the row of the Source file
that you want to delete. The file and its data will be deleted.
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2.6.2 Viewlets

To import or export viewlets, go to Main Menu > Import / Export > Viewlets. The
Import/Export Viewlets dialog box opens. The file format used is .json or .csv.

- , . , ,
L:'.l . Viewlets can also be exported in .svg or .csv format. See Section 2.5.7, Viewlet Menu, for more
#  information.

2.6.2.1 Import

Perform the following to import a viewlet:

1. Onthe Import / Export Viewlets dialog box, go to the Import tab.

Viewlets

Import Export

Override:

OR DRAG YOUR FILE HERE

Figure 2.6.2.1-A. Import / Export Viewlets —Import Tab

2. Check off the Override checkbox to replace an existing viewlet. A viewlet with the
same ID will be overwritten. Please note, IDs are generated automatically. The
Override option is useful when exporting viewlets and importing them back into the
same repository (for example, to restore previous viewlets).

3. Click Choose File to select the .json or .csv file.

4. Click Import. The viewlet is added to the Open Viewlet dialog box (Figure 2.5.1.4-A)
and can be added to any dashboard.
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2.6.2.2 Export

Perform the following to export a viewlet:

1. Onthe Import/Export Viewlets dialog box, go to the Export tab.

Viewlets

Import Export

Search by name

Name
Viewlet 1
All Events
Events by the Hour
v Events by Name and Severity
Anomaly Monitor
v Events Severity
v Events Scorecard
Activities Count
v Events Count
Snapshots Count

Dataset Count

=n

Figure 2.6.2.2-A. Import / Export Viewlets — Export Tab
2. Select the viewlets you would like to export or check the Select All option.

3. Click Export. The viewlets are downloaded in .json file format.

2.6.3 Dashboard

To import and export dashboards, go to Main Menu > Import / Export > Dashboards.
The Import / Export Dashboards dialog box opens. The file format used is .json.

2.6.3.1 Import

Users can import a dashboard with a .json file. To import the file, confirm you are on the
Import tab (the tab will be blue). Click Choose File to specify the import file.

Check off the Override checkbox to replace an existing dashboard. A dashboard with the
same ID will be overwritten. Please note, IDs are generated automatically. The Override
option is useful when exporting dashboards and importing them back into the same
repository (for example, to restore previous dashboards).
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Click Import to start the import process. Once the import is finished, a confirmation
message will appear.

Dashboards

Import Export

Override:

No file chosen ‘Choose File

OR DRAG YOUR FILE HERE

Figure 2.6.3.1-A. Import Dashboards

2.6.3.2 Export

The dashboards can be exported to a .json file. To export a dashboard, go to the Export
tab of the Import / Export Dashboards dialog box. A list of your saved dashboards will

display. Select all desired dashboards or check off Select All. Click Export and the file,
ExportDashBoards.json, will download.

Dashboards

Import Export
Search by name

Name
v Anomalies
Orders

Transactions

Figure 2.6.3.2-A. Export Dashboards
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2.6.4 Sets

To import and/or export sets, go to Main Menu > Import /| Export > Sets. The Sets dialog
box opens. The file format used is .csv. For more information on sets, please see Sets.

2.6.4.1 Import

To import sets, go to the Import tab of the Sets dialog box. Click Choose File to specify the
import file or drag and drop youir file.

Check off the Override checkbox to replace an existing set. A set with the same 1D will be

overwritten. Please note, IDs are generated automatically. The Override option is useful
when exporting sets and importing them back into the same repository (for example, to
restore previous sets).

Sets

Import Export

Override:

No file chosen Choose File

OR DRAG YOUR FILE HERE

Figure 2.6.4.1-A. Import Sets

To change the file, click the Change button or drag a new file. Click Import to start the
import process. Once the import is finished, a confirmation message will appear.
@

Confirmation

Q Set imported successfully

Figure 2.6.4.1-B. Import Sets — Confirmation
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2.6.4.2 Export

Go to the Export tab of the Sets dialog box to export a set. A list of existing sets (imported
or created) will appear. Select all desired sets or check the Select All check box
immediately to the left of the Name header. Click Export to download the files.

Sets

Import Export

Name
v Place Order
Ship Product

test

=n

Figure 2.6.4.2-A. Export Sets

2.7 Social Integration: Slack

XRay Slack integration offers the following benefits:

o Create alerts that send Slack messages to individual users or channels based on
specific criteria.

e Send queries directly from the XRay user interface.

e Send a link to any viewlet (even shared viewlets) directly from the XRay user
interface.

2.7.1 Setup and Use

Step 1. Create a Slack application

The first step to setting up Slack integration in XRay is to create an application in Slack.
Creating and configuring an application in Slack allows XRay to interact with Slack. You can
do this from a browser or through a desktop client.

1. Onthe Slack website, begin the process of creating an app.
a. Loginto Slack.

b. Go to https://slack.com/apps.

c. Click (in the upper-right corner).
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d. Click Create an App.
Customize your workspace

Connect, simplify, and automate your work with Slack apps.

m PSRURIPUNI | [—

2. Onthe Create an app dialog, select From Scratch >.

Create an app X

Choose how you'd like to configure your app’s scopes and settings.

From scratch
Use our configuration Ul to manually add basic info, scopes,
settings, & features to your app.

From an app manifest BeTA
Use a manifest file to add your app’s basic info, scopes,
settings & features to your app.

Need help? Check our documentation, or see an example

4

3. Enter an App Name. For future reference, make sure the name indicates that the
app is for XRay.

4. If applicable, specify a workspace.
5. Click Create App.
6. Set up permissions for the app.
a. Inthe left panel, under Features, select OAuth & Permissions.
b. Inthe Scopes section, under Bot Token Scopes, click Add an OAuth Scope.

c. Add the following permissions. As you type, suggested permissions will be
listed for you to choose from.

1. team:read
channels:read
users:read
profile:read
users:read.email
6. chat:write

7. Add Redirect URLSs.

ok wn

a. Inthe Redirect URLs section, provide the address of the XRay site in the
format <host>/xray/SlackProviderServlet. At a minimum, the address you
provide must include the entire URL up to and including the /xray/
subdirectory. For example:
https://xraytest.nastel.com/xray/SlackProviderServlet.

b. Click Add.
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c. Click Save URLs.

Redirect URLs

You will need to configure redirect URLs in order to automatically generate the Add to
Slack button or to distribute your app. If you pass a URL in an OAuth request, it must

(partially) match one of the URLs you enter here. Learn more

Redirect URLs

https://localhost:8443 /xray/SlackProviderServiet Cancel m

Add New Redirect URL

Save URLs

8. The Client ID and Client Secret are generated by Slack and are needed to add the
Slack application to XRay. Go to the Basic Information section in the left pane and
make note of these two values. Click Show to view the value in text form so you can
copy it for use in XRay setup.

App Credentials

These credentials allow your app to access the Slack API. They are secret. Please don't
share your app credentials with anyone, include them in public code repositories, or store
them in insecure ways.

App ID Date of App Creation
‘ AO3TWOT9FJ5 ‘ ‘ August 12, 2022 ‘
Client ID

‘ 3920664268391.3948027321617 ‘

Client Secret

‘ 6e69173093b0bd437ab6990b1fd5bd13 Show Regenerate ‘

You'll need to send this secret along with your client ID when making your oauth.v2.access request.

Step 2. Set up Slack as a Provider in XRay

Before performing step 2, complete the following prerequisite steps to configure Slack

& as an XRay external data source:
1. Load config-slack.xml from the jkool-dbapi/jkool-dbapi-solr-1.5.X/config/ext-data-

src folder.
2. Restart the CEP server and Tomcat.

Now you’ll use the Client ID and Client Secret values from Step 1 to add Slack as a Provider
in XRay.

XRUG 1.09 151 © 2023 meshlQ



XRay User’s Guide Chapter 2: Using XRay

1. From Main Menu > Admin Settings >Providers, select Slack.
Admin Settings

Index Page -

Provider Name Active | Inactive Workspace Name Email Domain
Logout Page

x [AIL v X x X
Sets
Organization
Views
JKQAL Scripts
Volumes
Alerts
Actions >
Providers v

Email
Slack
Logs

Page 1 of0 = » No records to view

Viewlet

2. Click Create.

3. Enter the Client ID and the Client Secret that were generated when you created
the Slack app in Step 1.

Admin Settings

Luyvs
Login Page
Landing Page
Index Page

Logout Page

Sets

Client ID: * 3920664268391.3928971744374
Organization

Client Secret: * f02e0fe8c7be022c64d4cd1925e8¢258
Views

JjKQL Scripts
Volumes

Alerts

Actions >
Providers v

Mote: clicking on "Submit” button you will be redirected to Slack website
Email

Slack
Logs
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4. Click Submit. The Slack web page displays a prompt that asks you to allow the app
to access the workspace.
5% slack

This app was created by a member of your workspace, Test.

s
b b

XRay-Integration is requesting permission to
access the Test Slack workspace

What will XRay-Integration be able to view?
Content and info about channels & conversations 2

Content and info about your workspace »

What will XRay-Integration be able to do?

Perform actions in channels & conversations »

e m

5. Click Allow. You are returned to the XRay interface.

Step 3. Set up XRay Actions for Slack

By setting up an XRay Slack action, you lay the framework for messages to be sent to users
or channels (groups of users). Slack actions send Slack messages; email actions send
emails. (To learn how to set up an email Provider, see section 3.1.10, Providers.) In Step 4,
you’ll associate these actions with alerts so that messages are sent in certain cases.

A Slack action sends a message to Slack users, Slack channels, or both. Messages can
include text, variables, or both.

To create an action:
1. From Main Menu > Admin Settings > Actions, select Slack.
2. Click Create.
3. Enter an Action Name.
4

Select the Provider Name. Users and channels are made available based on the
provider you select.

5. Enter users, channels, or both.
e Enter one or more Users in the field provided.
o Enter one or more Channels in the field provided.

- . -
L:'.l . You canremove a user or channel at any time by clicking the X on the user or channel you want to
7 remove.

6. Enter a Message. For more information about creating and formatting messages,
see Templates and Message Formatting.
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7. To verify that messages can be sent through the provider, click Test. XRay displays a
confirmation message to inform you that the Slack message was sent successfully.

8. Check the user account or channel to ensure that a test message has arrived.

9. Click Save.

Editing Action

Action Name: * SlackActionToGeneralChannel

Provider Mame: * Mastel_SlackProvider v
Users:

Channels: general

Message: * *Query* ${ActionProperty query}

Step 4: Create Alerts to Trigger XRay Actions
Alerts inform individuals or groups about specific scenarios.

You can create an alert that is based on a set of objectives. Alerts are associated with
actions, which send an email or a Slack message based on the defined objectives.

Follow the instructions for creating an alert in section 3.1.8, Alerts. During alert setup, select
the Slack action you want to associate with the alert.

2.7.1.1 Send Queries and Links from Viewlets to Slack

You can send queries and links directly to Slack from the XRay user interface.

2.7.1.1.1 Send Queries to Slack

= . . .
L—ﬂ . 1osend queries to Slack as described here, you must have a Slack action named "QueryToSlack".
7 For suggested message templates, see Templates and Message Formatting.

From a viewlet, you can send a query to Slack.

1. Click the Slack icon E in the viewlet tool bar.
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2. Select Send query to Slack.

ElapsedTime WaitTime

17ms 763us 2ms 859us

553ms 557 s 192ms 425us
ds 786ms 25 169ms
25 79ms 1= 899ms 8/19/2022 2:51:39 PM

XRay displays a confirmation message when the message is sent.
3. Click OK.

A Slack message has been sent with the query.

2.7.1.1.2 Send Links to Slack

L:] . Tosend links to Slack as described here, you must have a Slack action named "LinkToSlack". For
r 4 suggested message templates, see Templates and Message Formatting.

You can send a link to any viewlet, including shared viewlets, to Slack.

1. Click the Slack icon E in the viewlet tool bar.
2. Select Send link to Slack.

2.7.2 Templates and Message Formatting

This section covers creating templates and formatting messages.

Creating “Templates” Using Variables

Messages can include a combination of text and variables.

Example 1

In the example below, a query is sent within the message. The word “Query” is text. The
remainder of the message allows a variable to be inserted.

Query: ${ActionProperty.query}

Message: * Query: %{ActionProperty.query}
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Example 2
This is an example of a message for the QueryToSlack action.

*RepositorylD:* ${ActionProperty.repository|D}
*Dashboard:* ${ActionProperty.dashboardName}
*Viewlet:* ${ActionProperty.viewletName}
*Query:* ${ActionProperty.query}

*Error:* "${ActionProperty.errorMessage}’

Message: * *RepositoryID:* ${ActionProperty.repositoryID}
*Dashboard:* ${ActionProperty.dashboardName}
*Viewlet:* ${ActionProperty.viewletName}
*Query:* ${ActionProperty.query}

Example 3
This is an example of a message for the LinkToSlack action.
Check out viewlet *${ActionProperty.viewletName}* here: ${ActionProperty.link}

Message: * Check out viewlet *${ActionProperty.viewletNamel}* here: ${ActionProperty.link]}

Message Formatting

Slack messages can be formatted using mrkdwn. For example, to make text bold, add
asterisks around it, as shown here:

*Query:* ${ActionProperty.query}

-Q- For more Slack message formatting options, see https:/api.slack.com/reference/surfaces/formatting.
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Chapter 3: Settings

3.1 Admin Settings

When Admin Settings is selected on the Main Menu, the Admin Settings window opens.
See sections 3.1.1 — 3.1.13 below for an explanation of the administrative options available.

Admin

B Today

||
mm Viewlet

& Dashboard

E& Import / Export

Er Admin Settings

# Landing Page

E Feedback

& ppout

v

~ QOrganization
Info
Branding
Features
Users
Teams
Volumes
Repositories
» Tokens
Sets
Alerts
» Actions
» Providers
Views
JKQL Scripts

ML Models

Figure 3.1-A. Admin Settings Menu

=
|;:‘Jf‘ Only administrative users with repository permissions will have this option.
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3.1.1 Organization

Select Organization from the side menu of Admin Settings (Figure 3.1-A) to modify

organization information or branding, or to view the features that are turned on for your
account.

E If your license permits, you can add/update users to organizations on the following screen.

:; If running on premise, external security is used where the users are defined externally and come from
AutoPilot although the teams and other options are still configured there (teams cannot be created).

3.1.1.1 Info
The Info tab stores your organization’s contact information.

. Organization Leunameco Info
¥ Organization g ? : ?

— Organization Info
Info
Organization Name: mesh|Q
Branding
Company Name: meshlQ
Features
Company Address: | 88 Sunnyside Boulevard, Plainview, NY
Users
url: www.meshig.com
Teams
Email: info@meshig.com
Volumes
Owner: U:SYSTEM
Repositories

3.1.1.2 Branding

The Branding tab allows users to configure organization-specific branding of application
pages.

Logos. Select Logos from the Branding sub-menu to change the logos appearing on the
main application window. Color images are subject to a maximum bit depth of 24.

Login Page. Configure the login page settings.

Landing Page. The Landing Page portion of Branding allows you to specify the text of the
landing pages. The character limit is displayed immediately to the right of each field.

Subscription. Stores the Subscription URL.

Contacts. Here you can add the contact email, and specify URLs for support, feedback, and
collectors. The Collectors URL is for open-source collector download links.

System. The Query prompt text field allows administrators to customize the “jKQL>" field
label in viewlets (this is the orange field label that appears immediately to the left of a
viewlet’'s query). The Logout Text allows you to specify the text a user sees when they log
out.

3.1.1.3 Features

Select Features from the side menu of Admin Settings (Figure 3.1-A) to view a list of features
which are active and available to your organization.
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Info Name Description Status
x x | (Al v X
Branding
InputDataRules Allows computing built-in or custom fields for streamed data based on specific criteria
Features MachineLearning Allows use of advanced Machine Learning prediction and analysis facilities
Branding Allows customizing appearance, logo, landing page, web link and other organization elements
Users
Triggers Allows monitoring of activity analysis taking specific actions, or raising alerts, when specific criteria are met
Teams ColdStore Allows saving data and definitions to external data store for archiving and data recovery
Sets Allows grouping of Activities and Events based on defined criteria
Volumes - .
Views Allows defining precomputed, cached query results
Repositories Datalmport Allows importing data into the repository from external file sources
Subscriptions Allows using reaHime queries to monitor streamed data as it is received
» Tokens
Scripts Allows use of jKQL scripts
Sets Volumes Allows distribution of repository data across distinct clusters

Figure 3.1.1.3-A. Features

3.1.2 Users

When XRay uses AutoPilot authentication, users are managed through AutoPilot rather than
XRay. You can review users in the XRay Admin settings; however, you cannot delete or edit
them.

Administrators and the Administrator User:

In the Organization Manager (Main Menu > Admin Settings > Organization tab), the Teams
tab shows AutoPilot groups.

O i meshiQ =
~ Organization rganization 3 sl > Users

Info Name Organization Rele First Name Last Name Email Teams Repositories

Branding Admin Modify Administrators, Operatars, Superusers, Users ©  DefaultRepo, Rishab, Test2, Test
Features Operator View Operators o
Sestma View Users Q  DefaultRepo, Rishab
Policies
Users
Teams
Volumes
Repositories
¥ Tokens
Sets
Alerts
» Actions
¥ Providers

Views

JKQL Scripts

Showing 1-3 of 3 rows

Figure 3.1.2.A Users

Members of the Administrators group have special privileges. The table below describes the
default privileges of administrators compared to non-Administrators when it comes to
repositories. As noted below, users who are not Administrators must be given permission to
view data in repositories.

Administrators Non-Administrators

Global Repositories

Provided as sample Visible Visible
repositories for testing

Only visible with explicit

All Other Repositories Visible o
permission
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Members of the Administrators group in AutoPilot become "Organization Admins" in XRay. This means
that they have Modify permission for everything in XRay except for a small number of features that can
only be modified by the Administrator user, such as the default Date/Time Format and chart colors.

3.1.3 Teams

The users and teams that are configured in AutoPilot are visible in XRay, but do not have
access to data at first. To view data in a repository, a team requires permission to view both
the repository and the dashboard.

Assigning Repositories to XRay Teams:
1. To assign repositories to the team, go to Teams window.
2. When assigning a repository to a team, you also must choose a team role.
e The Admin role has Modify permissions for the repository.
e The User role has View permissions for the repository.

Q

o Organization > meshlQ v > Teams
¥ Organization

Info Name - Organization Role - Members - Repositories

Branding I I IS P
Features Administrators Admin, SYSTEM -3 DefaultRepo, IRIS -3
Policies Operators Operator, Admin, SYSTEM, Administrators -] -]
e User Sushma, Admin, SYSTEM, Administrators & ]
aams loadtesters steral, 310, al0o0, lo.. & DefaultRepo -3
Volumes
Repositories
» Tokens
Sets
*» Actions
Views —
Showing 1-4 of 4 rows @
[T ——— —

Figure 3.1.3.A Teams List

3. Click on View/Edit Team Repositories 2 inthe repositories column.
4. Select the Repositories and Role, then click on Assign.

Organization » meshiQ v > Teams » Operators > Assign Repositories ﬂ

¥ Organization

Info
Reuasimries} |

Branding DefaultRepo

Role: vigy

Features
Assign

Policies

bp) __m.

Teams I A I
Volumes
Repositories
» Tokens
Sets
b Actions
Views
Showing O rows [ ]

Figure 3.1.3.B Assign Repositories to Team
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5. The Manage Team Repositories lists the repositories that team members can see.

o Organization » meshlQ v > Teams
¥ Organization

Info _ Organization Role 4« | Members -

Branding

Features Administrators Organization Admin  ~ Admin, SYSTEM

Repositories

& DefaultRepo, IRIS ]

Policios Operators Organization User ~ Operator, Admin, SYSTEM, Administrators -3 DefaultRepo -3
Users User Organization User ¥ Sushma, Admin, SYSTEM, Administrators -3 -3
loadtesters Organization User ¥ al, 0, 00, lo.. & Dy 3

Volumes

Repositories

» Tokens

Sets

¥ Actions

Views

Showing 1-4 of 4 rows

Figure 3.1.3.C Manage Team Repositories
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3.1.4 Volumes

Volumes allow XRay to be configured so that different types of data can be held in separate
clusters. For example, one small master SolrCloud instance on one node (or two nodes for
replication) might serve as a master volume. Other volumes that are separate clusters
would connect to the master one.

Volumes can handle additional storage for different repositories. Only the XRay
Administrator user can administer (create, edit, and delete) volumes, and only the
Administrator user can assign repositories to volumes. Non-Administrator users only have
read access: on the Volumes tab, they can see the list of volumes, but they cannot do
anything with them.

You can only assign a repository to a volume when the repository is being created, not
thereafter. If a repository is not on a dedicated volume, you cannot move it there later.
Likewise, if it is on one volume, you cannot then move it to another volume.

3.1.4.1 Prerequisites
To use volumes, the following requirements must be met:

¢ You must have more than one Solr instance running. You can install another Solr
instance either on a remote server or on the same server using a different port.
(Two Solr instances on same server require different ports.)

e All volumes must be at the same Solr version as the master volume (for XRay
version 1.5, Solr 8; for XRay versions 1.4 and earlier, Solr 6).

3.1.4.2 When Solr Authentication is Enabled

XRay versions 1.4 and prior:

o If the Solr cluster for any volume requires authentication, then its password must be
the same as that of the master volume. Therefore, you must configure Xray to use
Solr authentication by specifying the user/password in global.properties
(jkool.db.server.user and jkool.db.server.pwd), even if the master cluster is not using
it.
In XRay 1.5 and later:

¢ XRay is enhanced to allow each volume cluster to have a different user and
password. When setting up the volume, use the new Volume User and Volume
Password fields to fill in the Solr user and password needed to connect to the
cluster.

3.1.4.3 Create a Volume for a Solr Installation on a Remote Server

Volumes can be created using the Query Browser. To install the Query Browser, look for
jkool-gb.sh in either the jkool-dbai-1.x.tar.gz package or the separate Windows package.

1. Download and install Solr on the remote server.
2. Start the remote Solr instance.
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3.
4.

Check the SolrCloud console.

In the solr.in.sh file, provide the Zookeeper host. Example:
ZK_HOST="172.16.31.27:2181/xraysolr". If you are running Solr in cloud mode, you must
provide the Zookeeper Root (zkroot). If the Zookeeper Root is not provided, an
exception is generated while creating Solr cores.

Enter the IP address of the master volume as the 'ZKHOST' and the IP address of the
remote volume as the 'SOLRHOST".

Create the volume using the query browser.

For XRay Version 1.4, or for Version 1.5 without Solr Authentication enabled:

Create Volume '<Volume Name>'
Description="Local node Solr Cluster",
Url="http://<solr host>:<solr port>",
Properties=("'SOLRHOST'='<solr host>',

'SOLRPORT'=<solr port>,

'ZKHOST'='<ZooKeeper host>',
'ZKPORT'=< ZooKeeper port>),
'ZKROOT'='< ZooKeeper root>")

In XRay Version 1.5, when Solr Authentication is enabled and used to connect to the
volume, you can add the user and password, as shown bolded below:
Create Volume '<VVolume Name>'
Description="Local node Solr Cluster",
Url="http://<solr host>:<solr port>',
VolumeUser="<username">,
VolumePassword="<pwd>,
Properties=("'SOLRHOST'='<solr host>',
'SOLRPORT'=<solr port>,
'ZKHOST'='<ZooKeeper host>',
'ZKPORT'=< ZooKeeper port>),
'ZKROOT'='< ZooKeeper root>")
Create a repository and assign the newly created volume to this repository using the

following query:

Create Repository '<Repo Name>', OrganizationName='<Organization Name>', VolumeName='<VVolume
Name>'

1=
L:‘.l »  Query Browser is required because repositories created through the user interface use the master
volume.

Go to misc/schemas and run the create-core.sh command to create the Solr cores in
the remote Solr instance.

Jcreate-cores.sh -sh <SOLR HOST> -sp <SOLR PORT> -zh <ZOOKEEPER HOST> -zp <ZOOKEEPER
PORT> -zr <ZOOKEEPER ROOT>

This command will create all the Solr cores in the new Solr cluster. Validate that the
cores have been created by going to the remote Solr instance in the browser
console.

Log in to XRay, go to the new repository, and create the dashboard. If the dashboard
is not created successfully, and instead you receive a message saying that the
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volume is not assigned to the repository, then check your Volume configuration in
XRay Admin Settings.

_‘O_ You can use the 'get repository' query to find out which repository a volume is assigned to. You can
g also use the 'get volumes' query to determine how many volumes you have, and which volume is
assigned to each repository.

3.1.4.4 Field Descriptions

Definition
Solr Zookeeper
Name Name of Volume
Description Description of Volume
Type Solr Zookeeper
URL Solr address or Zookeeper address.
Organization Optional. Fill in which organizations can use this volume.

Usually this is a single organization for a dedicated volume.

Solr Host IP address of your Solr Not applicable.
Host. If the volume is being
created for a Solr instance
on a remote server, the
Solr Host is the remote
volume.

If the volume Type is Salr,
the Solr Host is filled in
automatically based on the
Solr URL entry.

Solr Port The Solr port is filled in Not applicable.
automatically based on the
Solr URL entry.

Zookeeper Host If the volume is being Not applicable.
created for a Solr instance
on a remote server, the
Zookeeper Host is the IP
address of the master
volume.
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Definition

Since Solr comes with its
own Zookeeper, if you do
not provide the Zookeeper
Host properly, the remote
Solr will start the
Zookeeper that comes with
it by default.

Zookeeper Port Zookeeper port. For Not applicable.
example: 2181 (default).

Zookeeper Root Root directory of Not applicable.
Zookeeper. If you are
creating a volume for a Solr
installation on a remote
server, you must provide
the Zookeeper Root to be
able to create the Solr
cores.

XRUG 1.09 165 © 2023 meshlQ



XRay User’s Guide Chapter 3: Settings

3.1.5 Repositories

Select Repositories tab in Admin Settings to display the list of all system repositories. Click
on the Active and Inactive buttons to change the repository status.

A default repository can be specified so that each time you log into XRay, the default
repository’s data will load. This is a user-based setting. See Section 3.2.5, Manage Settings,
for more information.

For information on repository data limits, see Section 2.3.1, Repository.

Organization » Leunameco » » Repositories

¥ Organization
Info Name Members Dashboards | Streaming Tokens Quotas Active / Inactive
x x 3% x x A voox
Branding
DefaultRepo Admin, Administrator, TestU o0 o2 & AggregateRetention: 5184000... @ | [[SLE00 s & @
Features TestRepo001 Admin, Administrator, TestU %0 & 3 & AggregateRetention: 5184000... @ [feXid () S @ @
TestRepo002 Admin, Administrator, TestU, .. €% 0 s 2 @ AggregateRetention: 5184000 @ s @ @
Users
Teams
Volumes
Repositories

Figure 3.1.5-A. Repositories

To configure a dashboard’s teams, click the setup icon o for the dashboard. The list of
dashboards for the repository is displayed. The assigned teams for each dashboard are
included.

Organization » Leunameco v » Repositories > TestRepo001 » Dashboards

¥ Organization

Users Name Teams
* *
Teams
Test Administrators o
Volumes Data Administrators a
Repositories

Figure 3.1.5-B. Repository Dashboards List
Search fields are provided at the top of the Name and Source columns. Click an entry to

edit it. You can also assign a new team to a dashboard by clicking the setup button o for
the team. To assign a team or teams, select them from the Teams list at the top of the
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page. Using the Role list, choose whether you want the team to be able to view the
dashboard only (View) or view and modify it (Modify). Then click Assign.

Organization » Leunameco = > Repositories » TestRepo001 > Dashboards > Test » Assign Teams

~ Organization

Assign teams to dashboard
Info
Teams: Operators

Branding
Role: View v

Teams Name Source Role

Features

Users

x x| [AI v
Volumes

Administrators Organization Admin Modify
Repositories

Figure 3.1.5-C. Repository Dashboard Teams

3.1.5.1 Create Repository

On the Repositories tab, click the Create button to add a new repository to the system.
Review the settings. Click Create to create the new repository.

Organization » Leunameco » » Repositories » Create

~ Organization

- — Repository
nfo
Repository Name: *
Branding
— Repository Quota
Features Aggregate Retention: 5184000 a
Users
Daily Stream Bytes: Unlimited !!I
Teams
Volumes Daily Stream Messages: Unlimited m
Repositories Data Points: 1000000 a
» Tokens
Max Message Size: 5120 ﬂ
Sets
Alerts Max Property Value Rollup: | 100 u
» Actions Max Requests: Unlimited l!l
» Providers
Max Tokens: 100 u
Views
JKaL Scripts Rate Limit Bytes: 51200 a
WILLTLES Rate Limit Count: 50 a
Retention: 5184000 a
Overage Policy: Default (THROTTLE) ~ B8

Figure 3.1.5.1-A. Create Repository
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Aggregate Retention

Field ‘ Definition

Defines the length of time, in seconds, that aggregated data
stored in Datasets table as the result of View evaluations is
kept, after which it is deleted from database.

Daily Stream Bytes

Number of bytes that can be streamed per calendar day.

Daily Stream
Messages

Total number of individual messages that can be streamed per
calendar day.

Data Points

Defines the total number of data points (total number of
Activities, Events, and Snapshots) that can be stored in the
data store at any one time (based on Retention).

Max Message Size

Defines the maximum number of bytes that is stored in the
Message field of Events (generally represents the payload of
the data involved in the Event).

Max Property Value
Rollup

Deprecated.

Max Tokens

The maximum number of Access Tokens that can be defined
in the entire system (for Master License) or in a specific
organization (for Default or organization-specific license)

Rate Limit Bytes

Controls the rate at which your data is processed. This is a
limit on the number of bytes per second.

Rate Limit Count

Defines the maximum streaming rate, in messages per
second, which data can be sent to the system. If data comes in
at a higher rate, the defined Overage Policy will be applied to
the connection.

Retention

Defines the length of time, in seconds, that data is kept. When
the Retention time expires, the data is deleted from the
database.

5,184,000 seconds = 60 days
604,800 seconds = 7 days

Overage Policy

Defines what action is taken when the streaming rate exceeds
either Rate Limit Bytes or Rate Limit Count:

THROTTLE — the connection is throttled so that the processing
rate on the connection is the minimum of RateLimitBytes and
RateLimitCount
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N

DROP — messages are dropped until the streaming rate slows
down to the limits defined by RateLimitBytes and
RateLimitCount

ALLOW - no action is taken, and the streaming is allowed to
continue at the current rate

3.1.5.2 Assigning Teams to Repositories:
1. To assign teams to a repository, go to the Repository tab, select a repository, and

click View/Edit Members. & .

O [ o |

Info Mame Members Dashboards  Streaming Tokens Quotas Astive / Inactive

* Organization

Branding
Features
Policies
Users
Teams
Volumes.
Repositories

» Tokens
Sets
Alerts

» Actions

*» Providers

Views

Retu o Dashard

Figure 3.1.5.2.A Repositories List

2. The Assign Members window displays teams and users to be assigned to the
repository.

* Organization Organization > = » Reposiiorles » DefauliRepo » Assign Members n

ey Teams Users
Branding Assgn teams
o:
Devetapers

Policies

Users

Teams

Voiumes Tech_Owners
Repositories

* Tokens
Sets
Aerts

* Actions

» Providers

Views

etumto Dasthoar

Figure 3.1.5.2.B Assign User/Team to Repository

3. The Manage Team Repositories lists the repositories that team members can see.
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I Orgnizaion > mesNQ > Repuss > Deflfis > Ason Nembers n|

Ly Teams Users
Branding Assign teams
Features
Policies
Users
Teams Name Source Role

Volumes

Repositories

* Tokens

Sels

Alerts

Actions

Providers

Views

Retum o Dasnboar

Figure 3.1.5.2.C Assigned Users to Repository

3.1.6 Tokens

=
L:,‘ Token Setup in XRay 1.6 has moved from its location in previous versions.

You can access token setup in the following ways:

From Admin Settings:

E > Admin Settings > Tokens > Streaming

or

E > Admin Settings > Tokens > Access

or

e
E > Admin Settings > Tokens > Repositories; click the Setup icon in the Streaming
Tokens column.

From User Settings:

E > User Settings > Personal Tokens

3.1.6.1 Streaming Tokens (Admin Settings)

v .. Userswho are not admins can see the streaming tokens for the repository they are in by selecting E >
',Q' About and looking for the Stream Access Tokens line.

| Stream Access Tokens e2dee5c7-bb20-4d1c-8bd7-e068ee4d2447

An administrator defines and configures streaming tokens for the following scenarios and
shares these tokens with all team members as required:
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e Streaming data to XRay
e Setup an AWS CloudWatch metrics HTTP endpoint
e Streaming AutoPilot data to XRay
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Onganizat Organization » lastel - » Reposifory » AMD_Stocks - » Tokens ) Streaming ﬂ
Info Token Repository Expire time Quotas
Branding

A A e @ 4 B @

Feature:
Users
Teams
Volumes
Reposit
Tokens
Streaming
Access
Sels

Alerts

* Actiol

* Providers
Views
JKQL Scripts.

ML Models - T e

Figure 3.1.6.1-A. Streaming Tokens

To set up a streaming token:

W

Click Create.

(Optional.) Enter a Token prefix to identify the type of token, if needed.

Select the Repository to which the token provides access.

Indicate which types of objects you want to stream. By default, all objects are streamed

(the Select all checkbox is selected). You can clear the checkbox to choose individual
items, one at a time. Options are Activity, Dataset, Event, and Snapshot. (To remove a
selection, click the X provided for that object.)

5. (Optional.) To set up the token to expire, use the Expire Time field to select a specific
date and time.

6. Update the Token Quotas as needed. See Token Quotas fields below for details.

7. Click Create.
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Organization » DefaultRepo

* > Tokens » Streaming » Create

— Token

Token prefix:

Repository: * DefaultRepo -

Stream: Al ite e selecte Select all
Expire Time: ol > |

— Token Quotas

Max requests: n te m
Rate Limit (bytes): 5121 % |
Retention (days): 515 El
Overage Policy:  Default (THROTTLE) v+ B

Figure 3.1.6.1-B. Create Streaming Token

Token Quotas fields

When you set organization or repository quotas, the values you set must not exceed the
values specified the max limits defined by your license.

Max requests

Field Definition

Limit on requests for a single personal
access token. After this number, requests
made with this token are rejected.
However, you can continue by resetting the
quota value on the token.

Rate Limit (bytes)

Controls the rate at which your data is
processed. This is a limit on the number of
bytes per second.

Retention (days)

Length of time (in seconds) that streamed
data is retained in a repository.

5,184,000 seconds = 60 days
604,800 seconds = 7 days
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Field Definition

Overage Policy Defines what takes place when the Rate
Limit quotas have been exceeded.

THROTTLE - the connection is throttled so
that the processing rate on the connection
is the minimum of Rate Limit Bytes and
Rate Limit Count.

DROP — messages are dropped until the
streaming rate slows down to the limits
defined by Rate Limit Bytes and Rate Limit
Count.

ALLOW —no action is taken, and the
streaming is allowed to continue at the
current rate.

From the list of streaming tokens, you can view the quotas for a particular token in the list

by clicking the View quotas icon: ® in the Quotas column.

Organization >  Mastel ~ > Reposory > AMD_Stocks~ > Tokens > Streaming n

~ Organization

Info Token Repository Expire time Quotas

Branding

=5 = o Ve gy . FEELLE N Y
Features

c...2d64 Token Quotas

Users

Teams

Volumes

Reposiories

» Actions

* Providers

Views

JKQL Scripts

ML Models Pagen  loft

Retum fo Dashboard Create

Figure 3.1.6.1-C. Token Quotas

3.1.6.2 Access Tokens (Admin Settings or User Settings)
All tokens except streaming tokens can be used for the REST API.

:f‘ All tokens except streaming tokens can be used for the REST API.

Users define and generate their own access tokens, or personal tokens, for the following
scenarios:

e For yourself:
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Sels
Alerts
¥ Acfions.
¥ Providers

Views

JKOL Seripts

ML Medels

Retumn o Dashboard

Generate a QR code to connect to a repository with a mobile device
Generate a token to be able to import data into a repository

For others:
o Authorize someone else to access a repo on your behalf (for example, during

vacation). You can remove their token/revoke access when no longer
needed.

Give someone else the right to stream data to your repository. This might be
a 3rd party that you want to collect data from. Once they have provided the

required data, you can set an Expire Time or remove the token to
discontinue streaming access.

Organization > lastel - > Tokens > Access ﬂ
e time s

LSRR SR
"EEEw
B B B8

Figure 3.1.6.2-A Access Tokens

To set up an access token:

1. Click Create.

2. (Optional.) Enter a Token prefix to identify the type of token, if needed.

3. Select the Repositories to which the token provides access. You can choose individual
repositories, one at a time. (To remove a selection, click the X provided for that
repository.)

4. (Optional.) To set up the token to expire, use the Expire Time field to select a specific
date and time.

5. Update the Token Options as needed. By default, all objects are selected (the Select all
checkbox is selected). You can clear the checkbox to choose individual items, one at a
time. See Token Options below for a list of objects.

Query (for getting data). Allows a user to access the repository data (for example,
from the mobile application)

Modify Allows users to modify non-administrative data in the repository. This
includes the ability to both add and update items.

Delete Allows users to delete non-administrative data in the repository

Admin allows users to manipulate administrative data only (that is, the following
items): Users, Organizations, Teams, Repositories, and Tokens (listed as
"AccessTokens").
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¢ Execute allows users to use Invoke commands (to invoke scripts, actions, or

external actions).

6. Click Create.

Organization » DefaultiRepo ~ > Tokens » Access > Create

— Token

Token prefix:

Repositories:

Expire Time:

— Token Cptions

Guery:

Modify:

Delete:

Admin:

Execute:

[7y]
4]

[7y]

4]

73]

[4%]

7]

[7y]
4]

[15]

1]

1]

5]

[1=]

1]

Select all

Select all

Select all

Select all

Select all

Token Options

Figure 3.1.6.2-B. Create Access Token

Items marked with asterisks below are administrative items. These are controlled by the

Admin token option.

Source Team*
Geolocation Repository*
Address AccessToken*
Server Word
Process Job
AppServer Log
Application DATASTORE
SourceUser Provider
Runtime Action
VirtualSource Trigger
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Network
Device
DataCenter
GenericSource
Event
Activity
Resource
Set
Shapshot
Dictionary
Relative
Variable
Topic
IpLocation
Enumeration
Item

Value

Field

User*

Organization*

3.1.7 Sets

InputDataRules
BayesSourceFields
Parameter
Keyword
Function
ProviderType
Query

Dataset

Script

Policy
PolicyManager
Sensor
SensorFact
MLModel
License
QuotaUsage
View
ViewTemplate
Volume

Feature

Select Sets from the side menu of Admin Settings (Figure 3.1-A). On this window, users can
create, edit, clone, or delete sets (see sections 3.1.7.1 — 3.1.7.4 below for more information).

Sets are configurations used to group repository data. The system uses sets to determine
how data is displayed in event and activity viewlets. Sets can be created manually or

imported with a .csv file (see Section 2.6.4).

Organization » Leunameco -~ » Repository »

Name

X

Orders

kafka_ml « > Sets

Objectives

X

((ApplicationName contains ("Order")) OR (ApplicationNa Response Time SLA: ElapsedTime < 3 seconds & L]

Figure 3.1.7-A. Admin Settings — Set Actions

=]
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3.1.7.1 Create Set

Click the Create button on the Sets window (Figure 3.1.7-A) to create a hew set.

Organization » Leunameco + » Repository » TestRepoD. = » Sets » Create

Name: *

Scope: ~ Related .
Criteria: ~

Objectives: |E|

Figure 3.1.7.1-A. Admin Settings — Sets — Create
Specify the following:

o Name: Enter a name for the set. It must be at least 3 characters long (required).

e Scope: Select either Singular or Related from the drop-down menu.

e Criteria: Enter a criteria value.

o Objectives: Add objectives in this section. Click the blue add icon +. Enter the
objective name and value, for example, ElapsedTime < 3 seconds. Toremove an
objective, click the blue minus - icon.

Click Save. The details of your new set will display.

Organization » Leunameco v » Repository » kafkaml v > Sets

Name Scope Criteria Objectives

X [AI v X x

=]

Orders Related ((ApplicationName contains ("Order")) OR (ApplicationNa Response Time SLA: ElapsedTime < 3 seconds PR |

Figure 3.1.7.1-B. New Set

XRUG 1.09 178 © 2023 meshlQ



XRay User’s Guide Chapter 3: Settings

3.1.7.2 Edit Set

On the Sets window (Figure 3.1.7-A), click the Edit button ¢ of the existing set you want to
edit.

Organization » Leunameco v » Repository » katka_ml v > Sets

Name Scope Criteria Objectives
X (A v X X
Orders Related ((ApplicationName contains ("Order")) OR (ApplicationNa Response Time SLA: ElapsedTime < 3 seconds 4 - [ii]
Orders5 Related ((ApplicationName contains ("Order")) OR (ApplicationNa Response Time SLA: ElapsedTime < 5 seconds Va - i)

Figure 3.1.7.2-A. Admin Settings — Sets
Update all desired fields. Please note that the name of a set cannot be updated.

Click Save when finished.

Organization » Leunameco v » Repository »  kafka ml ~ » Sets > Edit

Name: *

Scope: * Related

Criteria: * ((ApplicationName contains ("Order”)) OR (ApplicationName contains ("Credit")) OR (ApplicationName contz
Objectives: | +

Name: * Response Time SLA Objective: *  ElapsedTime < 3 seconds

Figure 3.1.7.2-B. Admin Settings — Sets — Edit
3.1.7.3 Clone Set

[

Choose the set you want to copy and click the Clone icon = The Script editor opens. The
Name of the new set is the name of the cloned set followed by "Copy." Update the Name
field to rename the new set as needed.

Make your changes to the new script. For details, see the instructions for creating a set
above.

Click Save when finished.

3.1.7.4 Delete Set

On the Sets window, click the Delete button g next to the set you want to delete. A
confirmation message is displayed. Click Yes to delete the set or No to cancel.
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3.1.8 Alerts

Select Alerts from the side menu of Admin Settings (Fiqgure 3.1-A) to set up email
notifications about events.

3.1.8.1 Create an Alert

Click the Create button on the lower left to create alerts for specific activities or events. In
your repository, if you have imported sets with objectives, you will see a list of possible
sets. Only one set or sets with the same name can be selected at the same time to be used
for the creation of an alert.

Leunameco + TestRepo0... +
~ Organization Organization > Repository > p > Alerts » Create

Info

STAGES
Ccases
Branding
Pick an objective(s) you want ta be alerted about (can be selected only from the same set)
Features
Set Name Objective Name
Users - -
[ OBJECT_B @ stA @
Process Payment @ stA @
valiwes Process Payment @ |Successiul @
Verify Ord @ [sA @
Repositories ety Order o
Verify Order @ |Successiul ®
b Tokens event @ |onTime @
Order Placed @ stA @
Sets
Crder Placed @ [successtul @
Alerts. Register User @ siA ®
Register User @ [successtul ®
» Actions
Ship Product @ [siA °
» Providers Ship Product @ [successtul °
Crders @ |Response Time SLA ®
Views
Very Credtt @ |sia ®
jKaL Scripts Vertly Credit @ |successiul °
Crder Router @ |sia @
ML Mocels Crder Router @ |successiul @
CBJECT_A @ sia @
Process Fraud @ |sta ®
Process Fraud ® |successtul ®
Page 1 of1 View 1-20 of 20
Notify When: * | At least one objective is NOT met v

Figure 3.1.8.1-A. Objectives

Select all desired sets. From the Notify when drop-down menu, select when you want to
send a notification. Click Next to continue configuring.

Notify When: * | At least one objective is met v

All objectives are met
At least one objective is met

At least one objective is NOT met
None objectives are met

Figure 3.1.8.1-B. Notification
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On the next screen, select the severity type from the Severity drop-down menu, and
choose how often you would like to get the reports. Click Next to continue.

Organization » Leunameco - » Repository » TesiRepol.. = » Alerts » Create

@ O)
STAGES: S o
Cases Info
Severity: * Critical -
How often to report? *
® Eyery 10 OCCUIMEnces
O Every | 60

Figure 3.1.8.1-C. Alert Cases

On the next screen, enter the Name of the alert, and choose the Action you want to use to

inform users about the problem. (For instructions on how to create actions, see section
3.1.9, Actions.)

Organization » Leunameco - » Repository » TesiRepol.. = » Alerts » Create

@) @ O
STAGES: ey py oy
Cases Info Actions

Alert Name: = | ValidateOrderCritical SLAAlert

Action: * Test Action06 i

Figure 3.1.8.1-D. Alert Information

Click the Test button (enabled when alert name and email address are specified) to send a
test message. An Alert test result message is displayed to inform you whether the test was
successful.

Click Finish to save the newly created alert.

3.1.8.2 Clone an alert

You can create a new alert by starting with a copy of an existing one. Clone an alert by

]
clicking the clone & icon. When cloning, the Alert Name of the new alert is the name of
the cloned alert followed by "Copy." You can change it as needed.
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3.1.8.3 Edit Alert

After clicking the pencil icon ¢ to edit a selected alert, the same window seen when
creating an alert will display. The only difference is that the Test button is now active.

Click the < Back button to modify the previous step’s configurations. Click Test to send a
test notification to your email address (specified on the Create an Action window). Click
Next > to continue editing. After all edits have been made, click Finish.

Organization » Leunameco - » Repository » TesiRepoO... v » Alerts > Edit

) O)
STAGES: — o
Cases Info
Severity: * Critical -
How often to report? *
@® Every 10 OCCUMTENCes
O Every |60

Figure 3.1.8.3-A. Edit Alert

3.1.8.4 Delete Alerts

Delete alerts by clicking the trashcan icon @ |

3.1.9 Actions

By setting up an XRay action, you lay the framework for informing users or groups of users
about a condition that has been met in the data. Slack actions send Slack messages; email
actions send emails. An action is associated with an alert, which defines the conditions (see
section 3.1.8, Alerts).

3.1.9.1 Slack Actions

For information about setting up Slack actions, see step 3 of Setup and Use under Social
Integration: Slack. In Step 4 of that section, you’ll associate Slack actions with alerts so that
messages are sent in certain cases.

3.1.9.2 Email Actions

Before creating an email action, you must set up an email provider. See section 3.1.10,
Providers.

You can send an email to any email address (individual or group). Messages can include
text, variables, or both.

1. From Main Menu > Admin Settings > Actions, select Email.
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2. Click Create.

3. Enteran Action Name.

4. Selectthe Provider Name that will send emails for this action.

5. Select the MIME type: Text/plain or text/html.

6. Enter “from” and “to” email addresses in the Mail From and Mail To An optional
Mail CC field is available to copy the message to additional addresses.

7. Enter the Subject of the message to be sent.

8. Enterthe Message text and variables, if desired. For more information about
creating and formatting messages, see Templates and Message Formatting.

9. To verify that messages can be sent through the email provider, click Test. XRay
displays a confirmation message to inform you that the test email was sent
successfully.

10. Click OK.

Organization » Leunameco v » Actions » Email » Create

— Create email action
Action Name: * TestAlerts
Provider Name: * Email v
MIME type: text/plain M
Mail From: * test@test.com
Mail To: * test@test.com
Mail CC:
Subject: * Test alert
Found activities that matched criteria: ${ActivityName[*]}
Message: *
P

Figure 3.1.9.2-A. Email Action

3.1.9.3 Log Actions

Instead of sending a message through Slack or email, a Log action saves data to a log for
future reference.

XRUG 1.09 183 © 2023 meshlQ



XRay User’s Guide Chapter 3: Settings

1. From Main Menu > Admin Settings > Actions, select Logs.
2. Click Create. The Editing Provider console opens.

3. Enter the Provider Name; this name must match the Provider Name as setupin
Providers (see section 3.1.10).

4. The Line isfilled in automatically, as set in the Editing Provider console.

5. Click Save.
Action Name Provider Name Active / Inactive
X X (A v X
Page 1 of 1 View 1-30f3

Figure 3.1.9.3-A. Log Actions

r— Create log action

Action Name: * alert

Provider Name: * Test1 -

Line: *
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Figure 3.1.9.3-B. Creating Log Actions
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To test the log action:

1. Inthe JKQL Workbench, open any repository.
2. Type “invoke action ‘<action name’>" and run the query.
3. To check the log file, go to AutopilotM6/localhost. The log file can be found there.

JKQL™ Workbench - 172.16.3127:61616
File Edit Query Results Tools Help

TUHPOe 080 % | ® \ R

KA1 K o

Query

1 invoke action "alert'

100%

Resuits | 350N

[Row Count: Last Update:

Messages  History

No results returned
Execute statements complete, count = 1

| ExtItem ~

3
- | ExtltemField
fi- 1] Feature
o
&

| Field

15| Function
InputDataRules
“F| IpLocation

] Item

] Job

| Keyword

| License

‘] Log

MLModel

-] Organization

| Parameter

-
5

5

B

B

-

] Policy

5
5
5
B
B
&

| Policymanager

| Provider
| ProviderType
QuotaUsage

-/ Relative

| Repository

5
&

17| Resource
B Script
e

&

| Sensor

1| sensorFact
set
7] SlackChannel

| SlackUser

7| slackitorkspace
7] Snapshot

| Source

5
5
5
B
B
&

1| statement
Team

w1
- User

- View

(-] ViewTemplate

-] Volume v

[1.5.12 [(]) Administrator irisSNastel |latest 9 year

|india standard Time (+05:30) | Engish (United States)

Position: 1

Line: 1 Offset: 1

Figure 3.1.9.3-C. jKQL Workbench

¥ nastel@localhost:/opt/nastelf AutoPilotM6/localhost

Figure 3.1.9.3-D. Log File in AutopilotM6/localhost
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Figure 3.1.9.3-E. Log File Contents
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3.1.10 Providers

XRay providers are the services you can select from when setting up messaging actions for
alerts. There are currently three provider options available:

« Email. Information about setting up Email as a provider is covered in this section.

o Slack. For information about setting up Slack integration, including how to set up

Slack as a provider, see Step 2. Set up Slack as a Provider in XRay in Social
Integration: Slack.

o Logs. Information about setting up Logs as providers is covered in this section.

3.1.10.1 Set up an Email Provider
1. From Main Menu > Admin Settings > Providers, select Email.
2. Click Create.

3. Enter a Provider Name.

4. Entera Host and Port.

5. Entera Username and Password.

6

If your email provider is required to use STARTTLS, select the Enable STARTTLS

option.
7. Click Create.
r— Create email provider
Provider Name: * Email
Host: * test.smip.exch serverdata net
Port: 25
Username: test@meshiQ.com
Password: | seecnens
Enable STARTTLS: [

Figure 3.1.10.1-A. Email Provider

3.1.10.2 Set up a Log Provider

Log providers are used to log data into a log file in file system. They are only applicable to
on-premises servers, where clients have access to the log files.
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1.

2
3
4.
5
6

From Main Menu > Admin Settings > Providers, select Logs.

Click Create.

Enter a Provider Name.

Enter a File Name. This is the name of the file, as it is stored in the CEP server.

If you want to append the action to the file, select the Append checkbox.

In the Line field, a trigger is created using the shortcuts provided in the Line Editor.
Click the Edit button below the Line field to access the Line Editor and make
changes. When changes are complete, click Apply.

Click Create.

r— Create log provider

Provider Name: *

File Name: *

Append:

Line:

Em

Test1

abc.log

${TriggerTime} [${Severity}] Trigger ${TriggerName} found
${RowCount}
avents${NewLine}${TriggerTime}${TriggerTime:date}${TriggerTime: tima}
${TriggerTime:datetime}${RepolD}${TriggerName}${ProviderName}

P

Restore Defaults

Cancel

Figure 3.1.10.2-A. Log Providers
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_ ) A
Line Editor

$iTriggerTime} [f{Severity}] Trigger ${Iriggermame} found ${RowCount}
events${NewLine}s{TrigeerTime}8{TrigcerTime: date}${TricgerTime:time}${TrigeerT

ime:datetime}${RepcID}E{Triggername }s{Providername}

TriggerTime Dateffime when trigger was firad
TriggerTime:date Dateftime when trigger was fired (Format the value as a date)

TriggerTime:time Date/time when frigger was fired (Format the value as a time of day)

TriggerTime:datetime Dateftime when trigger was fired (Format the value with both date and time;

RepolD

Repository ID trigger is running in

TriggerMame

TriggerSeverity Severity level from Trigger definition

Mame of the Trigger

Condition

The condition as defined in the Trigger definition (value of JKQL field)
ActionMame Mame of the Action
ProviderMame Mame of the Provider
RowCount Mumber of rows in the trigger result set
ColumnCount Mumber of columns in the trigger result set
ltemType

Triggerfesult

Type of jKAL item being monitored in condition (Event, Activity, etc.)

The complete trigger result set, as a JSON string -

Figure 3.1.10.2-B. Line Editor

3.1.11 Views

A View represents a named query whose result is evaluated on a defined interval. After
each periodic evaluation, the results are cached for quick retrieval. The implementation is
analogous to an SQL Materialized View.

Views can be implemented directly using jKQL, or through the user interface.

Let’s define a simple View using jKQL:

Upsert View Name='TestView',
jkgl="'Get Number Of Events Group By EventName',
Schedule='1 day';

This view will be evaluated every 1 day, and the result of the query will be cached.
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Let’s define the same view through the user interface.

3.1.11.1 Create a view

1. On the Views tab of Admin Settings, click the Create button.

2. Enter a Name for the view.

3. Enter the Query that defines the data that the view obtains.

4. Selectthe format for the Schedule expression: JKQL time interval expression or CRON
expression.

5. Inthe Schedule field, enter the interval at which the query will be run and the
frequency (Day, Hour, Minute, or Second).

6. Select the Repository.

Enter the Dataset name to be used.

8. Click Create.

N

Organization » Leunameco -~ » Repository » TestRepoO... ~ > Views » Create

Name: * TestView

Query: * Get Mumber Of Events Group By EventName

Schedule: * 1 Day v
Datasets: | + |
Repository: | TestRep.. v  Datasets: TestDataSet -

Figure 3.1.11-A. Creating a View

When views are displayed in a viewlet, you can edit, delete, activate, or deactivate Views
directly from the query results. Select the view to display an action menu.

Temporary viewlet

JKQL> Get Definition of Views

@ Name | TemplateName | Schedule

et Number Of Events Group By EventName 1 day

Inactive

Delete

Figure 3.1.11-B. Views Action Menu
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Refer to the jKQL User’s Guide in the XRay section of the Resource Center for more
information on views.
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3.1.12 jKQL Scripts

jJKQL Scripts allow custom processing functionality to be executed. For those familiar with
SQL systems, these are analogous to stored procedures/functions. With them, data can be
loaded from jKQL data store, processed, and written back out to data store and/or
returned for display in Ul.

JKQL Script definitions are kept in jJKQL data store. The definition contains either the
complete text for the script, or a URI from which to retrieve the text.

The GenerateDashboard and GenerateMLDashboard JKQL scripts, if available, are
preloaded and can be modified. GenerateDashboard is a helper script that can be reused
in other scripts. When these scripts are found, you can automatically build a dashboard
containing viewlets of machine learning queries. See Create Viewlet with a jKQL Query for
more information.

jKQL scripts can be implemented directly using jKQL, or through the user interface. Some
examples of the direct implementation of jKQL scripts are shown below. These are defined
using the Upsert statement:

Upsert Script Name = 'TestScript', Text = 'var rs = executeJKQL (\'Get

number of events for latest year group by eventname\');
setReturnResult (rs) ;"'

Upsert Script Name = 'TestUrl', Url = 'file:/home/me/example.js’',
Properties = ('FilterField'='STRING', 'FilterValue'='STRING',
'GroupField'="'STRING'), Options = ('MaxRawRows'=30000)

3.1.12.1 Add a script

To add a script through the user interface, start from the jKQL Scripts tab of Admin
Settings.

1. Goto Main Menu > Admin Settings.

2. Select the jJKQL Scripts tab.

3. Click Create.

4. Inthe Script editor, enter the script that you want to save. It will take the form of

JavaScript code that interfaces with jKQL. For example:
var startTime = getScriptParam('starttime');

var endTime = getScriptParam('endtime') ;
var interval = getScriptParam('interval');
var query = "get number of activities fields avg(elapsedtime) as

elapsedtime where starttime > '"
+ startTime
+ "' and starttime <= '""

+ endTime

+ "' group by starttime bucketed by " + interval;

var rsActivities = executeJKQL (query) ;

for (var arow = 1; arow <= rsActivities.getRowCount (); arow++) {
var dataset = createDataset();
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dataset.setField(FieldType.DATASET NAME, 'TestDatasetl');

dataset.setMapFieldKey (FieldType.PROPERTIES, "time",
rsActivities.getValue (arow, 1).getBegin()); // starttime

dataset.setMapFieldKey (FieldType.PROPERTIES,
rsActivities.getColumnName (2), rsActivities.getInteger (arow, 2)); //
number of rows

dataset.setMapFieldKey (FieldType.PROPERTIES,
rsActivities.getColumnName (3), rsActivities.getTimeInterval (arow, 3));
// average elapsedtime

upsert (dataset) ;

}
executeJKQL ("gt datasets fields all")

You can even write an entire JavaScript program (that interacts with JKQL) and save
it as a script. To learn how to call jKQL from within the JavaScript, refer to the Script
section of the jKQL User’s Guide in the XRay section of the Resource Center.

5. Inthe panel on the right side, enter the name of the script in the JKQL Script Name
field, and select the Repository it will use.

6. Use the Time Period parameter to define the timeframe for which you want the
query and the script to be applied.

7. Click Save to save the script for future reuse.

8. Use the jKQL Script Parameters area to enter any runtime values for the
parameters that you are asking users to enter via the ‘getScriptParam’ function
(such as 'starttime"). These parameters are displayed immediately after a script is
saved, and whenever a script is run.

9. Click Run. Results are displayed in a Results Viewlet in the Console panel.

Before data can be made available to queries, it must be committed to index files in Solr.
E'.'I . Therefore, you may experience a delay before results become available. After you run a
=7 script, try waiting several minutes, then use a temporary viewlet to query your results (click
the Create temporary viewlet button E3 exi to the Console label).
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10. Click Close to return to the jKQL Scripts list.
- 4 Organization > Mastel > jKQL Scripts ﬂ

Branding

Name Text url

Features = = .

Cmm Dictionaryhiznager function CreateD: 1 ), DashboardName, Repositoryl...

Dashboard var repolD = ‘AufismSHastel var rs = teJKQLInRepo(AutismShast

Teams viewlet function CreateViewlet{Name, Query, RepositerylD, Organizationhame)

oooa
AR SR YA
"R E
B 8 8 8

CreateMLDashboard importScript{ DictionaryMa }; var DashboardiD = getScriptParam('D.

Volumes
Repositories
} Tokens
Sets
Alerts
} Actions
* Providers
Views
JKQL Scripts

ML Models Page 1 of 1 View 1-40f 4

Figure 3.1.12.1-A. jKQL Script List

D Script editor v jKQL Script Name

startTime = getScriptParam(’sta :
endTime = getScriptParam("end f—
intervz getScriptParam(

R B ” v Repositol

que: be

+ startTime

+ endTime

e Period

© Used to run scripts and console viewlets

-getValue(arow, 1).getBegin());
getColumnName(2), r: tInteger(arow, 2)
getColumnName( iviti tTimeInterval (arow, 3
upsert(dat;
} v jKQL Script Parameters
executeIKQL( ta e

© Used to run scripts
p

Results Viewlet Temporary viewlet
get datasets

DatasetiD DatasetName UpdateTime NumberOf elapsedtime time o

5910891a-b9a9-11ec-3a25-028bc16912e4 TestDatasetl 41112022 11:09:13 AM

[
=
R

604ms 531ys 3/29/2022,12:00:00 AM

59019b9-h989- 11ec-2a25-028pc16912e4  TestDatasett 11:09-13AM |0 302812022, 12:00:00 AM
59066638-0020-11ec-aa25-028hc16912ed TestDatasett 41112022 11:09-13 A1 |0 12:00:00 AM
590d2db7-b9ag-11ec-aa25-028bc16912e4 TestDataset1 4/11/2022 _11:09:13AM 0 12:00:00 AM
590b8006-b9ag-11ec-aa25-028bc16912e4 TestDataset1 11:09:13 AM (71757 605ms 463us 12:00:00 AM
59069205-0a: a25-028hc16912e4  TestDatasett 10913 AM |0 12:00:00 AM
59056584-0020-11ec-aa25-028hc16912%e4  TestDatasett 1091341 |0 12:00:00 AM
59031b93-b9a9-11ec-3a25-028bc16912e4 TestDatasetl 11:09:13 AM 49 589ms 947us 12:00:00 AM
59020222-00a: TestDatasett 1:09.13AM |0 22, 12:00:00 AM
590018b1-b989-11ec-a: TestDatasett 10013 AM |0 3202022 12:00:00 AM
58ffc030-b9a9-11ec-aa25-028bc16912e4  TestDatasetl 4/11/2022, 11:09:13AM 0 3/19/2022, 12:00:00 AM
581e6001-b9a0- 11ec-a25-028bc16912e4  TestDatasett 41172022 110913 AM | 144 899ms 422us 12:00:00 AM
58ca8e-b9a0-11ec-aa25-028hc16912e4  TestDatasett 4112022 11:09-13 AM |0 12:00:00 AM
581511cd-b9ag-11ec-aa25-028bc16912e4  TestDatasetl 4/11/2022,_11:.09:13 AM 65 679ms 212us 3/16/2022, 12:00:00 AM
Page (I of 1 View 1-14 of 14

Figure 3.1.12.1-B. JKQL Script

3.1.12.2 Clone a script

To create a script that is based on another script, use the clone feature.
1. Click the clone icon - . The Script editor opens. The jKQL Script Name of the new
script is the name of the cloned script followed by "copy.”

2. Update the JKQL Script Name field to rename the new script as needed.
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3. Make your changes to the new script. For details, see the instructions above for
adding a script.

4. Click Save.

3.1.12.3 Edit a script

1. Click the Editicon # .The Script editor opens.

2. Make your changes to the script. For details, see the instructions above for adding a
script.

3. Click Save.
3.1.12.4 Import a script

1. Click Import (in the lower-right corner of the screen).

2. Click Choose files to navigate to and select one or more files. Or drag one or more
files onto the outlined area.

3. Click Next to preview the script. If you already have a script of the same name, you
must choose Yes to override the existing one.

4. Click Finish to view the imported script in the list of JKQL scripts.

3.1.12.5 Export a script

1. Select the checkbox of the jKQL script you would like to export.
2. Click Export (in the lower-right corner of the screen). The browser indicates that the
file has been downloaded. You can find the file in your default downloads folder.

3.1.13 ML Models (Machine Learning)

You can configure Machine Learning by defining the models to be built. Building a model is
also known as “training" a model. Models are trained with learning data and a target
variable.

e The target variable is the field that you wish to gain insight into, predict, perform what-if
on, detect anomalies on, or forecast.

e The learning data is the data that you suspect has impact on the target field, the
interval that you wish to forecast, the fields to input into what-if scenarios.

3.1.13.1 Define a new Machine Learning model
To begin defining a Machine Learning model, do the following:

1. Goto Main Menu > Admin Settings.

2. Select the ML Models tab. Before any models are created, the tab looks like the figure
below.

3. Click Create to begin defining a new model.
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gunization > > Repeitry > BoodPres + > MLModes =
et ame =

Oecarstion crans st macive Aowurasy

Branting

Figure 3.1.13.1-A. ML Models

3.1.13.1.1 Dataset

The first step is to identify the data that you want to analyze using Machine Learning.

Organization > Naste v > Repository > ftraining_ b ~ > MLModels > Edit
STAGES :
Dataset
Dataset: * TrainingBudget ’
Criteria

Figure 3.1.13.1.1. Dataset

Select the name of the Dataset you want to analyze. You can also enter a where clause in
the Criteria field to constrain the volume of data that will be analyzed.

Click Next.

3.1.13.1.2 Target

In the Target field, enter the specific field you wish to gain insight into. Note that the
example below is not a time series example. For more information on time series, which
involves forecasting one or more values out into the future, see the separate Time Series
Example below.
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Organization > last
% O
STAGES o/ /
Dataset Target
Target ExpenseTotal
Time series Yes O No @

Figure 3.1.13.1.2. Target
Click Next.

3.1.13.1.3 Variables

ste v > Repository Y training b+ > MLModels » Edit

Next, help identify the fields that may impact your Target field. What are the potential
driving factors behind your target? Select these factors from the Available Properties list.

Click Next.

Organization » Naste ~ > Repository > training * > MLModels > Edit

: : f:
STAGES
Vanables

Dataset Target

Avallable Properties Selected Properties
Year [Department
| |Extomaltires
|internalires
| Organization
| Position
| PositionCount
| Terminations
|CourseCyst
|CourseDays
Department
|ExtemalHires
InternalHires
| Organization
|PtannedPositionCount
Position

m PositionCount
Terminations
»
“«

Cancel

Figure 3.1.13.1.3. Variables

3.1.13.1.4 Name
Enter the Model Name and a Description.

Click Next.

XRUG 1.09 198

© 2023 meshiQ




XRay User’s Guide Chapter 3: Settings

Organization » Naste! v > Repository » training_t + > MLModels > Edit
%) (%) (%) )
STAGES N < &
)atase ables

Model Name

Description Regression

Figure 3.1.13.1.4. Name

3.1.13.1.5 Model retraining

After the initial build, models must periodically be retrained. Select the training schedule
frequency of the model you just created. You can choose days or hours. Enter the number
of days or hours in the space provided.

Organization » Mastel ~ » Repository » ftraining b.. + » ML Models » Edit
2\ -\ ') ') Yy
STAGES: i\, ) NS, N, Ly
Dataset Targst Variables MName Schedule
I o
Schedule: * 30 Day A4

Figure 3.1.13.1.5. Model Retraining

Click Finish to save the new model. Model training begins automatically.

3.1.13.1.6 After the model is defined

Once the models are built, you can run Machine Learning jKQL queries that perform
analytics such as:

e FeatureSelection to determine driving factors

o Forecast for forecasting into the future and detecting anomalies

e Expected for finding out what a target is most likely to be given the driving factors
¢ Running what-if scenarios

3.1.13.2 Time Series Example

When dealing with time series data, you will need to build time series models. They're
different from regular models in that they involve time. To make a model time series, in the

Time Series field, indicate whether you wish to work with data in a time series manner (Yes
or No). You should specify data as time series if you wish to forecast into the future at a
specified interval. In the example below, the pageViewDate is forecast once a day.
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Organization > Naste v > Repository > Football + > MLModels » Edit
) O
STAGES =/ S
Dataset Target
Target: logDailyPageViews .
Time series Yes @ No C
Time series field pageViewDate ’
Time series interval * Day »

Figure 3.1.13.2-A. Time Series Example

For time series models only, an Anomalies step is presented as part of the wizard. You
must configure anomalies detection using the fields provided.

¢ If you want anomalies to be processed in real time, when they occur, select the Use
Real Time Processing check box.

o Selectthe Anomaly Margin Type: Percent or Numeric.
e If you chose Numeric, enter the margin of error for a numeric value to be considered an

anomaly in the Anomaly Margin field.

Organization > Maste = » Repository » Football = » MLModels > Edit
o Fay T o F
J—— NS, ) >/ N, NS, O—_
Datazet Target Variables Mame Schedule Anomalies

Configure anomalies detection

Only configurable when time series is enabled

Use Real Time Processing:

Anomaly Margin Type:

Anomaly Margin: * 1

Figure 3.1.13.2-B. Anomalies Configuration
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3.1.13.3 Generate a dashboard from a Machine Learning Model

You can generate a Machine Learning dashboard based on a jKQL Script like the one below.

>

P Script editor

1 importscript('DictionarymManager')

g,g( <
FEEER g 0|3
TE(E) 12z F g
FEL P
§
?
:

= Rs.getvalue(1, RS.getColumniumber('Act

| Resuts viewet W © jKaL Script Parameters

© Used to run scripts

Q

ScriptResult

Success

Close Save

Page | of 1 View 1-10f 1

Figure 3.1.13.3-A. jKQL Script for Machine Learning

In the jKQL Script Parameters area on the lower right, be sure to specify the dashboard,
repository, organization, and ML model information, as shown in the green box below.

P Script editor

1 importscript('Dict

ptParam('D
criptparam('Das
tscriptParan( ' Repos
riptParam('0
riptPar

-~
=
&

Pt

LT I° v JKQL Script Parameters

Results Viewlet

Q

@ Used to run scripis
ScriptResult

Success

BloodPressure$Nastel

Save
Page ] of 1

Figure 3.1.13.3-B. JKQL Script Parameters

|:'_"| The RepositorylD must be the name of the repository followed by a dollar sign ($) and the Organization

—" name. In the example above, BloodPressure$Nastel refers to the BloodPressure repository for the
Nastel organization.

Click Test to make sure the ScriptResult is successful.

Click Save to save the script. Close the Script editor.
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Create a temporary viewlet. At the JKQL prompt, enter get MLModel to return the Machine
Learning model from which you want to create a dashboard.

Select the check box for the model and select Generate Dashboard from the pop-up
menu.

| | Bloodpressure

x | Machine Leaming: Bloo.. Machine Leaming: Bl. Machine Leaming: BI...

Activities Count Pl v Events Count >Ji2] v Snapshots Count Pt iNd Dataset Count

Activities Count Events Count Snapshots Count Dataset Count

0

a4

Temporary viewiet x
KQL> get mimodel Pl 2 T v &

| | | LEL TargetVar IndepVars IndepVarsFinal TSeries TSeriesinterval
X

Properties(‘SEX)-Impute. Properties(_OBESE')-Impute properties(SEX'), properties(_OBESE) false

Train Mode!

Generate Dashboard

»

Page (I of 1 View 1-1 of

Figure 3.1.13.3-C. Generate Dashboard

A new dashboard is generated based on the model.

Data points BloodPressure |

|| & Latest 10 vears v|=

Machine Learning: Bloo. Machine Leaming: BI... Machine Leaming: B CERRUR Vvt | +

Correlation Expected

jKQL> Get Dataset fields propesties Where Dat: [>_] E £ -l JjKQL> Get Dataset fields properties Where Dat: [>_|

SEX
_BP 0.83
_OBESE 0.739

°
P
.

[
S @
8 &

s
-
-—

Predicted _BP

o= : g BP0  predicted _gp150

_BP
View 1-20f2

Figure 3.1.13.3-D. Machine Learning Dashboard

When the dashboard is complete, a “Dashboard generated successfully” message is
displayed. Click OK and save the dashboard.
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3.2 User Settings

There are settings that can be set at user level. Clicking User Settings from the Main
Menu gives users the following options. See sections 3.2.1 — 3.2.6 for information on each

option.
== User Settings v

» Two-factor
Authentication

» Change Password

¥ Configure Dashboards
» Configure Schemas

» Manage Setlings

¥ Perzonal Tokens

Figure 3.2-A. Main Menu > User Settings
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3.2.1 Two-factor Authentication

Two-factor authentication (2FA) is used to ensure a secure login by requiring verification
when logging in. A TFA app is required, for example, Google Authentication or FreeOTP.

3.2.1.1 Setup

For each user that will utilize 2FA, perform the following within each user’s account to
enable this feature:

1. Goto Main Menu > User Settings > Two-factor Authentication. The below
window opens. Change the Status of two-factor authentication to Enabled and
click Save.

Two-factor Authentication

Two-factor authentication adds an additional layer of security to your account by requiring more than just a
password to log in. Learn more.

Status

Two-factor authentication Enabled

=n

Figure 3.2.1.1-A. Two-factor Authentication

2. You will need to scan your personal token’s QR code from your 2FA app. Click the

QRicon 8% which displays after saving the 2FA status as enabled. Scan the code
with your 2FA app.

Two-factor Authentication

Two-factor authentication adds an additional layer of security to your account by requiring more than just a
password to log in. Learn mare.

QR code Status

:

(o] a]

Two-factor authentication

Close Save

Figure 3.2.1.1-B. Two-factor Authentication — QR Code Generated
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L

Two-factor Authentication

Two-factor authentication adds @

Two-factor authentication

Figure 3.2.1.1-C. Two-factor Authentication — QR Code

3. From this point forward, the user will be required to enter a 6-digit code from the
2FA app when logging in.

3.2.1.2 Reset

To disable 2FA for a user, perform the below steps. Only organization users with admin
roles have this ability.

1. Goto Admin Menu > Organization > Users.
2. Select the user.

3. Click Reset two factor authentication.

Permissions Manager

Create New Users

Edit User Manage User Teams

Organization

User Name: * Ruta
Users -

First Name: * First Name
Teams Last Name: * Last Name

I Telephone Number: Telephone Number

Repositories

Company: Company
Policies )

Email: Email

Location: Location

Suppress JKQL interface

for this user

Reset two-factor authentication Save

< Go Back

Figure 3.2.1.2-A. Reset Two-factor Authentication
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3.2.2 Change Password

To change your user password, go to Main Menu > User Settings > Change Password.
The following screen opens. Enter your current password within the Existing Password
field. Enter your new password within the New Password and Confirm New Password
fields. Click CHANGE PASSWORD.

Figure 3.2.2-A. Change Password

3.2.3 Configure Dashboards

The Configure Dashboards dialog box is used for customizing a user’s dashboards. To open
the Configure Dashboard dialog box, go to Main Menu > User Settings > Configure
Dashboards. On this dialog box, users have the option to:

e Rename dashboards
e Change dashboard layouts

e Delete dashboards

3.2.3.1 Rename

To rename a dashboard, go to Main Menu > User Settings > Configure Dashboards.
Click the pencil icon ¢ of the dashboard you would like to rename.

Configure Dashboard

Dashboard Name Layout

Treasury Markets Trade cycle \E‘

Business View & |:| Tl
AppSupport & |:| Ty

Figure 3.2.3.1-A. Configure Dashboard — Rename Dashboard
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Enter a new name and click the check mark v . Click Save.

3.2.3.2 Change Layout

Dashboard layouts can either be one, two or three columns. To change the layout of a
dashboard, go to Main Menu > User Settings > Configure Dashboards.

The Layout field of each dashboard will have a blue box around the layout the dashboard
is using. To change the layout of a dashboard, simply select the new layout and click Save.

Configure Dashboard

Search oy name

Dashboard Name Layout

Treasury Markets Trade cycle f @

Business View & |:| ()
AppSupport & |:| ()

Figure 3.2.3.2-A. Configure Dashboard — Dashboard Layout

3.2.3.3 Delete Dashboard

To delete a dashboard, go to Main Menu > User Settings > Configure Dashboards. Your
list of dashboards will display. Scroll through the list to find the dashboard you would like

to delete or use the Search by name search field. Click the trash button @ to delete the
selected dashboard.

Configure Dashboard

Dashboard Name Layout

var "
! 4 w

2 & t

Figure 3.2.3.3-A. Delete Dashboard
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After clicking the delete button, an Undo button will appear. Click this button if would like
to cancel the delete action.

Configure Dashboard N
Search by na

Dashboard Name Layout

1 ~ 0[O0 8

2 & W Cf

Figure 3.2.3.3-B. Delete Dashboard — Undo
To continue deleting, click Save. A confirmation dialog box appears. Click Yes to delete.

Click No to close the dialog box. You will be brought back to the Configure Dashboard
screen where you can click Undo to cancel the deletion.

Confirmation

A Are you sure you want to delete following dashboard var?

Figure 3.2.3.3-C. Delete Dashboard Confirmation
A confirmation will appear stating that the dashboard has been successfully deleted.
Confirmation -

o Dashboards deleted successfully

OK

Figure 3.2.3.3-D. Dashboard Successfully Deleted
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3.2.4 Configure Schemas

Select Configure Schemas from User Settings menu to create and maintain data view
schemas. Schemas are used to customize how data is displayed in table viewlets using
various filters. The Schemas window opens.

Click the pencil icon ¢ to edit existing schemas. To delete a schema, simply click the

trashcanicon ® . Click the Create button to create a new schema (see the instructions in
the Create / Edit Schema section below).

Schemas

Search by name
Name Applied for
Activities Activity & 0
Snapshots Snapshot & 0
IDs Event & O

Figure 3.2.4-A. Schemas
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3.2.4.1 Create /| Edit Schema

To create a schema, click the Create button on the Schemas window (Figure 3.2.4-A). Specify
the Schema Name (required). Multiple item types can be added to a schema (activity,
event, snapshot). To add an item type, select it from the 1tem Type drop-down menu. Add
filters to the item type by clicking the Add fields button.

Schemas

Schema Name: * | events

Item Type Fields Sort Field

No item field visualization rules found for any type

ltem Type | Select... v Add fields
[select '
Activity

Figure 3.2.4.1-A. Create New Schema

On the window that opens, users specify what fields should be displayed in viewlets and
the order in which they should be displayed.
From the Available Fields box located on the left side of the screen, select a field, and click

the right arrow button to add the field to the Selected Fields section on the right side
of the screen. Multiple fields can be selected and added at one time by holding down the
Ctrl key. Select the Move all button with right arrows to move all available
fields.

Use the left arrow button or the left Move all button to remove the fields
from the Selected Fields section.
On the right side of the Selected Fields section, use Move to Top , Move to Bottom

, Move Un and Move Dowﬂ arrows to change the field sequence. This is the
order the fields will appear in viewlets.
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Inthe Current item type fields sorted by drop-down menu, all fields within the Selected
Fields section will appear. Select a field to be used as the main field for sorting viewlets.

Schemas

Schema Name

Available Fields
All Custom Fields
AppiName
CharSet
ChildFQN

Closed
CompCode
Correlator
DataCenterName
DeviceName
ElapsedTime
Encoding
Exception
ExpireTime
GenericSrcName
Geol.ocation

Current item type fields sorted by

Figure 3.2.4.1-B. Add Fields for Schema

5]
a

Select

ActivitylD
Address
AppServerName
StartTime
EndTime
EventiD
EventName
EventType

Item Type

Selected Fields
ActivitylD
Address
AppServerName
StartTime
EndTime
EventiD
EventName
EveniType

0B0e

You can specify alias names for the selected fields. These names will be displayed in
viewlets instead of the default names of the fields. To do this, click the Alias button. A

screen opens listing all fields that were selected. Enter the alias name for all desired fields.
If you do not want an alias name used for a field, simply leave it blank.
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In the below example, EventID will display as “ID” and EventName will display as “Name” in

viewlets.

Schemas

Schema Name. Basic

Available Fields

item Type: Event

Selected Fields

All Custom Fields ActivitylD
ActivitylD Address
Address AppServerName
AppServerName StariTime

e [ Move al » |

CharSet Move all » N yerrepr)
ChildFON EventName as Name
Closed S
CompCode
Correlator « Move all
DataCenterName

DeviceName

ElapsedTime

Fnrodina
< »

BEDET

Custom property Add

Current item type fields sorted by: Select. N,

Figure 3.2.4.1-C. Alias Names

Click Apply when you are finished.

In the following window, the summary details of your newly created schema appear. Click

the pencil icon ¢ to edit, or the trashcan icon @ to delete this schema. Click Save to save
the configurations done.

Schemas

Schema Name: * | events

Item Type Fields Sort Field

ActivitylD, Address, AppServerName, StartTime, EndTime,
Event EventlD & o
EventlD, EventName, EventType

ltem Type Select... v Add fields

Figure 3.2.4.1-D. Schema Summary
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The created schema now appears in a schemas’ list. See Section 2.4.2.8, Change Layout, to
learn how to apply a schema to a dashboard’s viewlets.

Schemas

Search by name
Name Applied for
Activities Activity & 0
Snapshots Snapshot s 0
IDs Event S0
events Event & 0

Figure 3.2.4.1-E. Schemas List

3.2.5 Manage Settings

The User Settings > Manage Settings menu allows you to control the default behavior of
the application.

The General tab contains general settings. The settings shown reflect the user interface of
XRay versions 1.5 and later. In earlier versions of XRay, the settings that follow are found in
different locations: the Default Repository ID is found under User Settings > Repository; the
Date & Time Range is found under User Settings > Date & Time range; the choices in the
Colors tab are found under Admin Settings > Graph; and Summary Console, Landing page,
and Auto Refresh are located under User Settings > Configure Dashboards.
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The table below describes the settings on the General tab.

Manage Global Settings

General Number Format Date/Time Format Colors

Restore defaults

Summary Console
® on O off
Landing page
O on @ off
Auto Refresh
@® Every minute ) Every 30 seconds () Every 15 seconds () None
Default repository ID
Sample-IBM_MOC_TracingiMNastel

Date & Time Range
Predefined
This Year
Timezone

America/New_York

Cancel

Figure 3.2.5-A. Manage Global Settings: General tab

Definition
Summary You can configure XRay to automatically have the Summary Console
Console displayed or hidden every time you log in. Select either On (to display

the Summary Console) or Off (to hide it). If you select Off, you can still

view the Summary Console by clicking the Summary tab on the
dashboard.

Landing Page | You can choose to show the Landing Page when you log into XRay (On)

or to skip the landing page (Off). If the Landing Page is not displayed,
when you log in, you will see your dashboard immediately.

Auto Refresh The dashboard Auto Refresh interval specifies how often viewlets will
be refreshed in all dashboards. It is especially useful for viewlets that
display real-time data. To specify the refresh interval, select the desired
refresh time.

Default You can specify a default repository so that every time you log into
repository ID XRay, that repository will automatically be loaded. Select a repository

from the drop-down menu and click Save. From this point forward, the
selected repository will be loaded when you log into XRay.
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Field Definition
Date & Time Set the default date and time range for dashboards and their viewlets
Range for the repository you currently have open. Use the options within the

drop-down menus. For more information see Section 2.3.5, Default
Date & Time Range).

Please note that the date and time range of viewlets and dashboards
can still be updated, but the update will only be active within the
current session. When logging back into the application, the default
date and time range specified within the Date & Time Range dialog box
above will be applied.

Timezone Select your local Time zone.

Locale Select a Locale to determine your language settings. On the following
two tabs (Number Format and Date/Time Format), you can choose to
base number, date, and time formatting on your Locale selection.

On the Number Format tab, choose the format that you want to use when numbers are
displayed. You can choose to use browser settings or to format the numbers based on your
Locale selection (on the General tab). Lastly, you can choose to design your own Custom
format based on conventions such as which symbols to use for grouping and for the
negative sign.

Manage Global Settings

General Number Format Date/Time Format Colors

Restore defaults

Number Format

Example: -123,456.759

® Format using browser settings

) Format using locale settings [English (United States)]
) custom format

Cancel

Figure 3.2.5-B. Manage Global Settings: General tab

On the Date/Time Format tab, choose the format that you want to use when dates and
times are displayed. You can choose to use browser settings or to format dates based on
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your Locale selection (on the General tab). Lastly, you can choose to design your own
Custom format using codes to represent date and time elements. Click the information
icon @ for a list of codes that you can use to build your own format.

Manage Global Settings

General Number Format Date/Time Format Colors

Restore defaults

Date & Time Format
Example: 1/2/2021, 1:14:15 PM

® Format using browser settings
) Format using locale settings [English (United States)]
O custom format

Cancel

Figure 3.2.5-C. Manage Global Settings: General tab

Select the Colors tab to customize default colors for severity and status fields used in
charts.

Manage Global Settings

General Number Format Date/Time Format

Restore defaulis

Colors for severity

Unknown Fatal Critical

Failure Warning Motice @

Info Trace MNone

Colors for status

Begin Exception

Colors for objectives

All Partial

Custom colors

4+

Cancel

Figure 3.2.5-D. Manage Global Settings: General tab
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3.2.6 Personal Tokens

Go to Main Menu > User Settings > Personal Tokens to view all tokens. Please note that

the Personal Tokens option is only available on the User Settings menu when using a
non-Global repository.

See section 3.1.6, Tokens, for information about token setup.
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See below sections for the library of functions available in XRay.

4.1 General Functions

Function Definition

Converts expr to the specified type, where type isone
of the following:

BINARY
BOOLEAN
DECIMAL

Cast (expr, type) INTEGER
STRING
TIMESTAMP
TIMEINTERVAL

If expr cannot be converted to the specified type, then
NULL is returned.

Returns the first non-NULL argument, or NULL if all

Coalesce (expr, ...)
arguments are NULL.

Convert (expr, type) Synonym for Cast.

Returns the 0-based index of itemin 1ist. If itemis not

FindIn(item, list) found, returns -1

UUID () Returns a newly generated UUID.

Returns the item in 0-based position posin 1ist. Returns

ValueAt (pos, list) . . . . .
null if pos is negative or >= 1ist size.

4.2 Numeric Functions

Function Definition

Abs (x) Returns the absolute value of x.
Ceil (x) Return the smallest integer value not less than x.
Ceiling (x) Synonym for Ceil.
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Function Definition

Exp (x) Returns Euler's number e raised to the power x (e*) .
Floor (x) Returns the largest integer value not greater than x.
Ln (x) Returns the natural logarithm of x.

Log (x) Synonym for Ln.

Logl0 (x) Returns the base-10 logarithm of x.

Pow (x,y) Synonym for Power.

Power (x,y) Returns x raised to the power y (x¥) .

Round (x) Returns the closest integer to x.

Sgrt (x) Returns the square root of x.

4.3 String Functions

Function Definition

Returns the string resulting from concatenating the string
Concat (expr, expr, ...) representation of each expr in order. NULL values are
skipped.

Returns the string resulting from concatenating the string
representation of each expr in order, with each value
being separated by sep, which must be a STRING. NULL
values are skipped.

ConcatWs (sep, expr, expr, ...)

Lcase (expr) Synonym for Lower.

Returns the left-most 1en characters from string

Left (expr, len) .
representation of expr.

Len (expr) Synonym for Length.

Returns the length of the specified expr. If expr is a list,
returns the number of items in the list. Otherwise,
returns the number of characters in the string
representation of expr.

Length (expr)

Locate (expr, substr, Synonym for Position.

XRUG 1.09 219 © 2023 meshlQ



XRay User’s Guide

Chapter 4: Functions

[pos, [occl])

Function Definition

LocateRE (expr, regex,

[pos, [occ]])

Synonym for PositionRE.

Lower (expr)

Returns the lower-case string representation of expr.

Position (expr, substr

[,pos[,occl])

Returns the 0-based index of the occ occurrence (default
is 1) of substr in string representation of expr, starting
at 0-based position pos (defaults to 0). Returns -1 if
number of required occurrences of substr are not found.

PositionRE (expr, regex

[,pos[,occl])

Returns the 0-based index of the occ occurrence (default
is 1) of substring matching regex in string representation
of expr, starting at 0-based position pos (defaults to 0).

Returns -1 if number of required occurrences of substr

are not found.

Replace (expr, substr

[, repl[,pos]])

Replaces each occurrence of substr in string
representation of expr, starting at 0O-based position pos
(defaults to 0), with rep1. If repl is not specified, then
each occurrence of substr is removed.

Right (expr, 1en)

Returns the right-most Ien characters from string
representation of expr.

StrAt (expr,pos/[,sep])

Returns the string at 0-based position pos from result of
splitting string representation of expr using sep as
element separator. If sep is not specified, then string
representation of expr is treated as a simple character
array and returns the character at pos as a string.

SubStr (expr, start[, end])

Returns the substring from string representation of expr,
starting at 0-based position start inclusive, ending at
position end, exclusive. If end is not specified, then
defaults to end of expr.

SubStrRE (expr, regex

[,pos[,occl])

Returns the occ (occurrence), or regex group (default is 1)
of the substring from string representation of expr,
starting at 0-based position pos (defaults to 0). Returns
NULL if number of required occurrences of substring
matching regex are not found.

Tokenize (expr(, sepl)

Returns the list of strings formed by splitting the string
representation of expr with sep being the separator
between tokens (defaultis "™, ™).
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Ucase (expr)

Function

Definition

Synonym for Upper.

Upper (expr)

Returns the upper-case string representation of expr.

4.4 Date and Time Functions

CurrentTime ()

Function Definition

Synonym for Now.

CurTime ()

Synonym for Now.

DateAdd (tstamp, intvl)

Adds time interval intvl to timestamp tstamp, returning
the resulting timestamp.

DateAdjust (tstamp,call,dir])

Returns the timestamp resulting from adjusting the
specified tstamp, based on the specified calendar
component cal and the adjustment direction dir.

cal isone of: YEAR, MONTH, DAY, HOUR, MINUTE, SECOND,
MILLISECOND, MICROSECOND, WEEK

dir isone of: START, END (if omitted, defaults to START)

Example: DateAdjust (StartTime, 'DAY', 'START')
returns the start of the day for timestamp in StartTime
field.

DateDiff (tstampl, tstamp?2)

Returns the difference between the 2 timestamps
(tstampl - tstampZ2) as atime interval.

DateExtract (tstamp, cal)

Returns the value of the specified calendar component
cal from timestamp tstamp.
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Function Definition

cal isone of: YEAR, MONTH, DAY, HOUR, MINUTE, SECOND,
MILLISECOND, MICROSECOND, WEEK

Returns the day of the week that timestamp tstamp falls
DayOfWeek (tstamp)

on.

Now () Returns current time as a timestamp.

4.5 Built-in Aggregate Functions

Function Definition

Returns the Apdex (Application Performance Index), which
is a measure of satisfaction level, in the range 0.0 — 1.0, of
the set of values for expr based on target value target

and tolerable value tolerable, where 0.0 means totally
unacceptable and 1.0 means totally satisfied.

The target value is the value below which all values are
satisfactory, or acceptable. The tolerable value is the

value at or below which the values are tolerable. This
value defaults to 4 times the target value.

The Apdex formula is defined as follows:

SatisfiedCount + 0.5(ToleratedCount)

Apdex ([DISTINCT] expr, Apdex =

target[, tolerable]) TotalCount

Where:

SatisfiedCount is the number of expr values < target

ToleratedCount is the number of expr values >= target
and <= tolerable

TotalCount is the total number of expr values (including
those that are > tolerable).

If DISTINCT is specified, returns the Apdex value from set
of distinct values.
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Average ([DISTINCT] expr)

Function Definition

Synonym for Avg.

Avg ([DISTINCT] expr)

Returns the average of all expr values for group. If
DISTINCT is specified, returns the average of distinct set
of values.

Close ([DISTINCT] expr

[, basedon])

Returns the “closing” or “ending” value of expr, which is

the value of expr having the maximum value of basedon
expression. If basedon is not specified, then the default

date field for item type in statement is used. DISTINCT is
accepted but is ignored.

Count ([DISTINCT] expr)

Returns the number of expr values for group. If
DISTINCT is specified, returns the number of distinct
values.

List ([DISTINCT] expr)

Returns the comma-separated list of all expr values. If
DISTINCT is specified, returns the list of distinct values.

Max ([DISTINCT] expr)

Returns the maximum of expr values for group.
DISTINCT is accepted but is ignored.

Maximum ([DISTINCT] expr)

Synonym for Max.

Mean ([DISTINCT] expr)

Synonym for Avg.

Median ([DISTINCT] expr)

Returns the “middle” value, based on sorted order of all
values for expr. If DISTINCT is specified, returns the
middle value from set of sorted distinct values.

Min ([DISTINCT] expr)

Returns the minimum of expr values for group.
DISTINCT is accepted but is ignored.

Minimum ([DISTINCT] expr)

Synonym for Min.

Open ([DISTINCT] expr

[, basedon])

Returns the “opening” or “starting” value of expr, which is
the value of expr having the minimum value of basedon
expression. If basedon is not specified, then the default
date field for item type in statement is used. DISTINCT is
accepted but is ignored.

StdDev ([DISTINCT] expr)

Synonym for StdDevPop.

StdDevPop ([DISTINCT] expr)

Returns the population standard deviation of all values for
expr. IfDISTINCT is specified, returns population
standard deviation of distinct set of values.

XRUG 1.09

223 © 2023 meshlQ




XRay User’s Guide Chapter 4: Functions

Function Definition

Returns the sample standard deviation of all values for

StdbevSample ([ DISTINCT] expr. If DISTINCT is specified, returns sample standard

expr) L .
deviation of distinct set of values.
Returns the sum of all expr values for group. If

Sum ([DISTINCT] expr) DISTINCT is specified, returns the sum of distinct set of
values.

Var ([DISTINCT] expr) Synonym for VariancePop.

Variance ([DISTINCT] expr) Synonym for VariancePop.

Returns the population variance of all values for expr. If
VariancePop ([DISTINCT] expr) DISTINCT is specified, returns population variance of
distinct set of values.

Returns the sample variance of all values for expr. If

VarianceSample ([DISTINCT . - . .
* ple(l ] DISTINCT is specified, returns sample variance of distinct

expr)

set of values.
VarPop ([DISTINCT] expr) Synonym for VariancePop.
VarSample ([DISTINCT] expr) Synonym for VarianceSample.

4.6 Built-in Analytic Functions

Function Definition

Anomaly (expr, season) Will detect an anomaly on the value of expr. This function
uses Netflix RAD Outlier detection which requires a
season. The season will be either ‘day/week’ or ‘hour/day’.
Queries using this function must be grouped by a time
and bucket by either week or day (depending on the
season chosen). For example:

Get activity compute anomaly

avg (ElapsedTime), 'day/week') where name =
'Orders' and startTime > '2017-01-02' and
starttime < '2017-02-01"' group by starttime
bucketed by day
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Function Definition

anomalyDeepDiveRogueEdges () Once an anomaly is detected,
anomalyDeepDiveRogueEdges can provide further insight
into why the anomaly occurred. It will return records
which when shown as a topology in the XRay Ul, will color
red and edges that contain numeric values that deviate
from the norm for the edge by a specified margin.

Average (expr) Synonym for Avg.

Avg (expr) Returns the average of all expr values.

BBands (expr [, window[,stdevs | Returns the Bollinger Bands based on value of expr.

[, useEMA}]]) Bollinger Bands are used to measure the "highness" or

"lowness" of a value relative to previous values. They
consist of:

e awindow -period (default is 20) moving average
(MA).

e anupper band at stdevs (default is 2) times the
N-period standard deviation above the moving
average (MA + Ko) .

e alower band at stdevs times an N-period
standard deviation below the moving average (MA
-Ko).

The moving average is computed as an Exponential
Moving Average (EMA) if useEMA is true (the default), or
as a Simple Moving Average (SMA) if useEMA IS false.

BollingerBands (expr

Synonym for BBands.
[, window[, stdevs|[,useEMA]]])

EMA (expr [, window]) Returns the Exponential Moving Average (EMA) based on
value of expr.

An EMA is a window -period (default is 20) type of moving
average that is similar to a simple moving average, except
that more weight is given to the latest data. The general
formula is:

"curEMA = "(("curVal - priorEMA")" * weight")" + priorEMA"
Where:

weight = 2 [ (window + 1)

Max (expr) Returns the maximum of expr values.

Maximum (expr) Synonym for Max.
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Mean (expr)

Function Definition

Synonym for Avg.

Median (expr)

Returns the “middle” value, based on sorted order of all
values for expr.

Min (expr)

Returns the minimum of expr values for group.

Minimum (expr)

Synonym for Min.

SMA (expr[, window])

Returns the Simple Moving Average (SMA) based on value
of expr

An SMA is a window -period (default is 20) type of moving
average that gives equal weight to each data item. It is
essentially the mean of the data items in the window.

StdDev (expr)

Synonym for stdDevPop.

StdDevPop (expr)

Returns the population standard deviation of all values for
expr.

StdDevSample (expr)

Returns the sample standard deviation of all values for

expr.

Subanomaly (begin, end,
anomaly-begin, anomaly-end,
season, expr)

Will provide further detail if an anomaly was detected
when the Anomaly function was run from begin to end
with the season and an anomaly was detected between

anomaly-begin and anomaly-end. For example: get
activity compute subanomalies ('2017-01-
02','2017-02-01"','2017-01-22",'2017-01-
23','day/week', 'avg (elapsedTime) ')

Sum (expr)

Returns the sum of all expr values for group.

Var (expr)

Synonym for VariancePop.

Variance (expr)

Synonym for VariancePop.

VariancePop (expr)

Returns the population variance of all values for expr.

VarianceSample (expr)

Returns the sample variance of all values for expr.

VarPop (expr)

Synonym for VariancePop.

VarSample (expr)

Synonym for VarianceSample.
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The following example is to compute the BollingerBands for events based on the average
daily elapsed time based on a 10-day exponential moving average for this month:

Get Events Compute BBands (Avg (ElapsedTime), 10) For This Month Group By
StartTime Bucketed by Day
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The jKQL Data Query Language allows you to talk to your data. Create viewlets and modify
them to get visually represented information about your data.

To generate viewlets, queries require certain components at a minimum. The syntax of a
jKQL guery includes the operation or action to be used for a specific item type, as well as,
various date &time, numeric expressions, limiting operators, result grouping modifiers and
viewlet chart type names. The syntax of a jJKQL query should appear as follows (required
elements are bolded):

<action> <numeric expression> <limiting operator> <item type>
<date/time expression> <comparison operator> <result grouping modifier>
<viewlet chart type>

The table below lists basic query elements.

Query Element ‘ Expression

* Get(Section 5.1)

e Subscribe to (Section 5.3)
e Compare (Section 5.4)

e Find (Section 5.4)

<action>

Specify any number of data items, which should be included in

<numeric expression> :
aviewlet -5, 8, 10, etc.

These operators limit the query results. If the number of
items to which the limits will be set was not specified, the
default number will be “1”.

e Best

e Bottom

e Earliest

e First
<limiting expression> e Largest

e Last

e Latest

e Longest

e Shortest

e Smallest

e Top

e Worst

jKQL recognizes singular or plural form of the expression, that
is, Activity and Activities, so both forms are valid to use.

<item type> e Activity
e FEvent
e Snapshot
e Source
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Query Element ‘ Expression

e Resource

e Set

e Relative

e Field

e Provider

e Action

e Trigger

e Log

e Function

¢ Repository
e Team

e Organization
e User

e Parameter
e License

Expressions ‘Count of’ or ‘Number of’ can be added before
item type names.

jKQL recognizes singular or plural expression forms, that is,
Year and Years, so both forms are valid to use.

e Year

e Month
e Week

e Day

e Hour

e Minute
e Second

e Millisecond

e Microsecond

<date/time expression> These date and time expressions can be combined with

numbers and limiting operators, for example last 5 years,
latest 3 weeks and so on. Below is a list of date and time
limiting operators:

o Last

e Next

e Latest

e Earliest
e This

e Today

e Yesterday
e Tomorrow
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Query Element ‘ Expression

An exact time value can be added for certain time
expressions, for example, yesterday at 9 am.

e Starts with all / any of <listed items>; Does not

start

e Matches all / any / none of <listed items>; Does
not match

e Contains all / any / none of <listed items>; Does
not contain

e Ends with all / any / none of <listed items>;
Does not end

e Is(=); Isnot (I=or <>) in <list of items>

e Has all / any / none of <listed items>; Does not
have

e Between; not between

e > or >= — greater than or equal to specified

<comparison operator>

expression
e < or<= —lessthan or equal to specified
expression
e Group by
e Sorthy
<result grouping e Order asc / desc (ascending / descending)
modifier> e Bucketed by
See Section 5.4, Additional Query Options, for more
information.

‘Show as’ expression must be used before specifying the chart
<viewlet chart type> type. All chart types are noted in Section 5.2, Show As. ‘Show
as table’ is the default.

For more information on the data model and functions jKQL supports, please see the jKQL
User’s Guide.

5.1 Get

The Get statement is used for retrieving items from the database. Please see the table
below for examples.

Definition Query Statement

To get default fields for all Activity

. Get Activities
items
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To get all fields for all Activity items
in Set “Purchasing”

Get Activity Fields All from
'Purchasing’

To get the number of Activity items
in Set “Purchasing”

Get number of Activities from
'Purchasing’

To get the number of Activity items
in Set “Purchasing” that started
today

Get number of Activities from
'Purchasing' for today

To get the 10 longest running
Activities in Set “Purchasing” that
started today

Get top 10 Activities from
'Purchasing' for today sort by ElapsedTime
desc

To get the number of Activities in
"Payment" last week grouped by
their start time

Get number of Activities from Payment
for last week group by starttime

for the last week

To get the number of Activities in Set
“Purchasing” for each Activity status

Get number of Activities from
'"Purchasing' for last week group by Status

To get the number of Activities in Set
“Purchasing” that met all objectives

Get number of Activities from
'Purchasing' that met all objectives

“Purchasing” that did not meet
some objectives

To get the number of Activities in Set

Get number of Activities from
'Purchasing' that have not met all
objectives

“Purchasing” that did not meet
objectives “A” and “B”

To get the number of Activities in Set

Get number of Activities from
'Purchasing' that have not met objectives
IAI , IBI

“B” from set “Web Purchases”

To get Activities in Set “Purchasing”
that did not meet objectives “A” and

Get Activities from 'Purchasing' that
have not met objectives 'A','B' from 'Web
Purchases'

5.2 Show As

Users can specify the format of the displayed results by using show as at the end of a

query. Show as Table is the default. Other show as viewlet type options are column chart
(“colchart”), bar chart (“barchart”), line chart (“1inechart”), pie chart (“ciechart”),
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stack chart (“stackchart”), geo map (“geomap”), scorecard (“scorecard”), area chart
(“areachart”), summary (“summary”), topology (“topology”), anomaly chart
("anomalychart”), compare table (“comparetable”) and histogram (“histogram”).

The following is an example:

Get relatives show as topology

5.3 Subscribe To

The Subscribe statement is used for submitting real-time queries, which are queries that
are evaluated as the data is streamed in. The following are examples:

° Subscribe to Number Of Event group by Severity output every 5
seconds show as barchart

° Subscribe to Number Of Event group by Severity output every 5
seconds ORDER BY severity show as piechart

(] Subscribe to number of events where eventname contains 'Order'
group by eventname, severity order by severity output every 2 seconds
show as colchart

5.4 Additional Query Options

Enrich your queries with additional items such as:

o Time ranges - Month, day, hour
Get events for this month
e Group by — Creates a row for each unique set of values for columns being grouped on
Get events fields location where eventname contains 'order' group by
location show as barchart
o Buckets - Bucketing allows multiple “group by” result rows to be combined into a
single result row. Used when a "group by" statement returns too much data.
Bucketing can only be applied to INTEGER, DECIMAL, TIMESTAMP, and
TIMEINTERVAL data types
Get number of events group by starttime bucketed by minute show as anomalychart
* this query will use the auto bucketing type

Get number of activities group by snapshotcount bucketed by size
7 show as histogram
* this query will use the “size” bucketing type. It displays data, divided in multiple intervals
according to the size range specified.

Get number of activities group by eventcount bucketed by count 3
show as table

* this query will use the “count” bucketing type. It displays data, divided into a specified
number of intervals.
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Locations — Geolocation
Get Event for This Month where Location ='London, England'
Sort by — Sorting criteria
Get Activities from 'Purchasing’ for today sort by ElapsedTime desc
Order by - Sort data in ascending (asc) or descending (desc) ordering
Get Events order by eventID desc
Last - Filter data for a specified time range
Get number of events for last 5 days
Latest - Starts filtering from latest time period, which includes displayable data.
This differs from "last" which could return nothing as there may not be any events in
the last 5 days

Get number of events for latest 5 days group by starttime bucketed
by day, severity show as stackchart

Compare — Compare two or more items (section 2.5.4.1.1.8). Use the expression “only
diffs” to display only differences in the table.

Compare Activity where ActivityID in ('activity ID of first
selected activity', 'activity ID of second selected activity') show as
comparetable

Compare Event where EventID in ('event ID of first selected
event', 'event ID of second selected event') show as comparetable

Compare only diffs longest 2 event show as comparetable

Find — Search through the items (section 2.3.4)

Find 'order' in Activities

Find 'critical' in Events

Find 'CPU' in Snapshots
Modify — Filter viewlet data (Section 2.5.8.1). Use the expression, “where
<item_type>=S{E:<item_type>:<item>:<item_type>}’.

get number of Event where EventType = ${E:event type:Event:EventType} group by

Severity show as colchart
*Change the values between the curly brackets

get relative where RelativeType = ${E:Relative Type:Relative:RelativeType} show as

topology get Relative where RelativeType = ‘SendTo’ show asTopoIogy

get event containing all of ${SM:<filter_name>} show as table
get Event where Severity = ${E:severity:Event:Severity} AND ElapsedTime >

${V:etime} AND CompCode >= ${E:compcode:Event:CompCode} show as table
* “AND” expressions can be used to apply multiple variables
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6.1 Root Cause Analysis of Application Performance
Problems

JL> Get events compute anomaly (avg(ElapsedTime),'day/week’) group by starttime bucketed by day order by starttime show as linechart S OMWMMBTv

o G
h 58m 20s

There is an anomaly in this time
period. Click on this balloon for

00h 50m 00s more details.

00h 41m 40s

00h 33m 20s

ElapsedTime

00h 25m 00s
00h 16m 40s
00h 08m 20s

00h 00m 00s
e Sat Feb 18 2017 00:00:00 o'
A G0~ o

2

B It took 8x longer than average

Probable root cause of the anomaly

Figure 6.1-A. Root Cause Analysis

XRay uses machine learning to detect anomalies in time-series data and can automatically
determine the probable root cause of this anomaly. It can create a dynamic visualization of
application topology and show the chain of causality between the anomaly and the
applications that it has impacted. It can also detect if any business objectives or SLAs were
impacted by this anomaly.

The sample viewlet above is using machine learning to detect anomalies. This scenario is
based on real data representing airport terminals and flights. We have represented an
airline at a terminal as an application, a terminal as a server, a data center as an airport,
and the sky as a resource.

An anomaly was detected on February 18th with an average delay for the day of 45
minutes. If we click on the anomaly, we are transported to the console for a drill-down
showing the topology of that anomaly. The graph shows a US Air flight traveling from
Charlotte (CLT) to Phoenix (PHX). The red edges, called rogue edges, represent a
problematic relationship between the terminal in Charlotte and the one in Phoenix.
Clicking on the rogue edge provides a root-cause analysis of the problem. There was a
delay at Charlotte, and it took 8 times longer than average to get into the air. The average
delay was about 9 minutes, while the worst actual delay was about 1 hour and 16 minutes.
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While this example used airports, it's easy to see how this would be applied to elapsed time
for applications in an IT operation use case.

6.2 Real User Monitoring

Real User Monitoring Pad

2> Get number of activities EUM_SMRY group by geolocation show as geomap > O ESv

Commack, New York, United States

¥ End user monitoring

Max
End user response time 7.025s 7.482s
First Byte time 3 7.349s
Server connection time s 41358
Response available time S 3.217s
Front end time 1 S 177ms
Document ready time 101ms
Document download time 48ms
Document processing time

Page render time
» Applications
» Activities

» Events

Figure 6.2-A. Real User Monitoring

The screenshot above shows a real user monitoring scenario focusing on users in North
America. The popup on the geographic map shows a full breakdown of the components
and elapsed time for the user transaction.

Complete tracking of the end user’s experience is provided in real time. Browsers are
automatically injected with instrumentation without a need to modify your applications.
XRay can find bottlenecks that cause a user to have a negative experience and correlate
their problems with issues in the browser itself, applications that the user’s session is
dependent on such as JVMs or databases. XRay tracks transactions end-to-end starting at
the user with a web browser and interacting with application servers, middleware,
databases, and local or Cloud mainframes.
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6.3 Managed File Transfer (MFT)

MFT Tracking_MFT Event Summary 490 events (2

get count of events where exception exists group by severity, eventname, servername, exception order by severity desc show as scorecard >OWMMTv

Severity ¢ EventName ServerName Exception Event Count

E: File

% FAILURE progress 192.168.188.1 C\Use serADP\GADP.tt” does not

BFGIO0001E: File
C\Users\wsenAMERENWUNGUARD txt
does not exist
ERROR ReadOrder PaymentServerSWIFT SQLException: unknown column custid
& WARNING EvaluateFraud FraudDetection Possible fraud 27
BFGRP0034I: The file transfer request
completed 192.168 188 1 has completed with no files being
transferred

BFGRP0032I: The file transfer request

completed 92.168.188.1 has successfully completed 27
2 file transfer request
compieted 192.168.188.1 o - The le Kanbtor Fagwe 144
has successfully completed -

Figure 6.3-A. Managed File Transfers

The XRay dashboard above has been set up to analyze managed file transfers (MFTSs).
There are various viewlets to track MFTs by application, agent, resource, destination, and
status.

XRay tracks all data movement across complex topologies. All MFT transfers relate to
downstream events from sources including other MFTs, middleware, brokers, and other
business applications. Metrics on MFTs are captured in real-time and evaluated in terms of
SLAs and business objectives. Appropriate notifications are sent out for missed objectives.
A search capability is provided to review past transfers and their attributes. XRay provides
a dynamic topology of all MFT transactions.
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6.4 Application Performance Monitoring

Get relatives show as lopology

/(9

P Server | #3 Apphication | §§ DataCenter | O Resowrce | JE Datatase | 77 OQueve | — SentMessage |

xa
‘¥

Maven

Acceptance )ﬁi.
o

Activities {24)

I B + |

Activity Status Count (24)

comnastellest/Tools java

& Exception

Others.
Events s (90)
Severity Count (90)
@ Error 2

Others 67

mysgl-connector-5.1.7 jar

4%

AL> Get Event for This Year where servemame in (AcceptanceStaging’) and AppiName in (‘Acceptance’) and severtty in ('Eror’) show as table

B EveniName StarfTime EventType Message Severity
RunTest2 Running acceptanc @Lﬂh}ﬁ
RunTest2 Running acceptanc @ £RROR
RunTest2 Running scceptanc @ ERRQR
RunTest2 2017-01-27 14:47:31 85294 23ms CALL Ruanmng acceptanc (@ ERROR
RunTest? 2017-01-27 14,38:41 08802 25ms CALL Running acceptanc (@ ERROR
RunTest2 2017-01-27 143910 58219 23ms CALL Running acceptanc Q EBRROR
RunTest2 2017 CALL @ ERROR
RunTest2 2017-01-27 14.29:08 34032 25ms CALL Running acceplanc \?‘) ERROR
SimTact? INTNLIT 1AM A4S AOTET FAme an Biannn arcentans A coane

EventiD

Faded o runtest 1

Fadled %o run test 1

Fadlod 0 run test 1

Faded 10 run test 1

Faded 10 run test 1

Failed o run test 1

2066773-2187-11

1aarI a7 4100

Figure 6.4-A. Application Performance Monitoring

The XRay dashboard example above for application performance monitoring (APM) is
illustrating how to monitor the DevOps Jenkins based continuous build-deploy process.
The top viewlet is an automatically discovered topology map showing applications and
their relationships to other applications such as “Maven” to “Deploy” as well as resources
such an Oracle database and a log4j jar file. It shows the flow of a deployment process and
any exceptions incurred. The bottom viewlet is called the Console and it opens when a

user drills down into an object on a viewlet to get additional details.

XRay provides deep-dive monitoring of the performance and availability of applications
end-to-end across Web Services, application servers (Java, .Net), middleware, mainframes,

and more. Its automation eliminates the need for constant “eyes-on-screen” monitoring to
eradicate false alarms and provide automated notification of real situations that require
attention.
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6.5 Mobile Analytics

Abandoned Carts by Camier Business Milcstones Z

KQL> Get the number of Activiies TRACKING_ACTIVITY' where properties(itemsLeftinCart) > 0 group by props(p... [>. O |l £ KQL> get relatives show as topology oW ESw

%7 Queve |

ATT: 16.67%

phoneCarrier: Venzon
Activities Count: 1

j) Some of the cata exceeds the imit (16)for single data type. Only the first 39 ecords are displayed out of 530 returmed.

App Navigation in Time Order Abandoned Casts by Location

JL> Get Events where eventname does not contain "SQL place order’ and eventname does not contain 'SQL" orde... [>_ 9 |l £4) KOL> Get number of Activity TRACKING_ACTIVITY where properties(itemsLeftinCart) > 0g... >/ O [ul 8 & v

EventiD

Activities Count

COMMACK HONG KONG
CITY_NAME

HONG KONG [ UNITED KINGDOM [ UNITED STATES

Figure 6.5-A. Mobile Analytics

The sample mobile analytics dashboard above highlights a scenario where performance is
compared to mobile app version, carrier, and device. Using our mobile APIs we can track
user experience through every mobile app screen, analyze user experience and determine
which app versions, devices and carriers deliver the best experience.

XRay provides end-to-end visibility into mobile application behavior and performance for
both iOS and Android. RESTful APIs for streaming data and real-time tracking are provided.
Mobile apps can stream their data to XRay, submit interactive queries, and subscribe to
real-time analytics. Crashes can be captured and analyzed for forensic purposes. The APls
enable complete analysis of a user’s interaction with your applications, relating the specific
click path through an application correlated with app version, device information, and even
business behavior such as purchasing or cart abandonment.
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6.6 Kafka Monitoring

Kafka Network »

get relatives show as topology > O MBS w

@

"
L8

KafkaReader02

A 1ms
Y9 N0
Count: 245 °

o
=]

KafkaSender01 KafkaReader03

htff |__Avg1ms N
e Count: 217 ©

KafkaReader01

Avg 1ms )h

Count: 208 i
=

Figure 6.6-A. Kafka Monitoring

The viewlet above shows the auto-discovered, publish-subscribe topology of a Kafka
network including senders, readers, and topics. Each edge (the lines between nodes) has
statistics showing average elapsed time and count. This image shows the topology of a

Kafka sender publishing messages with topics and several Kafka readers subscribed to
specific topics.

A single point of truth is provided to track performance, latency, logs, auditing, and content
surveillance. XRay provides complete message flow analytics relating applications to the
messages they publish to Kafka and the applications that subscribe to them.
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The following are examples of jKQL query errors and suggestions on how to resolve them.

Case 1: The message, No record found, is displayed in the viewlet.

—> Try to modify the viewlet’s date and time range. Confirm that your repository has
imported data.

My First Query

jKQL> Get Events > O ASw

No record found

Figure 7-A. No Record Found Message

— Try to modify the query conditions if the date and time range do not work.

Viewlet 21

JKQL> Get Activity fields ActivitylD, staritime, Endtime, Elapsedtime , datediff(starttime,Endtime) where DateDiff(StartTime,Endtime) >10Sec

No record found

Figure 7-B. No Record Found — Modify Query
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Viewlet 21

= (et Activity fields  ActivitylD, startiime, Endtime, Elapsedtime , datediff{staritime, Endtime) where DateDiff(StartTime, Endtime) <10Sec

DateDiff{ StartTime,EndTim
7da95ccc-9efl-1129-85ec-00 7/5/2019, 1:12:50 PM 7/5/2019, 1:12:50 PM 43us -43ps
0076e2eb-9ef3-11e9-85ec-0|7/5/2019, 1:09:20 PM 7i5/2019, 1:09:20 PM 56us -56ps
b6b0aedd-9ef1-11e9-85ec-0/7/5/2019, 12:24:20 PM 7i5/2019, 12:24:20 PM 34us -34us
92e85ic7-9ef1-11e9-85ec-00 7/5/2019, 12:23:20 PM 7/5/2019, 12:23:20 PM 2X1us -221ps
6f22cfd6-9ef1-11e9-85ec-00! 7/5/2019, 12:22:20 PM 7i5/2019, 12:22:20 PM B67us -67us
4b577385-9ef1-11e9-85ec-0/7/5/2019, 12:21:19 PM 7i5/2019, 12:21:19 PM 38us -38us
506abc39-9ef1-1129-81e4-0/7/5/2019, 12:20:59 PM 7/5/2019, 12:21:29 PM 30s 51ms -778us
Je834d33-9ef1-1129-81e4-0 7/5/2019, 12:20:40 PM 7i5/2019, 12:20:59 PM 19s 365ms -314ps
2ced59af-9ef1-11e9-81e4-007/5/2019, 12:20:20 PM 7i5/2019, 12:20:29 PM 9s 920ms -495)15
2cal4b09-9efi-1129-81e4-0/7/5/2019,_12:20:20 PM 7/5/2019 12:20:29 PM 9s 950ms -231ps
2cal721b-9ef1-1129-8124-0/7/5/2019, 12:20:20 PM 7/5/2019, 12:20:29 PM 9s 935ms -448)8

page [ ors7 | » ~

Figure 7-C. No Record Found — Modify Query

Case 2: The viewlet message displays the requirements of the query.

— Update your query according to the viewlet’'s message.

Elapsed Time for Order Events

JKQL> Get the number of events fields Min(ElapsedTime) , Max(Elapse... [>_| ) |l oV

i Histogram query must contain "number of”, "group by" and "bucketed" expressions.

Figure 7-D. Query Requirements Message

Case 3: The viewlet message states that the query needs to be modified.

—> Modify the query’s expressions. Confirm that the appropriate data is supplied for the
chart axes.

A notification similar to the example below is displayed when a Y axis has incorrect data
defined, for example, “String.” Another example would be when a histogram’s X axis has
“Timestamp” defined.
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Revenue over Time

JKQL> get activities ‘AcceptOrder’ for the latest hour group by endtime ... [>_| O [l @ v

i The result cannot be plotted as linechart. Please modify the query.

Figure 7-E. Query Requirements Message

Case 4: System displays an error message.
— Modify the query using the information provided in the error message.

Using the example below, many times the solution is to increase “Bucketed by size.”

Test_2 Orders: Locations-Copy78

jKQL> get number of events group by starttime bucketed by size 2 show as barchart > O |ad Dwv

X com.nastel jkool.jkql. JKQLException: Failed computing buckets, repo: repo_Andrius$jKool, stmt: GET EVENT

FIELDS START_TIME, Count(NumberOf) as NumberOf WHERE (Date BETWEEN 0 YEAR AND 0 YEAR) GROUP
BY START_TIME BUCKETED BY SIZE 2 TRIM ENDS SHOW AS barchart; Caused by:
com.nastel jkool jkql. JKQLException: Cannot execute bucketed query: rangeStart value=1,557,299,027,180,266,
rangeEnd.value=1,558,512 505,399,073, results in 606,739,109,403 buckets, exceeding maximum of 2,048

Figure 7-F. Query Error Message

When data of “enum” data type (for example, severity, compcode) are queried to display,
the data type values must be used. The severity name can be replaced with the ID from
the severity values table, specified by the query.

Get enumeration for severity

Forexample: Get events where severity is ('3"'")
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Event Severity - 2019-05-21 13:55:23.449000 +03:00

JKQL> get events where severity in (INFO", 'test’)

¥ com.nastel jkool jkgl_parser. JKQLInvalidStatementException: Error at or near line 1, offset 27, token 'in"- No
enum constant com jkoolcloud tnt4j.core. OpLevel TEST

Figure 7-G. Query Error Message
“String” functions such as “Starts With,” “Ends With,” “Contains,” cannot be defined for
“Enum” data types.
Event Severity - 2019-05-21 13:55:23.449000 +03:00

JKQL> get events where severity contains ('INFO", 'test’)

X com.nastel jkool jkql.parser. JKQL InvalidStatementException: Error at or near line 1, offset 18, token
'severity”: Can only apply "Contains” to STRING fields or expressions

Figure 7-H. Query Error Message

Case 5: System displays invalid field.

— Modify the query by using the function prop before the field.

get events fields LONGITUDE order by starttime

% com.nastel jkool jkgl.parser. JKQLUnsupportedFieldException: Error at or near line 1, offset 19, token 'LONGITUDE": Field
‘LONGITUDE' not valid for item EVENT

Figure 7-1. Invalid Field
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Some fields are property fields which must be used with the function “prop.”

get events fields prop ('LONGITUDE') order by start time

jKaL= get events fields prop{LONGITUDE") order by starttime > | D |l owv

13.41053

13.41053
13.41053
13.41053

-118.24368

-118.24368
-118.24368
-118.24368

-0.12574
-0.12574
-0.12574 -

Page [ oi22| ~ - View 1 - 50 of 1,088

Figure 7-J. Prop Function

Case 6: Access required error

An error similar to the one below is displayed when trying to access sets, but this feature is
disabled.

OWMSy @

X com.nastel jkool jkql.admin.JKQLNotLicensedException: Access to Set requires features: Sets

Figure 7-K. Access Required Error

— Enable sets from the Features tab of the Admin Settings window.
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Admin Settings
Branding > Feature Description Status
specific criteria -
Sets

Allows use of advanced Machine
Permissions MachineLeamning Learning prediction and analysis
facilities

Alerts
Allows defining custom classes of

data calculations

Macros
Schemas

Allows grouping of Activities and [ﬁ T
Viewlet Sets _(J‘Jm;;.ﬁa

Events based on defined criteria

Allows using real-time queries to

Graph
Subscriptions monitor streamed dataas it is
Get Collectors received
Allows monitoring of activity analysis
Features Triggers taking specific actions, or raising
alerts, when specific criteria are met
License

Allows defining precomputed, cached
query results

Views

Figure 7-L. Enable Sets

Case 7: Syntax error.

Viewlet 20

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime) where elapsedtime exists where starttime between '2018-12-10 0:0:0' and 2....

X com.nastel jkool jkql. parser. JKQLInvalidStatementException: Error at or near line 1, offset 97, token ‘where': Can only specify one WHERE clause

Figure 7-M. Syntax Error
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As the error above mentions, only one where clause should be mentioned as seen in the
example below.

Viewlet 20 iz

jKQL> Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime) where elapsedtime exists and starttime between '2018-12-10 0:0:0' and '201.... > EASv

%

), max(elapsedtime) where elapsed and starttime betw

13h 53min

11h 6min

8h 20min

Sh 33min

0
E
=
°
@
w
o
=
w
3
[
=

2h 46min

0
Jun 25 Jun 26 Jun 27 Jun 28 Jun 29 Jun 30 Jul 02 Jul 03 Jul 04 Jul 05

StartTime

Max(ElapsedTime)

Figure 7-N. One Where Clause

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime)
where elapsedtime exists where starttime between '2018-12-10 0:0:0' and '2019-12-31
23:59:59' group by starttime bucketed by day show as anomalychart

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime)
where elapsedtime exists and starttime between '2018-12-10 0:0:0' and '2019-12-31 23:59:59'
group by starttime bucketed by day show as anomalychart

Case 7.1: When passing a field name to a function, do not use the ¢ symbol.

Viewlet 20

JKQL> Get events fields avg(‘elapsedtime'), min('elapsedtime’), max(‘elapsedtime’) where elapsedtime exists and starttime betwe...

ela £ edtime'), max('elapsedtime’) where elapsedtime ex d starttime between 2

X com.nastel jkool jkqgl.parser. JKQLInvalidFunctionException: Error at or near line 1, offset 19, token ‘avg". Failed instantiating function ‘avg'

Figure 7-O. Syntax Error Due to ‘ Symbol
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Viewilet 20

edtime exists and starttime between

ime), max(elapsedtime) elaps e and starttime between

malychart

13h 53min

11h 6min

8h 20min

5h 33min

°
E
=
-
o
-
a
e
w
—
>
]
=

2h 46min

0
Jun 24 Jun 25 Jun 26 Jun 27 Jun 28 Jun 29 Jun 30 Jul 02 Jul 03 Jul 04 Jul 05

StartTime

Max(ElapsedTime)

Figure 7-P. Passing Field Name

For example:

Get events fields avg(elapsedtime), min(elapsedtime), max (elapsedtime)
where elapsedtime exists and starttime between '2018-12-10 0:0:0' and '2019-12-
31 23:59:59"'" group by starttime bucketed by day show as anomalychart

Case 8: Request time out is displayed.

—> Try to refresh the viewlet by clicking on the Refresh button located at the top right
corner of the viewlet.

Sometimes the response can take longer than expected due to various reasons, for
example, a network issue.

L> Get Event where ParentiD in (*1fa01fa1-970c-11e9-9dd8-b8975ar9¢c090", 'e9fa9a60-970b-11€9-9dd8-b8975ar9c090", 'c6372d41-970b-11€9-9dd8-b8975af9c090"...  |>_| O |l ov

X Request timeout.

Figure 7-Q. Request Timeout
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Case 9: “Show as” type is invalid.

— An incorrect viewlet chart type was used. Specify a valid chart type to display the data
(see the subsections of 2.5.4 for available chart types to use).

Get Number of Events show as chart

X Invalid "show as" type

Figure 7-R. Invalid Type

Case 10: Error message when using the Relative function.
— The Relative function currently only works for activities.

Get Relative of Event

X com.nastel jkool jkgl.parser.JKQLInvalidStatementException: Error at or near line 1, offset 17, token 'Event': Currently, can
only get Relatives of Activities

Figure 7-S. Relatives Error
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