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Chapter 1. About Nastel XRay

1.1 Introduction

For IT Ops professionals, members of the DevOps group, and developers, the ultimate
advantage would be to know everything as it happens in their business Z and everything that
could happen. To know all and see all with complete vision is the competitive ideal:
oper ations managers armed with real -time analytics, detecting performance problems
before delays arise; the company discovering trends the moment they form.

If there is a function in modern technology that offers anything close to this ideal of
omniscience, it As pr o v i-tine anglytias & prevent problems (or at least their impact)
and forensics to resolve the problems you canAt

Such awareness is difficult to attain, and it is often impossible for companies to know in
advance what events need to be analyzed and when that analysis must happen. IT must
store and analyze everything, or risk missing evidence of operational lags, risks, or rising
customer trends. For security compliance reasons alone, enterprises are required to
maintain good logs, s tore them securely for at least one year, and review them daily.

An important consideration is whether staff  are looking at the data with the right degree of
resolution. A common strategy is to restrict support staff to low -resolution viewlets, so they
can isolate a problem to a specific infrastructure tier and then pass the problem to a
specialist, who starts diagnosing the problem all over again with a different tool. While this
approach works, it is time -consuming, expensive, and disruptive. A more produ ctive
approach would be to allow application supportto use a high -resolution analysis, equipping
them with the forensic tools to both diagnose a problem and immediately begin its
resolution.

To answer business -centric questions and provide guidance for decision -makers, Nastel
XRaycombines:

Analytics using advanced predictive anomaly detection and machine learning algorithms

for problem prevention across apps, messaging, logs, mobile, and the loT.

Insight into applications , including payment processing, trade compliance, order tracking,
healthcare claims processing, compliance, machine data, and more.

Visibility across the IBM stack (MQ, 1IB, DP, MFT), Java, mobile, and the newer open -source
technologies such as Kafka, STORM, Spark, MQTT, log files, Python, REST, and much more.
Multi -tenancy with private data repositories available on premise or in SaaS.

Lambda architecture with grids for real -time, in -memory analytics as well as historical
analytics, data replication, and time -to-live for all streaming data.

End-to-end business transaction tracking that spans technologies, tiers, and organizations.
Intuitive, easy -to -use data visualizations and dashboards.

These capabilities fuse seamlessly acr oss dynamic IT environments, from mobile to
mainframe. They provide the broad array of analytic and decision  -support capabilities
needed by developers, IT admins, and business analysts to satisfy real -time operations
intelligence and APM needs.

XRUG1.07 1 © 2022 Nastel Technologies, Inc.
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1.2 Key Benefi ts

Key benefits are insight, visibility, prediction, and machine learning that is easy  -to-use to:

Improve service to customers and reduce operational risk 7z using machine learning

analytics.
Highly scalable with self  -service access, without need for data scientists z using
flexibleweb-based UUAs and natur al | anguage for ease of

architecture with microse rvices for scalability.
Reduce support costs 7 via Docker deployment, open -source data collectors and ease of
use.

1.3 Activities, Events and Snapshots  Concept
Overview

The Nastel XRay data model consists of the following items:

Events: Actions or occurrences recognized by software that may be handled by the
software. Event is the smallest item, which can be measured by time.

Activities : A collection of related tracking events (TrackingEvent) and other sub -activities .
Relation is established via a grouping specified by a developer or set of correlators (across
thread, application boundaries). Activities may have a set of user -defined properties which
are grouped into property snapshots (Prop ertySnapshot).

Sets: Named collections of Activities that meet specific criteria.

Snapshots : A collection of properties with category, name, and a time stamp associated
with when the snapshot is taken. Activities may have one or more property snapshots.

Dictionaries : Generic, free -form items that can have user -defined properties.

Sources: Represent origins of Events and Activities. They can be references generically as
Sources, or by the specific class of source:

GeolLocation; DataCenter; Network; Device; Address; Server; Process; Runtime; AppServer;
Application; SourceUser; VirtualSource

The concept of activities , events and snapshots are displayed in the following figure.

XRUG1.07 2 © 2022 Nastel Technologies, Inc.
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C

...............................

( Activity 8 H

...................... s Act iv'it y__C

l g‘"" g‘"
erssrasERTravEaE R R e

-

-

X_SNAPSHOT

@
..... ; ;
------- | o e e

Sources

O™ OED ...
OO COEC O

Figure 1.3-A. Activities, Events and Snapshots Concept

.....pe e

1.3.1 Example: My Workday
See Figure 1.3.:Abel ow f or an exampl e. The mdichnistleect i vity
highest (super) activity . It is the outcome of smaller activities, events, and snapshots.
For exampl e, J3My Withe folidvang smaleoantisities t s
M1 | come to work
1 Ilgotolunch
1 1 have a Skype call
These smaller activities are outcomes of related
consists of the following related events:
1 1 open the office door with my key card
1 1say hello to my colleague
1 Iturn on my computer
Events not related to the main activity can exist; they occur on their own without any parent

activity. For example, 3a bird orkdayaandwiownsdw w. j q
it in your off ice, but it is not related to your workday (the main activity).

The events can have snapshots. Snapshots are collections of event data aspects which can
be measured statistically. For example:

1 The amount of time it took to enter the office with my key card

1 The eye color of my colleague

1 The type of computer | use

XRUGL1.07 3 © 2022 Nastel Technologies, Inc.
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/ .
Small Activity:

Main Activity: I g0to lunch
My Workday
PECTECITRLTRLIE Aesssessesasesasesnsesasenenes > -
s E Walk to cafeteria
’ Time span from desk
. to cafeteria
/ Small Activity: \ P s
| come to work : =
Small Activity: H
lhavea Skype call
SNAPSHOT
Speciesof bird

V

EVENT
Icall my

colleague

Figure 1.3.1-A. Example: My Workday

1.3.2 Example: Grocery Shopping

You are buying products in the supermarket (this is the activity). The event would be the
process of scanning the product bar codes. The snapshots are all related to the event of
scanning. Examples are the time it took to scan the products, package color, product weight.

Activity:  You are buying products in the supermarket
Event: The process of scanning product barcodes

Snapshots: The time it took to scan, product package colors, product weight

1.4 Data

Users can either s tream their data or upload a file (Section 2.2.1) to use Nastel XRayto analyze
and present their data.

1.5jKQL

jKQL is an English-like query and stream processing language for analyzing machine data in
flight (Fast Data) and at rest. It defines the syntax of statements used for manipulating data

in the Nastel XRay Data Model. It enables the user to sea rch, filter, group, and count data. It
is designed to be used by both the business user and the data scientist. Use jKQL to analyze
anomalies, behavior, flows, relationships , and patterns in time -series data as it relates to
your business. (See Chapter 5: Using jKQL.

XRUGL1.07 4 © 2022 Nastel Technologies, Inc.
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Chapter 2: Using Nastel XRay

Nastel XRay puts your data (streaming or imported from a file) in a repository and displays
it as a collection of customized viewlets grouped into one or more dashboards depending
on your needs.

2.1 Accessing Nastel XRay

1. Open your internet browser.

2. Go to the URL address provide d by your System Administrator and press Enter. The
Nastel XRay login dialog box is displayed.

Y XRay

LOGIN Forgot Password ?

Not registered for Nastel XRay yet? Sign up for a
subscription |

Figure 2.1-A. Login Dialog Box

note  Section 3.1.1, Branding

I=
I ll_‘qI The login dialog box may display your company logo indt=steaif Xieay logo. Please se

3. Enter your Login ID and Password and click LOGIN. If you would like to reset your
password, click Forgot Password

Please note that thergot Passwopdge is specified by going tdidie Menwand selectin
f Admln Settlngs Branding> Login Page> Forgot Password UR(seeSection 3.1.1.2, Lof
NOTE

4. By default, the Landing Page is displayed. Please see the next section, 2.2 , Landing
Page, for more information.

2.2 Landing Page

XRUG1.07 5 © 2022 Nastel Technologies, Inc.
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The Landing Page is used as an initial screen for Nastel XRay novices, providing guidance on
what the solution provides as well as an easy -to-use wizard for importing data. Experienced
users can skip this screen and go directly to their dashboards by clicking Go to Dashb oard .

The landing page can be accessed at any time by clicking the Main Menu and selecting
Landing Page (Figure 2.3.6A).
The Landing Pageprovides three options:

1 Analyze Your Data (Section 2.2): import your data
1 Explore a Demo (Section 2.2): sample walk -throughs
1 Goto Dashboard (Section 2.): view your dashboard

Operational Analytics Made Easy!

Where do you want to start?

Analyze Your Data Go to Dashboard

¢ Never show again

Choose a demo:

Ontler Trackng lot

Figure 2.2-A. Landing Page

2.2.1 Analyze Your Data: Import a File

To import your data , select Analyze Your Data from the Landing Page (Figure 2.2A). The
following file formats are  supported:

T .xls, .xlsx
1 Apache log

1 .csv

1 Custom (with configuration)

=
L::L. From the dashboard, users can also import data by clickingnibergBsgdoutton located ¢

NOTE the top right of the screen. Please note that this button does not appear for sample r

XRUG1.07 6 © 2022 Nastel Technologies, Inc.
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Perform the following to import your file :
1. Click Choose File to select a file to import .

STAGES ® _.__.__.__._

UFPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

Mo file chosen Choose File

OR DRAG YOUR FILE HERE

Cancel

Figure 2.2.1-A. Import File

2. If you have selected the wrong file, you can update it by clicking Change and selecting
another file. Click Next .

Sampia-data-for-{Kool xisx I Change

OR DRAG YOUR FILE HERE

Figure 2.2.1-B. Change Your File Selection
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3. Analyze the preview. If your file does not look correct, click  Advanced to change
processing options.

© o o o o

USLOAND PREVIEW NPORT VIEWLETS PUSILESH

CFG RELDATES~TRUE

HOR | Source SourcaF QN

Source APPL=amqgsgst axesSERVER=QM_C HPENVYO11]

Source APPL=amgsput axe# SERVER=OM_C HPENVYON]

|

4

|

|

!

' .

| Al RUNTIME=2588@HPENVY D11 J#SERVER=HPENVY 0 11 I¥NETADDR 254 40 20580ATACENTER=
b l HiTeE Streams

fr

'

|

|

i

|

i

EventiD

If this doesn’t look comrect, then select the Advanced button (o change processing options

Cancel Advanced

Figure 2.2.1-C. Preview Imported File

STAGES o o —‘——‘—‘—‘—‘_

UPLOAD WA GE MAP EVENT MOORT VIEWAETS PUBLISH

First row as header: © Yes @ No File encoding: [LRNISEE

Column separator Decimal character

CFG RELDATESsFALSE

HDR Source

/ER=QM_B HPENVYD113

M _AHFENVYO113

T
|
|
d
|
|
|

QM_AHFENVYD113
GM_B HFENVYD113

=GM_AHFENVYD113

Figure 2.2.1-D. Advanced Options for Imported File
4. The following options are available:
1 Firstrow as header z Specify if the first row is a header row.
9 File encoding z Select encoding type.

1 Column separator 7 From the drop -down menu select the column delimiter:
comma, semicolon, or tab.

1 Decimal character z Specify the decimal number delimiter: period or comma.
After you have made your selections, click Next .

5. This screen allows you to:
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1 Change the name of column headers. You can select from the drop  -down list or
type over the existing header name.

1 Map data imported into Nastel XRay to an existing field within the Nastel XRay
data model . Al ternatively, by selecting the
to import custom data and label it with a name that has relevance to the user.

1 Remove a column.

Click Next to continue.

) e e e e

MANGGE ' EVENT INPORT VEMETS PUeUsH

| RELDATES=FALSE
v Genoeic A
String | RELDATESwFALSE
: \

ROW ‘

Source

1 |

Figure 2.2.1-E. Additional Advanced Options for Imported File
6. The fields on the following screen are optional. Populate them to make the data more
detailed.
1 Application name : Enter the application name.
Server name: Enter the name of the server.
Network address:  Enter the data source IP address .
Data center:  Specify the name of the data center

=A =4 =4 =

Geo address z Click Use current location  to populate the field with the lat itude
and longitude of your current location.
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o © o 0 0

UPLOAD E EVENT IMPORT VIEWLETS PUBLISH

Application name Server name

Network address Data center

Geo address

40.7953408, -73.4715904 + Use current location

Cancel Start import

Figure 2.2.1-F. More Advanced Options for Imported File

Click Start import to import your file.

STAGES ° ° . _.__._

UPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

‘Waiting for stream to start._.

To Background

Figure 2.2.1-G. Import Process

The import process can be run in the background by clicking  To Background . To
cancel the import, click Abort . A confirmation dialog box will appear when the
import is finished. Click Next .

If you selected to run the import process in the background, you can view the
imported data by going to Main Men u > Import / Export > Data where you can
create viewlets and specify a dashboard (see Section 2.6.1, Datg for more
information). Otherwise, continue to step 7.

7. A summary o f the data will display on the following screen. Click next to s elect
viewlets or click Finish to load default viewlets.
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URLoAD EVENT INPORT VIEWLETS

Total lines: Current line Bytes streamed: Etapsed time

287Tms

Skipped activities

To Background -

Figure 2.2.1-H. Imported File Summary

8. A default set of viewlets is provided. By default, all viewlets are selected (selected
viewlets appear in blue). Simply click a viewlet to unselect it (unselected viewlets
appear in full color). Click Next to add the selected viewlets to a dashboard.

UPLOAD PREVIEW ORT VEMETS PUBLEH
Deselected
| viewlet

Selected
viewlet

Selectec © vientets

Cancal

Figure 2.2.1-l. Viewlets for Imported File

9. Add your viewlets to an existing dashboard or create a new dashboard.

1 Add to Dashboard sectionz Add your viewlets to an existing dashboard by
selecting a dashboard from the Select dashboard drop -down list.

1 Create New Dashboard section z Add your viewlets to a new dashboard.  Enter
a name for the new dashboard and select one, two, or three columns.
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FREVIEW INPORT VIEWLETS PUBLESH

CREATE NEW DASHBOARD

Dashboard name:

Two columns

I'l Three columns

Cancel

Figure 2.2.1-J Add Imported File Viewlets to Dashboard

Click Finish to display your imported data in your dashboard.

=]
L—;‘ SeeSection 2.6.1, Dafar information on how to view and manage all data previously in
NOTE

2.2.2 Explore a Demo

Clicking Explore a Demo on the Landing Pageprovides walk -throughs of the following four
business issue scenarios where Nastel XRay can be used to solve a problem :

1 RUM (Real User Monitoring) : illustrates how to determine the root cause of poor
end-user experience. (Go to https://www.youtube.com/watch?v=0uYvkRix6iMwatch a
brief use -case demonstration.)

1 Order Tracking : illustrates how to trace the flow of an order from order placement
throug h verification, payment, shipping, and more.

9 1oT: illustrates the Internet of Things (I0T) as used in athletics, specifically
basketball.

1 DevOps: illustrates how to analyze the Build and Deploy processes.

Choose a demo:

Ordes Tracking

Start 8 demo

Figure 2.2.2-A. Choose a Demo

Each walk-throug h starts with an explanation of the problem, the solution, and the steps
taken to solve the problem. To view a demo, select it and click  Start a demo

At the end of each demo, there is an option to load your own data into the example. Click
Load your data and select your file (referto Section 2.2.1, Analyze Your Data for information
on importing data) .

XRUG1.07 12 © 2022 Nastel Technologies, Inc.
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Another helpful visualization is the Comparison
Viewlet.

We are comparing builds and attempting to catch
variances between different instances of the same
test. We are fittering this to show the slowest five
events.

This Viewlet is an easy way to compare multiple
items and detect what is different.

Load your data

FINISH

Figure 2.2.2-B. Load Your Data

The next section is a walk-through of the Order Tracking demao.

2.2.2.1 Order Tracking Demo

After selecting Explore a Demo , select Order Tracking . Click Start a demo

IT Operational Analytics Made Simple

Where do you want to start?

O 2] E

Analyze Your Data Go to Dashboard

Never show again

Choose a demo:

Order Trackng

Start a8 damo

Figure 2.2.2.1-A. Start a Demo

A viewlet is displayed which shows a topology map of the business milestones. The JKQL
guery that produced this viewlet is shown at the top of the viewlet .
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ON08r FYacess Busanes Mo s100w

I - get refaives show as lopology

Set |~ DaviVemsags | - Dnctcsd

Figure 2.2.2.1-B. Order Tracking Demo z Page 1

1 The health bar under each icon is color coded to reflect st atus (green = good, yellow
= warning, red = critical).

9 To drill into the details of an event, click the icon. Click Next to view the details of
the circled milestone, Order Placed .

1 Clicking the health bar for Order Placed , produces a pop -up menu for drill -down
into SLAs and performance metrics for transactions and activities.

Dot relatives Show 5 TPy

Set | e Sond Mewsage | Encesed

Crder Placed

Figure 2.2.2.1-C. Order Tracking Demo z Page 2

1 Click SLAto see the objective of Elapsed Time <= 2 seconds

1 Choose Not Met to see the transactions that did not meet the required
performance objective.

9 Click Next to proceed.

This screen shows the open Console where the slow transactions are listed. In this example,
a transaction was selected, and topology chosen. Click Next to view the topology.
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Get Activity Tieids 3 from “Order Flaced” that 0ot mel 'SLA' show a5 table

B acovryName SanTme EagsedTine Severty

Figure 2.2.2.1-D. Order Tracking Demo z Page 3

This screen shows the topology. By clicking the various icons, you can drill down into each
event to see the root cause of the problem.

VALIDATE OMDERS QUEUE

Figure 2.2.2.1-E. Order Tracking Demo z Page 4

This is the end of this demo. You can either:

1 Return to the Landing Pageby clicking Finish .
OR

1 Import your own data file into the example by clicking Load your data and
following the prompts (see Section 2.21, Analyze Your Datdor more information)

2.2.3 Go to Dashboard

The Go to Dashboard option on the Landing Page takes you to your dashboard if you have
previously created one . If no dashboards exist, you will be asked to create one  (Figure 2.4.2.1
B).

Seethe next section, Disable Landing Page, for information onthe  Never show again option.

2.2.4 Disable Landing Page
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The landing page can be disabled to allow users to view the ir dashboard immediately after
logging in. Perform one of the following to disable the land  ing page:
9 Before clicking Go to Dashboard from the Landing Page, enable the Never show
again option.

Analyze Your Data Go to Dashboard

¥ NG SHow apis

Figure 2.2.4-A. Landing Page z Never Show Again

1 Oronthe Main Menu , select User Settings > Configure Dashboards to open the
Configure Dashboard dialog box. Select Off for Landing page and click Save (See

Figure3.24.5).
2.3 Toolbar

The main toolbar of the screen has the following options . Use the figure below as a
reference.

A-C: Repositor y Quota Limit s (Section 2.3.1.)

A: Data Points
B: Stream Messages Per Day
C: Stream Bytes Per Day
D: Repository Drop-down (Section 2.3.7)
E: Search (Section 2.3.9
F: Current User
G: Help (Section 2.3.2
H: Log Out (Section 2.3.3
I: Default Date & Time (Section 2.3.5
J: Main Menu (Section 2.3.9
K: Import Data button ( Section 2.2.1)
L: Add Viewlet button ( Section 2.5.])
M: Modify button ( Section 2.5.8.)
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Data points morka

[{ oot Oota 16 [T Vvt | + il woay [ 2 17

Figure 2.3-A. Main Toolbar

2.3.1 Repository

To load a repository , select it from the Repository drop -down menu on the main toolbar as
seen in the figure below. Repositories appearing under Global Repositories are sample
repositories available to all users (see Section 2.4.1, Sample Dashboards for more
information).

Sample-OrderTracking

Q. | [ Latest Month

Figure 2.3.1-A. Repository

Each section within the Repository drop-down menu represents a different organization
(organization name will be bolded) and their repositories. Use the search field to quickly
search the menu.

test
|
I ..
repod
test
testing
tikrool2Repo
test
morka
pomidoras
Global Repositories
Sample
Sample-AnomalyDetection
Sample-DevOps
Sample-ELM
Sample-10TSports
Sample-Middleware
Sample-Maobile
Sample-OrderTracking

Figure 2.3.1-B. Repository Drop -down Menu
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2.3.1.1 Repository Quota Limits

The Repository Quota  Limit drop -down (immediately to the left of the  Repository drop -
down) displays your data and repository limit s (dependent on your license). Click the
Repository Quota Limit  drop -down menu to view limit amounts for  Data points , Stream
m essages per day and Stream bytes per day

For limited licenses, the data point usage percentage  will display with in the drop -down .

Data points |

Data points guota is limited _click here tofj
learn more

Figure 2.3.1.1-A. Data Points Percentage

For unlimited licenses, Unlimited will display.
Data points | Unlimited > || 111

Figure 2.3.1.1-B. Unlimited Data Points

Clicking on the limit bar will generate a Data Points dashboard consisting of viewlets
displaying data points of events, activities, and snapshots from the latest week (see Section
5.4 for example s of dast and Jatest).

Data Points - 2018050, .%

Data Points - Events

KQL> get number of events for latest week group by starttime bucketed by hour show asfinechart [_|D = |ul 88 2 < v

Data Points - Activities

JKOL> get number of activities for latest week group by starttime bucketed by hour show as linecharl 0_| D [l 22 2 <

Data Points - Snapshots

KQL> get number of snapshots for latest week group by snapshottime bucketed by hour show as inechart >_|D [l 2 & «< v

Figure 2.3.1.1-B. Data Points Dashboard

2.3.2 Help

Click the question mark icon 7| on the toolbar (Figure 2.3 A) to access the help page. This link
is defined in Main Menu > Admin Settings > Branding >Index Page > Help url (see Section
3.1.1.4, Index Pageé.

2.3.3 Logout

Click the Logout icon on the toolbar (Figure 2.3 A) to exit the system. Before exiting, the
following dialog box appears asking if you would like to save or discard updates made.
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[ Are you sure you want to logout? Please save your unsaved changes.

Cancel Don't Save Save

Figure 2.3.3-A. Save Changes

2.3.4 Search

At the top right of the screen there is a Search field used to search through event data.
Within the Search field, enter a word or phrase relevant to event data. The search will run a
JKQL query as follows:

Fi ndtypéd searchword 6 i n Events

The results will display in a viewlet within a new  dashboard titled , Search - <search query > -
<date and time >. In the below example, longest activity was entered in the Search field.

Search Ryetm - lengest activity

Find Yongest activity’ in Events

I‘,—-mt Vew! Xl X2

Figure 2.3.4-A. Search Field

-
L:‘.I » Please note that the Search box only searches events data. To search through activ
Nn;: data, use jKQL queries (Ge@pter)5

2.3.5 Default Date & Time Range

Use the Date & Time Range option on the toolbar (Figure 2.3.5-A) to set the date and time
for the viewlets of the selected repository. Click the drop -down menu to customize. The
following are possible options:
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Predefined
9 This: Hour, Week, Month, Year
i Last: Hour, Week, Month, Year

1 Today
1 Yesterday
Custom

M Limit
o This
o Earliest
0 Last
0 Latest

1 Value: Enter a number value (available when Thisis not selected)

0 Minute
0 Hour
o Day
0 Week
0 Month
o0 Year
Date range
91 From: Enter the start date and time, or select from the sche duler with additional
options .
1 To: Enter the end date and time, or select from the scheduler with additional
options .
Date & Time Range
o Janwary 2019
Su Mo Tu We Th
1 2 3
6 T 8 9
13 g v w
20 N 2 n
28 25 3N N
Figure 2.3.5-A. Date & Time Range
Please note that this date and time range will only be effective for the current session ; when

you exit and log back in, the default date and time range will be used. To set the default date
and time range go to Main Menu > User Settings > Date & Time Range (see Section 3.23
Date & Time Rangé.
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2.3.6  Main Menu

The Main Menu is accessed by clicking the menu icon EHatthe top right of the screen. This
menu provides the functionality described in Table 2 below.

-»

= e E# Import | Export v !
2 Viewlet . X : » Date & Time Range
1
b Creato 1 F Data :
: I » Configure Dashboards
1
’ ! F Viewlets I
: | » Configure Schemas
= 1
% Dashboard : » Dashboards !
| : b Repository
LI |
v g | b Sets !
1 : b Personal Tokens
) |
! EZ Admin Settings :
» Sa : 1 # Landing Page
1
: s User Settings v I
» Sa | : 7 Feedback
1
| Two-factor !
» Change Layout : Authentication --! & Ahout
1

F import / Export > -

Figure 2.3.6-A. Main Menu

Table2. Main MenuFunctions

Expand to access the following viewlet options:
Viewlet 1 Create Section 2.5.1
1 Open Section 2.5.4

Expand to access the followibmshboard options:
i Create Section 2.4.2.1
1 Open Section 2.4.2.2
1 Save Section 2.4.2.5
1 Save As Section 2.4.3.
1 Change LayoutSection 2.4.2.8

Dashboard

Expand to access the Import / Export subnu. Se&ection 2.6, Import / EXpor|
for more information.

Import / Export

Opens theAdmin Settingslialog box. Please s&ection3.1, Admin Settinggor
Admin Settings more information. Please note that only administrative users with reposi
permissions will have this option available.

User Settimgs Please se&ectiorns.2, User Setting$or more information.
Landing Page Takes you to the Landing Pa@égure 2.2A).
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T~ Opens the page to leave feedbaahd ask questions. This page is defineg
Branding>Index Page> Leave Feedback

5AaLd I @a (KS ddiaithmsmnd apRlicaiidn infodghatighincludes
links for getting collectorand licenseénformation:

9 Click Get Collectors to open the page of open-source collector
download links. The Get Collectors URL can be changed in
Branding > Index Page > Collectors URL .

1 Click License to view license and upgrade informatio n. The
license URL can be changed in Branding > Index Page >
License URL .

2.4 Dashboards

A dashboard is a collection of viewlets. Your data repository can have multiple dashboards .
Each dashboard is displayed by clicking the desired dashboard tab located at the top of the
screen.

DutaPowss Transactions

Figure 2.4-A. Dashboard Tabs

A red asterisk appearing at the front of a dashboard name signifies an unsaved dashboard.

To save a dashboard, right click the dashboard tab and select Save, or select Dashboard >
Save from the main menu . If your browser crashes before saving, the dashboard will be
restored upon next login.

Anomalies Tracking

Figure 2.4-B. Unsaved Dashboards

2.4.1 Sample Dashboards

In your system sample repositories are provided. You can find these within the  Global
Repositories  section of the Repository drop-down menu (see Section 2.3.0). It is
recommended to review th e sample repository dashboards before creating your own.

The Sample Order Tracking dashboard is shown in the figure below . To open this
dashboard, select the Sample -OrderTracking repository. The individual viewlets are
described in Section 2.5.4 Viewlet Chart Types andSamples
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Figure 2.4.1-A. Sample Dashboard

Global Repositories have limited features. For example, if you right click on a dashboard tab

of a Global Repository, Save As and Set As Default are not available in the pop -up menu
because this i epositary whicha is1 pebde pnly.r Updates made in sample

repositories are not saved before changing the repository or logging out. If it were a
repository created by you , all functions would be available.

l  Sampie-OrderTracking

Location Related_Geomap: Events by loca

Get relatives show as geomap

Change fayout

Figure 2.4.1.B. Dashboard Menu

2.4.2 Dashboard Actions

2.4.2.1 Create

Users create multiple dashboards as a way of grouping different data or analytics. While all
could be on a single dashboard within the same repository, it can be more convenient to
break them up by separate dashboard tabs.

After clicking Go to Dashboard from the Landing Page (Figure 2.2-A), the Create new
Dashboard dialog box opens if no dashboards have been previously created

You can also create a new dashboard by goingto Main Menu > Dashboard > Create (Figure
2.3.6-A) or by clicking '#: plus button immediately to the right of the existing dashboard
tabs.
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Test IT Summary

Figure 2.4.2.1-A. Create Dashboard Button
%

Create new Dashboard

Dasroperd Name (4]
Fage ou
One Caumn Two Comns Threa Cokmns
¥ Use dola trom snother Heposiory

1oy, Sampee-Order Tracking

¥ Gerrerate mtal visviels

Figure 2.4.2.1-B. Create New Dashboard Dialog Box

To create your dashboard:

1.
2.
3.

Enter a name for your dashboard.

Select the number of columns.

To make writing queries easier, enable the Use data from another Repository
option to specify data will come from a distinct repository. Select the repository from
the drop -down menu. The repositories you can select from are the ones that are
available to you, including global repositories.

To create a set of default View!l ets, select Generate initial viewlets

Click Create . Your dashboard has been added. The figure below shows a new
dashboard with a set of default viewlets displayed as thumbnails. By clicking the
viewlet thumbnail, the viewlet opens in the Console at  the bottom of the screen.

XRUG1.07 24 © 2022 Nastel Technologies, Inc.



Nastel XRay Us er As Gui de

Chapter 2: Using Nastel XRay

Default Main.Menu
dashboard (Section 2.3.6)
indicated by Create |
areen ber viewlet
(Section
Default
Viewlets

Get actwity

ActrvityName

Activity count
viewlet details

Crear.nicate SOITLO5-04 07 22 08 99052 Mhems adxd

Vel Or o 20170519 052036 03841 1 [ 23] /
Pay=antProcess 20170519 052043 100N 70ms NEQ (13

AcceotOrcer TO VaicateO 20170819 052039 87406 2 2048 O camea

Figure 2.4.2.1-C. Default Viewlets

The upper portion of the screen above is called the Summary  Panel. It contains summary
viewlets which are used when counting the number of objects like events, activities, or
shapshots and presenting the count in a summarized view. It can be closed and default to
closed when no summaries are defined for that dashboard (See Section,2.5.4.10 Summary).

2422

To open a dashboard, go to Main Menu > Dashboard > Open. The Open Dashboard dialog
box opens. If there are no additional dashboards, this option will be greyed out.

All saved dashboards will be listed in the Dashboard Name drop -down menu. Select the
desired dashboard and click Open .

h”
Open Dashboard

Dashboard Name var v

KT

Figure 2.4.2.2-A. Open Dashboard

2.4.2.3 Menu

To display the menu of a dashboard, right click on the dashboard tab. Apop -up menu opens
with the following options:

I Assignto Teams (Section2.4.2.4)
M Save (Sectbn 2.4.2.5)
1 Save As (Section2.4.2.6)
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1
1

Set As Default (Section2.4.2.7)

Configure (Section2.4.2.8)

Close other tabs

Close tabs to the right
currently viewing

Close tabs to the left
viewing

2.4.2.4 Assign to Teams

The Assign to Teams option allows you to enable view and modify permissions for
Hover

over t his

repository.

close all tabs appearing to the right of

opti on

t o

\'

. close all tabs appearing to the left of the

. close all other tabs except for the tab you are currently viewing

ew al l t eams

=)

MNOTE

To create a team, addsar to a team and manage team repositoriédaigoMens Admin
Settings> Organizatiorr TeamgqseeSection 3.1.3.4.1, Edit Tdanmore information).

After hovering over the Assign to Teams option, s imply click the eye icon to enable viewing
privileges and/or the pencil icon for modifying privileges

both options) . Enabled options for the teams will appear in green.
privileges prevents the user s from saving changes.

(clicking on the pencil icon selects
Assigning teams viewing

Please note that this feature is only available for creators of the dashboard (dashboard
owners), users who belong to a team with modification permissions, and repository admin

the tab you are

tab you are currently

teams.

users.
Assign to Teams ‘
Save
Save As
Set As Default ParentlD
Configure fdec8f1d-0d12-11e6-9270-dC RES
Ciose other tabs fdec8f1c-0d12-11e6-9270-dCPRC
lfdec680a-0d12-11e6-9270-di ONL
Close tabs to the right
'-, 29348-0d12-11e6-9270-d RES
lose tabs to the left ffdea0348-0d12-11e6-9270-d Preg.
Figure 2.4.2.4-A. Assign to Teams
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2.4.2.5 Save

To save a dashboard to a repository so that it appears every time you log in , either right click
on the dashboard tab and select Save from the pop -up menu ( Figure 2.4.2.4A), or go to Main
Menu > Dashboard > Save (Figure 2.3.6A). A dialog box appears confirming that the
dashboard has been saved.

Confirmaton

0 OrderTrackang Dashboard saved successiully

Figure 2.4.2.5-A. Dashboard Successfully Saved

2.4.2.6 Copy (Save As)

To make a copy of a dashboard , go to Main Menu > Dashboard > Save As or right click the
dashboard tab and select Save As from the pop -up menu. Type in a new name for the
dashboard .

2.4.2.7 Default

Your default dashboard is indicated by a green bar on the top of the tab. When a repository
is loaded, the default dashboard will automatically display first.

MFT Tacung

- L

Figure 2.4.2.7-A. Dashboard Tabs

To set a dashboard as the default, right click on the tab of the dashboard and select Set As
Default from the pop -up menu (Figure 2.4.2.4-A). The dashboard is now set as default and
will have a green bar located at the top of i ts tab.

2.4.2.8 Change Layout

Users can change the layout and schema of the dashboard. Open the Change Layoutdialog
box by right clicking the dashboard tab and selecting  Configure (Figure 2.4.2.4A) from the
pop-up menu, or go to Main Menu > Dashboard > Change Layout . The Change Layout
dialog box opens.
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Change Layout

Sample-OrderTracking

One Column Two Columns Three Columns

Schema: | Select.. v

Figure 2.4.2.8-A. Change Layout

A new layout can be selected (one, two, or three columns).  Select an option fromthe Schema
drop -down menu. The schema will change how viewlets are displayed in your dashboard.
The schema selected will control which columns are displayed and their sequence in viewlets
(See 3.2.5, Configure Schemas]. Please note that schemas are not available for Global
Repositor y dashboards (the sample repositories ).

To go back to the default schema where all columns are displayed in viewlets, choose Select
from the Schema drop -down menu.

«
Change Layout

Schema SelecCt v

Select

events |
Figure 2.4.2.8-B. Change Schema

Additional dashboard customization options are available on the Configure Dashboard dialog
screen. See Section 3.2.4, Configure Dashboards, for more information.

2.4.2.9 Dashboard Arrangement

The order in which dashboards display can be changed. Click on the tab of the dashboard
you would like to move and drag and drop it to a new position.

2.4.2.10 Close

To close a dashboard, simply click the X located on the right side of the dashboar dtab. The
X will appear if the dashboard is currently displayed. For dashboards not displayed, hover
over the tab and the X will appear.
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Figure 2.4.2.10-A. Delete Dashboard

Once the X is clicked, a confirmation dialog box will ap pear . dlobal repositay a
dashboard, the dialog box will confirm the close action (  Figure 2.4.2.106B). If the dashboard

is in a repository created by you, the dialog box will ask to save your changes (  Figure 2.4.2.10
0.

Confirmation

Figure 2.4.2.10-B. Close Dashboard Confirmation

2.4.2.11 Import / Export

Please see Section 2.6.3, Dashboard, for more information on importing and exporting
dashboards.

2.4.2.12 Rename

Please see Secion 3.2.4.1, Rename for more information.

2.4.2.13 Delete

Please see Section 3.2.43, Delete Dashboard for more information.

2.4.2.14 Refresh

Please see Section 32.4.6, Refresh Dashboard for more information.

2.4.3 Summary Panel

The Summary panel appears at the top of the screen. It contains summary  viewlets, which
can be created several ways. See Section 2.5.4.1Q Summary, for more information about
summary viewlets .

ptayed (ut of 153 seOued

Activiy Scorecant: Lasest Weok 77 Activities Coomag. £ very by loation
Gt the numbes of MR v Get eatives Show as Qoomag

Aciviyt . Locaticn | Elapeec Severmy | Acwite
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Figure 2.4.3-A. Summary Viewlets

2.4.3.1 Auto -Play Viewlets

Summary viewlets can automatically scroll for easy viewing. To implement this feature,
enable Auto -Play located at the top right of the  Summary panel.

Import Data | Viowiat | +

Actmity Coort

Activities Count

65.4K

Import Data | d Viewlet | +

2
Event Count > Viewlet 5 > L= Turn Off Auto-Play

Events Count AlLL

Data Puoints - 2018-12-1_..

Figure 2.4.3.1-B. Turn Off Auto -Play

2.4.3.2 Scrolling Viewlets

Summary viewlets not displayed on the screen can easily be viewed by clicking on the left
and right arrows at each end of the Summary panel.

......

Figure 2.4.3.2-A. Scrolling Summary Viewlets

2.4.3.3 Show / Hide Section

The Summary panel can be hidden by simply clicking the Summary tab to collapse the
section. The system can be configured to automatically have the Summary panel hidden
every time you log in. Please see Section3.2.4.4, Summary Console for more information.

h Summary ‘

Summary of the Order Process Flow for Latest Week

ocessiD), Avg{ProcessiD), Max{ThreadlD), Min{ThreadID) AcceptOrder CreditValidate

Figure 2.4.3.3-A. Show / Hide Summary Section

2.4.4 Consol e Panel
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When users click on data records from any of the viewlets on a dashboard to view additional
details, new viewlets will open in the Console panel allowing users to drill deeper into the
data.

Within the Console panel, new temporary viewlets can be created (see Section 2.5.13, Create
Temporary Viewle).

Click the Console tab to display or hide this section. When no viewlets are in the
Console, the section will collapse automatically. The viewlets in the Console panel are
temporary z they will not be saved after switching repositories or logging out.

If any data is clicked w ithin Console panel viewlets, the additional details will display in new
tabs.

PR

Gee Geapetict whers Proparses{ SET_MAME RELATELT] = ‘scivity

Zoaps hthene Sraprbot Tims

Figure 2.4.4-A. Viewing Console Viewlet Details

Console panel viewlets can be moved to the Summary panel so that they can be saved for
future sessions. Click the Move to das hboard button to perform this.

Pllul ) & v A2

Figure 2.4.4-B Console Viewlet Toolbar z Move to Dashboard

2.4.5 End User Monitoring

The Nastel XRay RUM (ReatUser Monitoring) plugin ( https://github.com/Nastel/jkool -rum -
plugin) can be added to get data and monitor web pages using  Nastel XRay. When the data
is streamed through this plugin to  Nastel XRay, the EUM button will appear on the main

toolbar. When clicked, it produces a separate dashboard with viewlets  that can be used to

monitor the activity data of your webpages. E xamples of these viewlets can be found in the
Sample -EUM repository.

| vewet |+ [ Ev | 32 [ importDaa | d |
Figure 2.4.5-A. End User Monitoring Button

2.5 Viewlets

Viewlets display data in various chart layouts. Examples of possible viewlet layouts along
with jKQL queries are provided in the sample dashboard s of the Global Repositories . The
chart layouts include the following:

1 Table 1 Line
1 Column 1 Pie
1 Bar 1 Stack
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 Geo Map 1 Compare
1 Scorecard 1 Tree
1 Area 1 Clustering
1 Summary 9 Correlation
1 Topology 1 Eeature Suggestion
1 Anomaly 9 Forecast
1 Histogram 1 Expected
A red asterisk appearing in front of a viewlet name signifies an unsaved viewlet. Save the

viewlet f r om t he v i e(alitketlte Aevn anrewn on the top right corner, see  2.5.7
Viewlet Menufor more information), or save the entire dashboard (see 2.4.2.5 Save. If your
browser crashes before saving, the viewlet will be restored upon next login.

Events by the Howr Topology

> get number of Event group tA D [ 55 JKOL> Get relatives sho 1D

° @ | @ Sever | #3 Applcation |
60 — wa B9 DataCenter | @ Resource |
an @ K

20 ' uz mwsg.rl

(I 000000000000 QO Y 0 ‘.. !

18:00 Oct 02 06:00 12:00

.
=
3
o
o
-
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c
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w

StartTime

APPCACHE ~8= Credit

DNS Evaluatefraud

Figure 2.5-A. Viewlets

2.5.1 Create / Open Viewlets

Viewlets can be created by using forms or jKQL queries. To create viewlets, o pen the
Create/Open Viewletdialog box by clicking the Viewlet button at the top right of the screen
(Figure 2.5.1-A) or by going to Main Menu > Viewlet > Create (see Section 2.3.6, Main Mend).
Users that have the jKQL query interface suppressed (see Section 3.1.3.1, Create New Users
for more information on suppressing jKQL queries) will have the Viewlet Form button
instead (Figure 2.5.1B; seeSection 2.5.1.2 Create a Viewlet with a Form

=
ll_—;‘ To import or export viewlets, pleaSesken 2.6.2, Viewl&s more information.
NOTE

Q (] This Year -~
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Figure 2.5.1-A. Create Viewlet with Viewlet Button

Q (] This Year

Import Data | e i Viewlet Form | +

Figure 2.5.1-B. Create Viewlet with Viewlet Form Button

The Create/Open Viewletdialog box opens. See sections 2.5.1.1 (Create Viewlet with a jKQL
Query) and 2.5.1.2 (Create a Viewlet with a Form) below on how to add viewlets.

2.5.1.1 Create Viewlet with a jKQL Query

=]
L—;‘ Please se€hapter 5, Using K@l information on jKQL query language.
NOTE

1. After clicking the blue Viewlet button, s elect Create Viewlet with JKQL  on the
Create/Open Viewletdialog box.

Create/Open Viewlat

* Create Viewlet with jKQL
Create Viewlet with a Form
Open Existing Viewlet

Figure 2.5.1.1-A. Create/Open Viewlet Zz Create Viewlet with jKQL
2. Inthis example, the query Get Log is entered. As you type, suggestions are provided
in a drop -down list.

Create Viewiet (7]

efine Query Get

Vewiet Name

F &5 you enler your query.

Cancel 8 y its

- oot -
Bost

Figure 2.5.1.1-B. Enter a JKQL Query

’ Suggestons are provided l

3. Enter a name for your viewlet. In this example, My First Query was entered.
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Craate Viewlet >

ot Name | My First Quany|

Figure 2.5.1.1-C. Name Your Viewlet

Figure 2.5.1.1-D. My First Query

4. Click Create . Your first viewlet is added to the dashboard.

2.5.1.2 Create a Viewlet with a Form

Select Create Viewlet with a Form on the Create/Open Viewletdialog box.

Figure 2.5.1.2-A. Create/Open Viewlet z Create Viewlet with a Form

The form view open s with all available options for the viewlet. Options are explained in the
sections immediately below.
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