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Chapter 1: About Nastel XRay

1.1 Introduction

For IT Ops professionals, members of the DevOps group, and developers, the ultimate
advantage would be to know everything as it happens in their business - and everything that
could happen. To know all and see all with complete vision is the competitive ideal:
operations managers armed with real-time analytics, detecting performance problems
before delays arise; the company discovering trends the moment they form.

If there is a function in modern technology that offers anything close to this ideal of
omniscience, it's providing real-time analytics to prevent problems (or at least their impact)
and forensics to resolve the problems you can't prevent.

Such awareness is difficult to attain, and it is often impossible for companies to know in
advance what events need to be analyzed and when that analysis must happen. IT must
store and analyze everything, or risk missing evidence of operational lags, risks, or rising
customer trends. For security compliance reasons alone, enterprises are required to
maintain good logs, store them securely for at least one year, and review them daily.

An important consideration is whether staff are looking at the data with the right degree of
resolution. A common strategy is to restrict support staff to low-resolution viewlets, so they
can isolate a problem to a specific infrastructure tier and then pass the problem to a
specialist, who starts diagnosing the problem all over again with a different tool. While this
approach works, it is time-consuming, expensive, and disruptive. A more productive
approach would be to allow application support to use a high-resolution analysis, equipping
them with the forensic tools to both diagnose a problem and immediately begin its
resolution.

To answer business-centric questions and provide guidance for decision-makers, Nastel
XRay combines:

Analytics using advanced predictive anomaly detection and machine learning algorithms
for problem prevention across apps, messaging, logs, mobile, and the loT.

Insight into applications, including payment processing, trade compliance, order tracking,
healthcare claims processing, compliance, machine data, and more.

Visibility across the IBM stack (MQ, 1B, DP, MFT), Java, mobile, and the newer open-source
technologies such as Kafka, STORM, Spark, MQTT, log files, Python, REST, and much more.
Multi-tenancy with private data repositories available on premise or in SaaS.

Lambda architecture with grids for real-time, in-memory analytics as well as historical
analytics, data replication, and time-to-live for all streaming data.

End-to-end business transaction tracking that spans technologies, tiers, and organizations.
Intuitive, easy-to-use data visualizations and dashboards.

These capabilities fuse seamlessly across dynamic IT environments, from mobile to
mainframe. They provide the broad array of analytic and decision-support capabilities
needed by developers, IT admins, and business analysts to satisfy real-time operations
intelligence and APM needs.

XRUG1.07 1 © 2022 Nastel Technologies, Inc.
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1.2 Key Benefits

Key benefits are insight, visibility, prediction, and machine learning that is easy-to-use to:

Improve service to customers and reduce operational risk - using machine learning
analytics.

Highly scalable with self-service access, without need for data scientists - using
flexible web-based Ul's and natural language for ease of use and a powerful Lambda
architecture with microservices for scalability.

Reduce support costs - via Docker deployment, open-source data collectors and ease of
use.

1.3 Activities, Events and Snapshots Concept
Overview

The Nastel XRay data model consists of the following items:

Events: Actions or occurrences recognized by software that may be handled by the
software. Eventis the smallest item, which can be measured by time.

Activities: A collection of related tracking events (TrackingEvent) and other sub-activities.
Relation is established via a grouping specified by a developer or set of correlators (across
thread, application boundaries). Activities may have a set of user-defined properties which
are grouped into property snapshots (PropertySnapshot).

Sets: Named collections of Activities that meet specific criteria.

Snapshots: A collection of properties with category, name, and a time stamp associated
with when the snapshot is taken. Activities may have one or more property snapshots.

Dictionaries: Generic, free-form items that can have user-defined properties.

Sources: Represent origins of Events and Activities. They can be references generically as
Sources, or by the specific class of source:

Geolocation; DataCenter; Network; Device; Address; Server; Process; Runtime; AppServer;
Application; SourceUser; VirtualSource

The concept of activities, events and snapshots are displayed in the following figure.

XRUG1.07 2 © 2022 Nastel Technologies, Inc.
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Figure 1.3-A. Activities, Events and Snapshots Concept

1.3.1 Example: My Workday
See Figure 1.3.1-A below for an example. The main activity is “My Workday” which is the
highest (super) activity. It is the outcome of smaller activities, events, and snapshots.
For example, “My Workday” consists of the following smaller activities:
e | come to work
e |gotolunch
e | have a Skype call
These smaller activities are outcomes of related events. For example, “I come to work,”
consists of the following related events:
e | open the office door with my key card
e | say hello to my colleague
e | turn on my computer
Events not related to the main activity can exist; they occur on their own without any parent

activity. For example, “a bird hit a window.” It happened during your workday, and you saw
it in your office, but it is not related to your workday (the main activity).

The events can have snapshots. Snapshots are collections of event data aspects which can
be measured statistically. For example:

¢ The amount of time it took to enter the office with my key card

e The eye color of my colleague

e The type of computer | use

XRUG1.07 3 © 2022 Nastel Technologies, Inc.
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Figure 1.3.1-A. Example: My Workday

S

1.3.2 Example: Grocery Shopping

You are buying products in the supermarket (this is the activity). The event would be the
process of scanning the product barcodes. The snapshots are all related to the event of
scanning. Examples are the time it took to scan the products, package color, product weight.

Activity: You are buying products in the supermarket
Event: The process of scanning product barcodes

Snapshots: The time it took to scan, product package colors, product weight

1.4 Data

Users can either stream their data or upload a file (Section 2.2.7) to use Nastel XRay to analyze
and present their data.

1.5jKQL

jKQL is an English-like query and stream processing language for analyzing machine data in
flight (Fast Data) and at rest. It defines the syntax of statements used for manipulating data
in the Nastel XRay Data Model. It enables the user to search, filter, group, and count data. It
is designed to be used by both the business user and the data scientist. Use jKQL to analyze
anomalies, behavior, flows, relationships, and patterns in time-series data as it relates to
your business. (See Chapter 5: Using jKQL).
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Chapter 2: Using Nastel XRay

Nastel XRay puts your data (streaming or imported from a file) in a repository and displays
it as a collection of customized viewlets grouped into one or more dashboards depending
on your needs.

2.1 Accessing Nastel XRay

1. Open your internet browser.

2. Go to the URL address provided by your System Administrator and press Enter. The
Nastel XRay login dialog box is displayed.

WY XRay

LOGIN Forgot Password ?

Not registered for Nastel XRay yet? Sign up for a
subscription here

Figure 2.1-A. Login Dialog Box

=
ll_:l. The login dialog box may display your company logo instead of the Nastel XRay logo. Please see

NOTE Section 3.1.1, Branding.

3. Enter your Login ID and Password and click LOGIN. If you would like to reset your
password, click Forgot Password.

li'_‘] Please note that the Forgot Password page is specified by going to the Main Menu and selecting
—2" Admin Settings > Branding > Login Page > Forgot Password URL (see Section 3.1.1.2, Login

NoTE  Page).

4. By default, the Landing Page is displayed. Please see the next section, 2.2, Landing
Page, for more information.

2.2Landing Page
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The Landing Page is used as an initial screen for Nastel XRay novices, providing guidance on
what the solution provides as well as an easy-to-use wizard for importing data. Experienced
users can skip this screen and go directly to their dashboards by clicking Go to Dashboard.
The landing page can be accessed at any time by clicking the Main Menu and selecting
Landing Page (Figure 2.3.6-A).

The Landing Page provides three options:

e Analyze Your Data (Section 2.2.1): import your data
e Explore a Demo (Section 2.2.2): sample walk-throughs
¢ Go to Dashboard (Section 2.2.3): view your dashboard

Operational Analytics Made Easy!

Where do you want to start?

Analyze Your Data Go to Dashboard

¢ Never show again

Choose a demo:

Ontler Trackng lot

Figure 2.2-A. Landing Page

2.2.1 Analyze Your Data: Import a File

To import your data, select Analyze Your Data from the Landing Page (Figure 2.2-A). The
following file formats are supported:

e Xls, .xlsx

e Apache log

e .CSV

e Custom (with configuration)

=
L::L. From the dashboard, users can also import data by clicking the green Import Data button located on

NOTE the top right of the screen. Please note that this button does not appear for sample repositories.
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Perform the following to import your file:
1. Click Choose File to select a file to import.

STAGES ® _.__.__.__._

UFPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

Mo file chosen Choose File

OR DRAG YOUR FILE HERE

Cancel

Figure 2.2.1-A. Import File

2. Ifyou have selected the wrong file, you can update it by clicking Change and selecting
another file. Click Next.

OR DRAG YOUR FILE HERE

Figure 2.2.1-B. Change Your File Selection
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3. Analyze the preview. If your file does not look correct, click Advanced to change
processing options.

© o o o o

USLOAND PREVIEW NPORT VIEWLETS PUSILESH

CFG RELDATES~TRUE

HOR |

Source SourcaF ON
ROV

Source APPL=amqgsgst axesSERVER=QM_C HPENVYO11]

Source APPL=amgsput axe# SERVER=OM_C HPENVYON]

|

4

|

|

!

' .

| Al RUNTIME=2588@HPENVY D11 J#SERVER=HPENVY 0 11 I¥NETADDR 254 40 20580ATACENTER=
b l HiTeE Streams

fr

'

|

|

i

|

i

EventiD

If this doesn’t look comrect, then select the Advanced button (o change processing options

Cancel Advanced

Figure 2.2.1-C. Preview Imported File

STAGES o o —‘——‘—‘—‘—‘_

UPLOAD WA GE MAP EVENT MOORT VIEWAETS PUBLISH

First row as header: © Yes @ No File encoding: [LRNISEE

Column separator Decimal character

CFG RELDATESsFALSE

HDR Source

/ER=QM_B HPENVYD113

M _AHFENVYO113

T
|
|
d
|
|
|

QM_AHFENVYD113
GM_B HFENVYD113

=GM_AHFENVYD113

Figure 2.2.1-D. Advanced Options for Imported File
4. The following options are available:
e First row as header - Specify if the first row is a header row.
¢ File encoding - Select encoding type.

e Column separator - From the drop-down menu select the column delimiter:
comma, semicolon, or tab.

e Decimal character - Specify the decimal number delimiter: period or comma.
After you have made your selections, click Next.

5. This screen allows you to:
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e Change the name of column headers. You can select from the drop-down list or
type over the existing header name.

e Map data imported into Nastel XRay to an existing field within the Nastel XRay
data model. Alternatively, by selecting the option “new property,” this can be used
to import custom data and label it with a name that has relevance to the user.

e Remove a column.

Click Next to continue.

) e e e e

MANGGE ' EVENT INPORT VEMETS PUeUsH

| RELDATES=FALSE
Genoeic A\

Strng | RELDATESwFALSE
e —

1 Source
2 Sour

ROW

ROW

Figure 2.2.1-E. Additional Advanced Options for Imported File
6. Thefields on the following screen are optional. Populate them to make the data more
detailed.
e Application name: Enter the application name.
e Server name: Enter the name of the server.
¢ Network address: Enter the data source IP address.
o Data center: Specify the name of the data center.

e Geo address - Click Use current location to populate the field with the latitude
and longitude of your current location.
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) o 0 0

UPLOAD E EVENT IMPORT VIEWLETS PUBLISH

Application name Server name

Network address Data center

Geo address

40.7953408, -73.4715904 + Use current location

Cancel Start import

Figure 2.2.1-F. More Advanced Options for Imported File

Click Start import to import your file.

STAGES ° ° . _.__._

UPLOAD PREVIEW IMPORT VIEWLETS PUBLISH

‘Waiting for stream to start._.

To Background

Figure 2.2.1-G. Import Process

The import process can be run in the background by clicking To Background. To
cancel the import, click Abort. A confirmation dialog box will appear when the
import is finished. Click Next.

If you selected to run the import process in the background, you can view the
imported data by going to Main Menu > Import / Export > Data where you can
create viewlets and specify a dashboard (see Section 2.6.1, Data, for more
information). Otherwise, continue to step 7.

7. A summary of the data will display on the following screen. Click next to select
viewlets or click Finish to load default viewlets.
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URLoAD EVENT VIEWLETS

Total lines: Current line S Bytes streamed: Etapsed time

287Tms

Skipped activities

To Background -

Figure 2.2.1-H. Imported File Summary

8. A default set of viewlets is provided. By default, all viewlets are selected (selected
viewlets appear in blue). Simply click a viewlet to unselect it (unselected viewlets
appear in full color). Click Next to add the selected viewlets to a dashboard.

UPLOAD PREVIEW ORT VEWMETS PUBLEH

Deselected
| viewlet

Selected
viewlet

Selectec © vientets

Cancal

Figure 2.2.1-I. Viewlets for Imported File

9. Add your viewlets to an existing dashboard or create a new dashboard.

e Add to Dashboard section- Add your viewlets to an existing dashboard by
selecting a dashboard from the Select dashboard drop-down list.

e Create New Dashboard section - Add your viewlets to a new dashboard. Enter
a name for the new dashboard and select one, two, or three columns.
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FREVIEW VIEWLETS PUBLESH

CREATE NEW DASHBOARD

Dashboard name:

Two columns

I'l Three columns

Cancel

Figure 2.2.1-J. Add Imported File Viewlets to Dashboard

Click Finish to display your imported data in your dashboard.

=
|-_::‘1*‘ See Section 2.6.1, Data, for information on how to view and manage all data previously imported.
NOTE

2.2.2 Explore a Demo

Clicking Explore a Demo on the Landing Page provides walk-throughs of the following four
business issue scenarios where Nastel XRay can be used to solve a problem:

¢ RUM (Real User Monitoring): illustrates how to determine the root cause of poor
end-user experience. (Go to https://www.youtube.com/watch?v=0uYvkRix6iM to watch a
brief use-case demonstration.)

e Order Tracking: illustrates how to trace the flow of an order from order placement
through verification, payment, shipping, and more.

e loT: illustrates the Internet of Things (I0T) as used in athletics, specifically
basketball.

e DevOps: illustrates how to analyze the Build and Deploy processes.

Choose a demo:

Ordes Tracking

Start 8 demo

Figure 2.2.2-A. Choose a Demo

Each walk-through starts with an explanation of the problem, the solution, and the steps
taken to solve the problem. To view a demo, select it and click Start a demo.

At the end of each demo, there is an option to load your own data into the example. Click
Load your data and select your file (refer to Section 2.2.1, Analyze Your Data, for information
on importing data).
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Another helpful visualization is the Comparison
Viewlet.

We are comparing builds and attempting to catch
variances between different instances of the same
test. We are fittering this to show the slowest five
events.

This Viewlet is an easy way to compare multiple
items and detect what is different.

Load your data

FINISH

Figure 2.2.2-B. Load Your Data

The next section is a walk-through of the Order Tracking demo.

2.2.2.1 Order Tracking Demo

After selecting Explore a Demo, select Order Tracking. Click Start a demo.

IT Operational Analytics Made Simple

Where do you want to start?

O 2] E

Analyze Your Data Go to Dashboard

Never show again

Choose a demo:

Order Trackng

Start a8 damo

Figure 2.2.2.1-A. Start a Demo

A viewlet is displayed which shows a topology map of the business milestones. The jKQL
query that produced this viewlet is shown at the top of the viewlet.
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ON08r FYacess Busanes Mo s100w

I - get refaives show as lopology

Set |~ DaviVemsags | - Dnctcsd

Figure 2.2.2.1-B. Order Tracking Demo - Page 1

e The health bar under each icon is color coded to reflect status (green = good, yellow
= warning, red = critical).

e To drill into the details of an event, click the icon. Click Next to view the details of
the circled milestone, Order Placed.

e Clicking the health bar for Order Placed, produces a pop-up menu for drill-down
into SLAs and performance metrics for transactions and activities.

Dot relatives Show 5 TPy

Set | e Sond Mewsage | Encesed

Figure 2.2.2.1-C. Order Tracking Demo - Page 2

e Click SLA to see the objective of Elapsed Time <= 2 seconds.

e Choose Not Met to see the transactions that did not meet the required
performance objective.

e Click Next to proceed.

This screen shows the open Console where the slow transactions are listed. In this example,
a transaction was selected, and topology chosen. Click Next to view the topology.
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Get Activity Tieids 3 from “Order Flaced” that 0ot mel 'SLA' show a5 table

B acovryName SanTme EagsedTine Severty

Figure 2.2.2.1-D. Order Tracking Demo - Page 3

This screen shows the topology. By clicking the various icons, you can drill down into each
event to see the root cause of the problem.

VALIDATE OMDERS QUEUE

Figure 2.2.2.1-E. Order Tracking Demo - Page 4

This is the end of this demo. You can either:

e Return to the Landing Page by clicking Finish.
OR

e Import your own data file into the example by clicking Load your data and
following the prompts (see Section 2.2.1, Analyze Your Data, for more information).

2.2.3 Go to Dashboard

The Go to Dashboard option on the Landing Page takes you to your dashboard if you have
previously created one. If no dashboards exist, you will be asked to create one (Figure 2.4.2.1-
B).

See the next section, Disable Landing Page, for information on the Never show again option.

2.2.4 Disable Landing Page
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The landing page can be disabled to allow users to view their dashboard immediately after
logging in. Perform one of the following to disable the landing page:
e Before clicking Go to Dashboard from the Landing Page, enable the Never show
again option.

Where do you wanlt 10 stant?

@®

Analyze Your Data Go to Dashboard

& NavGs SHOW apass

Figure 2.2.4-A. Landing Page - Never Show Again

¢ Or onthe Main Menu, select User Settings > Configure Dashboards to open the
Configure Dashboard dialog box. Select Off for Landing page and click Save (See

Figure 3.2.4.5).
2.3Toolbar

The main toolbar of the screen has the following options. Use the figure below as a
reference.

A-C: Repository Quota Limits (Section 2.3.1.1)

A: Data Points
B: Stream Messages Per Day
C: Stream Bytes Per Day
D: Repository Drop-down (Section 2.3.1)
E: Search (Section 2.3.4)
F: Current User
G: Help (Section 2.3.2)
H: Log Out (Section 2.3.3)
I: Default Date & Time (Section 2.3.5)
J: Main Menu (Section 2.3.6)
K: Import Data button (Section 2.2.1)
L: Add Viewlet button (Section 2.5.1)
M: Modify button (Section 2.5.8.1)
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Data points 175% morka

Stream messages per day

" rwrows 1 1 vt P oo 2 1

Figure 2.3-A. Main Toolbar

2.3.1 Repository

To load a repository, select it from the Repository drop-down menu on the main toolbar as
seen in the figure below. Repositories appearing under Global Repositories are sample
repositories available to all users (see Section 2.4.1, Sample Dashboards, for more
information).

Sample-OrderTracking

Q. | [ Latest Month

Figure 2.3.1-A. Repository

Each section within the Repository drop-down menu represents a different organization
(organization name will be bolded) and their repositories. Use the search field to quickly
search the menu.

test
|
I ..
repod
test
testing
tikrool2Repo
test
morka
pomidoras
Global Repositories
Sample
Sample-AnomalyDetection
Sample-DevOps
Sample-ELM
Sample-10TSports
Sample-Middleware
Sample-Maobile
Sample-OrderTracking

Figure 2.3.1-B. Repository Drop-down Menu
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2.3.1.1 Repository Quota Limits

The Repository Quota Limit drop-down (immediately to the left of the Repository drop-
down) displays your data and repository limits (dependent on your license). Click the
Repository Quota Limit drop-down menu to view limit amounts for Data points, Stream
messages per day and Stream bytes per day.

For limited licenses, the data point usage percentage will display within the drop-down.

Data points |

Data points guota is limited _click here tofj
learn more

Figure 2.3.1.1-A. Data Points Percentage

For unlimited licenses, Unlimited will display.
Data points | Unlimited > || 111

Figure 2.3.1.1-B. Unlimited Data Points

Clicking on the limit bar will generate a Data Points dashboard consisting of viewlets
displaying data points of events, activities, and snapshots from the latest week (see Section
5.4 for examples of “Last” and “Latest”).

Data Points - 2018050, .%

Data Points - Events

KQL> get number of events for latest week group by starttime bucketed by hour show asfinechart [_|D = |ul 88 2 < v

Data Points - Activities

JKOL> get number of activities for latest week group by starttime bucketed by hour show as linecharl 0_| D [l 22 2 <

Data Points - Snapshots

KQL> get number of snapshots for latest week group by snapshottime bucketed by hour show as inechart >_|D [l 2 & «< v

Figure 2.3.1.1-B. Data Points Dashboard

2.3.2 Help

Click the question markicon H on the toolbar (Figure 2.3-A) to access the help page. This link
is defined in Main Menu > Admin Settings > Branding > Index Page > Help url (see Section
3.1.1.4, Index Page).

2.3.3 Logout

Click the Logout icon on the toolbar (Figure 2.3-A) to exit the system. Before exiting, the
following dialog box appears asking if you would like to save or discard updates made.
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[ Are you sure you want to logout? Please save your unsaved changes.

Cancel Don't Save Save

Figure 2.3.3-A. Save Changes

2.3.4 Search

At the top right of the screen there is a Search field used to search through event data.
Within the Search field, enter a word or phrase relevant to event data. The search will run a
jKQL query as follows:

Find ‘typed search word’ in Events

The results will display in a viewlet within a new dashboard titled, Search - <search query> -
<date and time>. In the below example, longest activity was entered in the Search field.

Search Ryetm - lengest activity

Find Yongest activity’ in Events

e (R 1 Viow | X2 of X2
Figure 2.3.4-A. Search Field

-
L::I'; Please note that the Search box only searches events data. To search through activity and snapshot

NOTE data, use jKQL queries (see Chapter 5).

2.3.5 Default Date & Time Range

Use the Date & Time Range option on the toolbar (Figure 2.3.5-A) to set the date and time
for the viewlets of the selected repository. Click the drop-down menu to customize. The
following are possible options:
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Predefined

e This: Hour, Week, Month, Year
e Last: Hour, Week, Month, Year

e Today
e Yesterday
Custom
e Limit
o This
o Earliest
o Last
o Latest
¢ Value: Enter a number value (available when This is not selected)
e Units
o Minute
o Hour
o Day
o Week
o Month
o Year
Date range
e From: Enter the start date and time, or select from the scheduler with additional
options.
e To: Enter the end date and time, or select from the scheduler with additional
options.

Date & Time Range

[+] Januvary 2019
Su Mo Tu We Th
| 2 3
6 7 8 9

13 g v w

20 2 2 N
28 28 3 N

Figure 2.3.5-A. Date & Time Range

Please note that this date and time range will only be effective for the current session; when
you exit and log back in, the default date and time range will be used. To set the default date
and time range go to Main Menu > User Settings > Date & Time Range (see Section 3.2.3
Date & Time Range).
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2.3.6 Main Menu

The Main Menu is accessed by clicking the menu icon Eatthe top right of the screen. This
menu provides the functionality described in Table 2 below.

-»

= e E# Import | Export v !
2 Viewlet . X : » Date & Time Range
1
b Creato 1 F Data :
: I » Configure Dashboards
1
’ ! F Viewlets I
: | » Configure Schemas
= 1
% Dashboard : » Dashboards !
| : b Repository
Croalo |
v g | b Sets !
1 : b Personal Tokens
) |
| E¥ Admin Settings :
» Sa : 1 # Landing Page
1
: s User Settings v I
b Save Al | : 7 Feedback
1
| Two-factor !
* Change Layout : Authentication --! & ppout
1

F import / Export > -

Figure 2.3.6-A. Main Menu

Table 2. Main Menu Functions

Expand to access the following viewlet options:
Viewlet o Create: Section 2.5.1

e Open: Section2.5.1.4

Expand to access the following Dashboard options:
e Create: Section 2.4.2.1
e Open: Section 2.4.2.2
e Save: Section 2.4.2.5
e Save As: Section 2.4.2.6
e Change Layout: Section 2.4.2.8

Dashboard

Expand to access the Import / Export sub-menu. See Section 2.6, Import / Export,
for more information.

Import / Export

Opens the Admin Settings dialog box. Please see Section 3.1, Admin Settings, for
Admin Settings more information. Please note that only administrative users with repository
permissions will have this option available.

User Settings Please see Section 3.2, User Settings, for more information.

Landing Page Takes you to the Landing Page (Figure 2.2-A).
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Opens the page to leave feedback and ask questions. This page is defined in
Feedback .
Branding > Index Page > Leave Feedback.

Displays the user’s data point definitions and application information. Includes
links for getting collectors and license information:

e C(lick Get Collectors to open the page of open-source collector
download links. The Get Collectors URL can be changed in
Branding > Index Page > Collectors URL.

e C(lick License to view license and upgrade information. The
license URL can be changed in Branding > Index Page >
License URL.

2.4 Dashboards

A dashboard is a collection of viewlets. Your data repository can have multiple dashboards.
Each dashboard is displayed by clicking the desired dashboard tab located at the top of the
screen.

DutaPowss Transactions

Figure 2.4-A. Dashboard Tabs

A red asterisk appearing at the front of a dashboard name signifies an unsaved dashboard.
To save a dashboard, right click the dashboard tab and select Save, or select Dashboard >
Save from the main menu. If your browser crashes before saving, the dashboard will be
restored upon next login.

Anomalies Tracking

Figure 2.4-B. Unsaved Dashboards

2.4.1 Sample Dashboards

In your system sample repositories are provided. You can find these within the Global
Repositories section of the Repository drop-down menu (see Section 2.3.1). It is
recommended to review the sample repository dashboards before creating your own.

The Sample Order Tracking dashboard is shown in the figure below. To open this
dashboard, select the Sample-OrderTracking repository. The individual viewlets are
described in Section 2.5.4, Viewlet Chart Types and Samples.
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Figure 2.4.1-A. Sample Dashboard

Global Repositories have limited features. For example, if you right click on a dashboard tab
of a Global Repository, Save As and Set As Default are not available in the pop-up menu
because this is a “sample” repository which is read-only. Updates made in sample
repositories are not saved before changing the repository or logging out. If it were a
repository created by you, all functions would be available.

l  Sampie-OrderTracking

Location Related_Geomap: Events by loca

Get relatives show as geomap

Change fayout

Figure 2.4.1.B. Dashboard Menu

2.4.2 Dashboard Actions

2.4.2.1 Create

Users create multiple dashboards as a way of grouping different data or analytics. While all
could be on a single dashboard within the same repository, it can be more convenient to
break them up by separate dashboard tabs.

After clicking Go to Dashboard from the Landing Page (Figure 2.2-A), the Create new
Dashboard dialog box opens if no dashboards have been previously created.

You can also create a new dashboard by going to Main Menu > Dashboard > Create (Figure
2.3.6-A) or by clicking e plus button immediately to the right of the existing dashboard
tabs.
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Test IT Summary

Figure 2.4.2.1-A. Create Dashboard Button
%

Create new Dashboard

Dasrioerd Name [1]

One Caumn Two Cohmns Threa Cobmns

¥ Use dola trom snother Heposiory
Reposilory. Sampee-Order Tracking

¥ Gerrerate mtal visviels

Cancsl Claate

Figure 2.4.2.1-B. Create New Dashboard Dialog Box

To create your dashboard:
1. Enter a name for your dashboard.
2. Select the number of columns.

3. To make writing queries easier, enable the Use data from another Repository
option to specify data will come from a distinct repository. Select the repository from
the drop-down menu. The repositories you can select from are the ones that are
available to you, including global repositories.

4. To create a set of default Viewlets, select Generate initial viewlets.

5. Click Create. Your dashboard has been added. The figure below shows a new
dashboard with a set of default viewlets displayed as thumbnails. By clicking the
viewlet thumbnail, the viewlet opens in the Console at the bottom of the screen.
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Default Main Menu
dashboard (Section 2.3.6)
indicated by c /
green bar reate / open
viewlet
(Section
Default
Viewlets
Get actvity
ActvityName ’ Activity count
viewlet details
Crear. nicate UTLOS04 0T 2200 99052 s o d*) ad:d
R o 2 20170519 052036 03861 1.93% 0o alde /
PaymentProcess 20170519 052043 1900M 70 NEQ (L35
AccootOrcer TO ValcateO 201708190520 39 87406 2 204 OC'.%Y-:A.

Figure 2.4.2.1-C. Default Viewlets

The upper portion of the screen above is called the Summary Panel. It contains summary
viewlets which are used when counting the number of objects like events, activities, or
snapshots and presenting the count in a summarized view. It can be closed and default to
closed when no summaries are defined for that dashboard (See Section, 2.5.4.10 Summary).

24.2.2

To open a dashboard, go to Main Menu > Dashboard > Open. The Open Dashboard dialog
box opens. If there are no additional dashboards, this option will be greyed out.

All saved dashboards will be listed in the Dashboard Name drop-down menu. Select the
desired dashboard and click Open.

h”
Open Dashboard

Dashboard Name var v

KT

Figure 2.4.2.2-A. Open Dashboard

2.4.2.3 Menu

To display the menu of a dashboard, right click on the dashboard tab. A pop-up menu opens
with the following options:

e Assign to Teams (Section 2.4.2.4)
e Save (Section 2.4.2.5)
e Save As (Section 2.4.2.6)
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o Set As Default (Section 2.4.2.7)

Configure (Section 2.4.2.8)

e Close other tabs: close all other tabs except for the tab you are currently viewing

e Close tabs to the right: close all tabs appearing to the right of the tab you are
currently viewing

e Close tabs to the left: close all tabs appearing to the left of the tab you are currently
viewing

2.4.2.4 Assign to Teams

The Assign to Teams option allows you to enable view and modify permissions for teams.
Hover over this option to view all teams which have been added to the dashboard’s
repository.

=
L:hl » To create a team, add a user to a team and manage team repositories, go to Main Menu > Admin
’ Settings > Organization > Teams (see Section 3.1.3.4.1, Edit Team, for more information).

MNOTE

After hovering over the Assign to Teams option, simply click the eye icon to enable viewing
privileges and/or the pencil icon for modifying privileges (clicking on the pencil icon selects
both options). Enabled options for the teams will appear in green. Assigning teams viewing
privileges prevents the users from saving changes.

Please note that this feature is only available for creators of the dashboard (dashboard
owners), users who belong to a team with modification permissions, and repository admin
users.

Assign to Teams ‘
Save

Save As

Set As Default ParentiD

Configure

fdecsf1d-0d12-1166-9270-dCRES
fdeca1c-0d12-11e6-9270-dC PRC
fdec6203-0d12-11e6-9270-dl ONL
fdea9348-0d12-11e6-9270-d RES

Close other tabs

Close tabs to the right

lose tabs to the left

ffdea0348-0d12-11e6-9270-d Preg.

Figure 2.4.2.4-A. Assign to Teams
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2.4.2.5 Save

To save a dashboard to a repository so that it appears every time you log in, either right click
on the dashboard tab and select Save from the pop-up menu (Figure 2.4.2.4-A), or go to Main
Menu > Dashboard > Save (Figure 2.3.6-A). A dialog box appears confirming that the
dashboard has been saved.

Confirmaton

0 OrderTrackang Dashboard saved successiully

Figure 2.4.2.5-A. Dashboard Successfully Saved

2.4.2.6 Copy (Save As)

To make a copy of a dashboard, go to Main Menu > Dashboard > Save As or right click the
dashboard tab and select Save As from the pop-up menu. Type in a new name for the
dashboard.

2.4.2.7 Default

Your default dashboard is indicated by a green bar on the top of the tab. When a repository
is loaded, the default dashboard will automatically display first.

e~ + N

Figure 2.4.2.7-A. Dashboard Tabs

To set a dashboard as the default, right click on the tab of the dashboard and select Set As
Default from the pop-up menu (Figure 2.4.2.4-A). The dashboard is now set as default and
will have a green bar located at the top of its tab.

2.4.2.8 Change Layout

Users can change the layout and schema of the dashboard. Open the Change Layout dialog
box by right clicking the dashboard tab and selecting Configure (Figure 2.4.2.4-A) from the
pop-up menu, or go to Main Menu > Dashboard > Change Layout. The Change Layout
dialog box opens.
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A

Change Layout

Sample-OrderTracking

One Column Two Columns Three Columns

Schema: | Select.. v

Figure 2.4.2.8-A. Change Layout

A new layout can be selected (one, two, or three columns). Select an option from the Schema
drop-down menu. The schema will change how viewlets are displayed in your dashboard.
The schema selected will control which columns are displayed and their sequence in viewlets
(See 3.2.5, Configure Schemas]. Please note that schemas are not available for Global
Repository dashboards (the sample repositories).

To go back to the default schema where all columns are displayed in viewlets, choose Select
from the Schema drop-down menu.

«
Change Layout

Schema SelecCt v

Select

O
Figure 2.4.2.8-B. Change Schema

Additional dashboard customization options are available on the Configure Dashboard dialog
screen. See Section 3.2.4, Configure Dashboards, for more information.

2.4.2.9 Dashboard Arrangement
The order in which dashboards display can be changed. Click on the tab of the dashboard
you would like to move and drag and drop it to a new position.

2.4.2.10 Close

To close a dashboard, simply click the X located on the right side of the dashboard tab. The
X will appear if the dashboard is currently displayed. For dashboards not displayed, hover
over the tab and the X will appear.
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Figure 2.4.2.10-A. Delete Dashboard

Once the X is clicked, a confirmation dialog box will appear. If it's a global repository
dashboard, the dialog box will confirm the close action (Figure 2.4.2.10-B). If the dashboard
is in a repository created by you, the dialog box will ask to save your changes (Figure 2.4.2.10-

Q).

Confirmation

Figure 2.4.2.10-B. Close Dashboard Confirmation

2.4.2.11 Import / Export

Please see Section 2.6.3, Dashboard, for more information on importing and exporting
dashboards.

2.4.2.12 Rename

Please see Section 3.2.4.1, Rename, for more information.

2.4.2.13 Delete

Please see Section 3.2.4.3, Delete Dashboard, for more information.

2.4.2.14 Refresh

Please see Section 3.2.4.6, Refresh Dashboard, for more information.

2.4.3 Summary Panel

The Summary panel appears at the top of the screen. It contains summary viewlets, which
can be created several ways. See Section 2.5.4.10, Summary, for more information about
summary viewlets.

3 owt of 123 setmved

Activiy Scorecant: Latest Weok 77 Activities Geomag. £vents By lcation
Gt the rumbes of Mo Ot esatives Show as Qoomag

Aciviyt . Locaticn | Elapeec Severlty | Actwvite
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Figure 2.4.3-A. Summary Viewlets

2.4.3.1 Auto-Play Viewlets

Summary viewlets can automatically scroll for easy viewing. To implement this feature,
enable Auto-Play located at the top right of the Summary panel.

Import Data | Viowiat | +

Viewiot 4 4 Actmity Couortt

ALL Activities Count

65.4K

Import Data | d Viewlet | +

2
Event Count > Viewlet 5 > L= Turn Off Auto-Play

Events Count AlLL

Data Puoints - 2018-12-1_..

Figure 2.4.3.1-B. Turn Off Auto-Play

2.4.3.2 Scrolling Viewlets

Summary viewlets not displayed on the screen can easily be viewed by clicking on the left
and right arrows at each end of the Summary panel.

......

Figure 2.4.3.2-A. Scrolling Summary Viewlets

2.4.3.3 Show / Hide Section

The Summary panel can be hidden by simply clicking the Summary tab to collapse the
section. The system can be configured to automatically have the Summary panel hidden
every time you log in. Please see Section 3.2.4.4, Summary Console, for more information.

h Summary ‘

Summary of the Order Process Flow for Latest Week

rocessiD), Avg(ProcessiD), Max{ThreadID), Min{ThreadID) AcceptOrder CreditValidate

Figure 2.4.3.3-A. Show / Hide Summary Section

2.4.4 Console Panel
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When users click on data records from any of the viewlets on a dashboard to view additional
details, new viewlets will open in the Console panel allowing users to drill deeper into the
data.

Within the Console panel, new temporary viewlets can be created (see Section 2.5.1.3, Create
Temporary Viewlet).

Click the Console tab to display or hide this section. When no viewlets are in the
Console, the section will collapse automatically. The viewlets in the Console panel are
temporary - they will not be saved after switching repositories or logging out.

If any data is clicked within Console panel viewlets, the additional details will display in new
tabs.

R

Goe Beapedict whors Properses{GET NAME RELATELY| = ‘activity’

Zoaps hthene Sraprbot Tims

Figure 2.4.4-A. Viewing Console Viewlet Details

Console panel viewlets can be moved to the Summary panel so that they can be saved for
future sessions. Click the Move to dashboard button to perform this.

Pllul ) & v A2

Figure 2.4.4-B Console Viewlet Toolbar - Move to Dashboard

2.4.5 End User Monitoring

The Nastel XRay RUM (Real-User Monitoring) plugin (https:/github.com/Nastel/jkool-rum-
plugin) can be added to get data and monitor web pages using Nastel XRay. When the data
is streamed through this plugin to Nastel XRay, the EUM button will appear on the main
toolbar. When clicked, it produces a separate dashboard with viewlets that can be used to
monitor the activity data of your webpages. Examples of these viewlets can be found in the
Sample-EUM repository.

e 22 | moroon

Figure 2.4.5-A. End User Monitoring Button

2.5Viewlets

Viewlets display data in various chart layouts. Examples of possible viewlet layouts along
with jKQL queries are provided in the sample dashboards of the Global Repositories. The
chart layouts include the following:

e Table e Line
e Column e Pie
e Bar o Stack
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e Geo Map e Compare

e Scorecard o Tree

o Area e (Clustering

e Summary e Correlation

e Topology e Feature Suggestion
e Anomaly e fForecast

e Histogram e [Expected

A red asterisk appearing in front of a viewlet name signifies an unsaved viewlet. Save the
viewlet from the viewlet's menu (click the down arrow on the top right corner, see 2.5.7
Viewlet Menu for more information), or save the entire dashboard (see 2.4.2.5 Save). If your
browser crashes before saving, the viewlet will be restored upon next login.

Events by the Howr Topology

> get number of Event group tA D [ 55 JKOL> Get relatives sho 1D

Bl & @ sever | #3 Appicaton |
— a DataCenler | @ Resowrce |

60. ==
an @ o4
20 & Dabage,!
0@ 0“000000000000’0‘.. =
18:00 Oct 02 06:00 12:00

.
=
3
o

o
-
Fel
c
el
Bl

w

StartTime

APPCACHE ~8= Credit

DNS Evaluatefraud

Figure 2.5-A. Viewlets

2.5.1 Create/ Open Viewlets

Viewlets can be created by using forms or jKQL queries. To create viewlets, open the
Create/Open Viewlet dialog box by clicking the Viewlet button at the top right of the screen
(Figure 2.5.1-A) or by going to Main Menu > Viewlet > Create (see Section 2.3.6, Main Menu).
Users that have the jKQL query interface suppressed (see Section 3.1.3.1, Create New Users,
for more information on suppressing jKQL queries) will have the Viewlet Form button
instead (Figure 2.5.1-B; see Section 2.5.1.2 Create a Viewlet with a Form).

=
ll_—;‘ To import or export viewlets, please see Section 2.6.2, Viewlets, for more information.
NOTE

Q (] This Year -~
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Figure 2.5.1-A. Create Viewlet with Viewlet Button

Q (] This Year

Import Data | df ‘ Viewlet Form | #

Figure 2.5.1-B. Create Viewlet with Viewlet Form Button

The Create/Open Viewlet dialog box opens. See sections 2.5.1.1 (Create Viewlet with a jKQL
Query) and 2.5.1.2 (Create a Viewlet with a Form) below on how to add viewlets.

2.5.1.1 Create Viewlet with a jKQL Query

=
|-_::If‘ Please see Chapter 5, Using JKQL, for information on jKQL query language.
NOTE

1. After clicking the blue Viewlet button, select Create Viewlet with jKQL on the
Create/Open Viewlet dialog box.
Create/Open Viewlat

* Create Viewlet with jKQL
Create Viewlet with a Form
Open Existing Viewlet

Figure 2.5.1.1-A. Create/Open Viewlet - Create Viewlet with jKQL

2. Inthis example, the query Get Log is entered. As you type, suggestions are provided
in a drop-down list.

Create Viewiet (7]

Define Query Get

Sugpestons are provided
Fir &5 yOuU enter your query.

Cancel it
Botton
Latest

e a
-h " -
Bost

Figure 2.5.1.1-B. Enter a jKQL Query

3. Enter a name for your viewlet. In this example, My First Query was entered.
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Craate Viewlet >

ot Name | My First Quany|

Figure 2.5.1.1-C. Name Your Viewlet

0 5o
0
[ Jiia
0
[ I
0 nc
0
o..
0O 1o
[ QI

View 1 - 100 of 582

Figure 2.5.1.1-D. My First Query
4. Click Create. Your first viewlet is added to the dashboard.

2.5.1.2 Create a Viewlet with a Form

Select Create Viewlet with a Form on the Create/Open Viewlet dialog box.

Create/Open Viewlet

Create Viewlet with jKQL
®' Create Viewlet with 3 Form
Open Existing Viewlet

Figure 2.5.1.2-A. Create/Open Viewlet - Create Viewlet with a Form

The form view opens with all available options for the viewlet. Options are explained in the
sections immediately below.
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v Viewlet Name

Events viewie!

v Data Type

Histodeas! ©  Rosltime @

Event

v Time Period

Wit B e Diaaletsces il

Unspecfiod

v Fields

8 Events Count o

L N e

v Group by

v Filters

Figure 2.5.1.2-B. Form Options

2.5.1.2.1 Viewlet Name

Specify a name for the viewlet. The name must be unique; if a viewlet name already in use
is entered, the field border will appear red and the Create button will be deactivated.
2.5.1.2.2 Data Type

Within this section, select if you would like to view Historical or Real-Time data:

e Historical: Select the data type from the drop-down menu. Specify the timespan you
would like to view within the Time Period section immediately below, select from the
following:

o Unspecified: No time filter will be used

o Predefined: Select from the predefined options.

o Custom: Specify a custom time period using a value and a selected time unit.
o Date Range: Enter specific start and end dates.

e Real-Time: Select the data type from the drop-down menu. Populate the following
fields within the Real-time Settings section immediately below:

o Frequency: The time interval in which the viewlet is refreshed with new data.

o Window Size: The amount of the most recent responses from the server to
report on. For example, if set to 50, the data is displayed from the latest 50
responses.

2.5.1.2.3 Fields

Within this section, specify the fields to display in the viewlet. Depending on the chart type,
the Count option is required for certain viewlets (please see Section 2.5.4, Viewlet Chart Types
and Samples, for more information on viewlet types). Associated required fields will be
signified with a red box as seen in the figure below.
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e Vv Viewlet Type

v Fields
v Viewlet Settings

B Events Court
Label  Sevority

v Group by

Value Choose

Severity Groupng threshold, % | 7

v Legend

v Filters

% G Show
Aryy Fieid Comtans All of

Volua  Vanable v Drilidown
order
Drildawn o Console

ElapsedTime
Schema inhert from Dashboard

Closa Crgsale
[EE—

Figure 2.5.1.2-C. Field Requirements

Valve Vanable Ficld

1s

Click the Add Ll button to add a field. From here you can select multiple fields and their
associated functions. These fields and the operation outcome of the selected function will
display in the viewlet. Please see Section 4.5 Built-in Aggregate Functions for more information
on these functions.

v Fields
£ Activities Counit

Elagsed Tane Average

B Distinct

EventCount Max
No agaregation
> Group by Gl
v Filters AvesRo
Sum
v Viewlet Type Mn
Max
Meagan

* Apphcatan Performsance
Inclex

Standard Deviation

> Viewiet Settings

Standard Deviation
Sample

v Legend Vananco
Vanance Samphe

5B Show
Open

v Drilidown (Aoce
List

Figure 2.5.1.2-D. Add Fields
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In the example below, the fields and their information are displayed in the pop-up.

Activities by Application

get number of Activity fields Avg(ElapsedTime), Max(EventCount) for Latest 60 Mi..

‘ ApplName: VerifyOrders
Activities Count: 30
Avg(ElapsedTime): 45 51ms
Max(EventCount): 19

Y
L~
3
o

v
n
.

pe)
>

o
[

<

FraudAlernt Orderfo

AppiName

. ProcessPayment

Figure 2.5.1.2-E. Fields Example

2.5.1.2.4 Group By

Within this section, select an option from the drop-down menu to use as the criteria to group
data. Items with numerical elements will have a bucket option which allows you to specify
how data should be grouped. Enable this option and select the type of bucketing. The types
of bucketing are described in Section 2.5.4.13.

2.5.1.2.5 Filters

Use the Filters section to add multiple filters. Click the Add button & to add a filter and select
an operator.

+ Filters

Any Field Contains Al of

— |
-]

Figure 2.5.1.2-F. Filters Options
After selecting the filter and operator, populate the Value field or click the settings button

n to filter by Variables or Fields (depending on the item type, these filtering options may
not be available). Please note that one filter tab can be used at a time. For more information
on filtering with variables, see Section 2.5.8.1, Filtering with Variables.
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+ Filters

ElapsedTime

Value Varable Field

Figure 2.5.1.2-G. Filters Options
When a time-related filter is selected, the appropriate time can be set by clicking on the

calendar icon ﬂ The field value automatically populates with the current day/time, but you
can change it using the time widget. Click Done when finished.

v Filters

1] June 2018

Su Mo Tu We Th Fr

96/26/2019 89:57:39.580

Figure 2.5.1.2-1. Time Setup

Click the Variable tab and then the pencil button to create or modify variables used to filter
viewlets. After the pencil button is clicked, the Create new variable window opens (see
Section 2.5.8.1, Filtering with Variables, for more information).

w Filters

E=mmn

Value Vanable Feld -]
S B

Figure 2.5.1.2-J. Variable Filtering
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When you select the Field tab, a drop-down menu becomes available. The selected fields
will be filtered using operators from this list.

v Filters

| SnapShotCount = Equal

Value Variable Field |=Equal =]
# Not equal

| MsglLength

> Greater than
v Viewlet Type 2 Greater than or equal 1o

{‘ < Less than

| S Less than or equal to

‘Qﬂ —
= iy = |

Q | P Between

 Matches any value in a

v Viewlet Settings i“g

| 3 Exist
{

Figure 2.5.1.2-K. Filters Operators

2.5.1.2.6 Viewlet Type

Select the viewlet type within this section. Please see Section 2.5.4, Viewlet Chart Types and
Samples, for more information on viewlet types.

2.5.1.2.7 Viewlet Settings

Modify viewlet options. Please note that not all viewlets will have this section. Select the X
and Y axes values and the Collated by option (available for column, bar, line, stack, and area
charts).

To set the axis width and label display (axis labels can display vertically or horizontally), click

the Settings n button immediately to the right of the X and Y axis fields. Specify either
Auto or Manual (enter pixel value) for the width and check off the Rotate labels setting to
rotate the Axis labels.

Enable the Show option within the Legend section to display the chart definitions.
v Viewlet Settings

X axis [ StanTime

Rotate [abels:

Axis width Aute  Manual
Y axis | Events Count

Collated by | EventName

Stack by | Severty

v Legend

8 Show

Figure 2.5.1.2-L. Bar chart Form Options
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Pie charts will have the following options to specify: Label, Value and Grouping threshold,
%.

v Viewlet Type

B A

v Viewlet Settings

Label I Severity I

Value | Events Count
Grouping threshold, % |7

Figure 2.5.1.2-M. Pie chart Form Options

2.5.1.2.8 Drilldown

The drilldown feature is a convenient way to investigate a given problem in more details.
You can either drilldown to a viewlet's details within the Console panel, which is the default
method, or to a target dashboard (including the current dashboard) that utilizes variables.
The variable filter from the data selected in the originating viewlet is passed to the specified
dashboard and updates that dashboard’s viewlets using the variable.

The following is an example scenario of drilling down to a target dashboard:

e Dashboard #1: Contains a viewlet with data for average temperature by state. You
have configured this viewlet to drilldown to Dashboard #2 using its state variable.

e Dashboard #2: Contains the following three viewlets which have a filter defined for
state:

o Temperature by city
o Humidity by city
o Rainfall by city

When you select a specific state within the viewlet located in Dashboard #1, you will
be brought to Dashboard #2. All three viewlets in Dashboard #2 will reflect data for
the state selected from Dashboard #1's viewlet.

-4 )= Watch the following video for an overview of the drilldown featured:
https://vimeo.com/383411780

TIP

=]
L—;‘ Topology and geomap viewlets do not have the drilldown option.
NOTE
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v Drilidown

Drilldown to | Console

Schema Inhert from Dashboard

Figure 2.5.1.2-N. Drilldown Options

The Drilldown section controls viewlet filtering within and across dashboards. From the
Drilldown to dropdown setting, select one of the following options to specify how the
drilldown will behave:

o Console: this option is enabled by default. Leave this option set if you want to open
drilldown results within the Console panel. Within the Schema field, specify which
schema to apply to the viewlet (the schema determines which fields are displayed
within the viewlet).

-OR-

Dashboard: select this option to drilldown to a specific dashboard. This option
should only be used with dashboards that utilize variables (see Section 2.5.8.1, Filtering
with Viewlets, for more information) as data will be passed to them upon drilldown.
Select the desired dashboard from the Dashboard Name field. The selected
dashboard'’s associated variables will display. Select the parameter you want to pass
into the variable.
From this point forward, when you click on the configured data in the viewlet, instead
of going to the Console panel, you will be brought to the selected dashboard instead.
Please note, if the destination dashboard is closed, it will automatically open. All the
viewlets will be updated to show you data for the specified variable from the
originating dashboard.

If Self was selected for the dashboard, when drilling down, instead of opening a new
dashboard, the current dashboard will be refreshed. This is a handy way of creating
a dashboard that you want to quickly refresh its viewlets with variable data. There
are lots of other use cases, for example, you can have your top 10 problematic queues
in MQ located at the top of the dashboard which will be dynamically updated.

2.5.1.3 Create Temporary Viewlet

Create temporary viewlets in the Console panel by clicking the + button immediately to the
right of the Console tab. Enter a query in the jJKQL query line to generate your desired
viewlet. For more information on the Console panel, please see Section 2.4.4, Console Panel.

Figure 2.5.1.3-A. Add Console Viewlet
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2.5.1.4 Open Existing Viewlet

Selecting Open Existing Viewlet on Create/Open Viewlet dialog box will open the Open
Existing Viewlet dialog box. The view can be changed by selecting Details from the View By
drop-down for a more descriptive view (Figure 2.5.1.4-B). Use the Sort By drop-down to
arrange the viewlets in alphabetical order or by chart type. Quickly search for viewlets by
viewlet name using the search box.

Select a viewlet and click Open. The dashboard'’s focus will now be the selected viewlet.

The Open Existing Viewlet dialog box can also be opened from the Main Menu (Section 2.3.6).

Open Existing Viewlet(39) View By: Icons v  SonBy: Type v Q

Ancmaly ) Anomaly Mor sormaly Monde 10 Worst Events

Comparson of Lange Comparison af Longe Companson of L Event Sevarty TOPO Event Severity TOM

Event Saventy TOPO Events by the L Events by the Hour vents by the Mox Event Severity

Event Seventy - 201 Event Severty - 201 orst Events Event Scorecard Event Scorecard « 20

-

Figure 2.5.1.4-A. Open Existing Viewlet - View By Icons
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|
Open Existing Viewlet(21) View By: Details T SortBy: Type v a.
Viewlet Name Type Dashboard Name
«.z"l
Anomaly Monitor ||||| Anomaly Sample-OrderTracking
Chart
Events for Latest Hour by Location =3 Bar Chart Sample-OrderTracking
Elapsed Time for Order Events ||I||I Column Sample-OrderTracking
Chart
Y
Geomap: Events by location E‘Ei: Geo Map Sample-OrderTracking
Histogram of Recent Events Histooram Sample-OrderTracking
=
Test IT Summary ;;dssjnmmm Sample-OrderTracking
Objectives
Appdex Zones /\f Line Chart Sample-OrderTracking
Exponential Moving Average for ElapsedTime "V* Line Chart Sample-OrderTracking
- _— A —~ . R -
&

Figure 2.5.1.4-B. Open Existing Viewlet - View By Details

2.5.2 Edit Query

The query line becomes an editable field after you click the edit query icon or you can simply
click the query line. Make your changes. As you edit, you will be prompted with suggestions
as in Figure 2.5.1.1-B.

Viewlet 2 o

jKQL> get events for latest day D C MMV

EventName EventType

CsvStream EVENT

Figure 2.5.2-A. Edit Query

2.5.3 Undo/ Redo

The undo and redo buttons are used to revert or reapply changes from the current user
session history. Changes tracked which can be undone or reapplied include updates made
to viewlet names, settings, and queries.
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Viewlet izl

(QL> get number of events group by severity show as barchan E ':) Al % C

< v
® )
-—

WARNING #
CRITICAL

200,000 400,000 600,000 800,000 1,000,000 1,200,000

Events Count

B oesuG Il ~vFo B notice [ WARNING ERROR FAILURE [l CRITICAL W A

Figure 2.5.10-E. Undo / Redo Buttons

2.5.4 Viewlet Chart Types and Samples

The data in viewlets can be formatted in various chart types.

Easily update a viewlet's chart type by clicking the Chart icon Il | The selected chart type of
a viewlet will be highlighted blue. See Sections 2.5.4.1 - 2.5.4.13 below for an explanation of
each chart type. Within each section there are samples of the chart types and an explanation
of a scenario in which the chart type is useful. Some of these samples can be found in the
Sample-OrderTracking repository.

Figure 2.5.4-A. Chart Types

2.5.4.1 Table

Table is the default chart type for viewlets. All data imported will display unless a schema is
used. In table viewlets, schemas control what columns are displayed and in what order. See
Sections 3.2.5, Configure Schemas, and 2.4.2.8 Change Layout for more information. Use the
scroll bar at the bottom of the viewlet to view additional columns. Columns can also be
expanded by hovering over the line separators within the header sections.

Click columns headers to sort the data in ascending B or descending ) order.
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Credit Validation Exceptions

Get the Activities from "Verify Credit’ that did not meet the 'SLA' show as table

ActivitylD = ParentiD ActivityName

22748384-c057-11e7-al2b-0 773d0bc09-ca26-11a7-9502-C CreditValidate

5icbe219-ca24-11e7-9dct-0a 7efc80b9-ca24-1187-9502-0 CreditValidate o INFOQ
943918d5-C1¢4-11a7-362¢-0 47352042-¢a28-1107-9502- CreditValidate o INFOQ
9816b076-c05b-1187-974b-( 99375e0b-ca26-1167-9502- CreditValidate [ JIT0)
p42b23e2-cazb-11e7-8709-C bb71aaes-ca2b-1127-9502-0 Creditvalidate om
c0ab1957-ca2a-117-9¢49-0 0837 efa1-Ca23-1107-9502-0 CredifVakdate o INFO
g0¢3¢a3a-c053-11e7-30¢2-0 g3 1 cf-ca25-1107-9502-005 CreditValidate o INFO 117142017 55228 PM 11/142017 55230 P
£0362042-b13-1187-3d1b-0 237ec242-ca25-1107-9502-( CreditValidate [ ; JI0) 11172017, 44958 PM 11112017, 4:50.01 PN
»
Page (I o 1 View 1-80f8

Figure 2.5.4.1-A. Table

Viewlets with a lot of data to display will have multiple pages. Use the left and right arrows
to easily navigate through the pages. The First and Last Page buttons B H allow users to
quickly jump to the first and last pages. Use the Previous and Next Page buttons &l B to
navigate through each page. Enter a page number to load a specific page.

1

D CuEAS <wv

fhde23e3-c053-11e7-adbd-0 3a720c14-ca26-11e7-9502-C ShipCrders GM 1171472017, 5:52:
fb4daeb2-cO53-11e7-adbd4-0 3a720c14-ca26-11e7-9502-( PaymentProcess B, WARNING 117142017, 5:52:
fb4d6091-c853-11e7-adb4-0 3a720c14-ca26-11e7-9502-( ProcessFraudAlerts ﬂ-ﬂ 11142017, 5:52:
fhdcenb0-c853-11e7-adb4-0: 3a720c14-ca26-1187-9502-( RouteOrder 9 INFD 111472017, 5:52:
h4c762f-co53-11e7-adbd-0z 3a720c14-ca26-11e7-9502-( CreditValidate ﬂm 11/14/2017, 5:52:
fo4c00fe-c953-11e7-adbd-0s 3a720c14-ca26-11e7-9502-0 Valhdate Order GM 111472017, 5:52:
h4968ed-c053-1187-adb4-0 38720c14-ca26-1187-9502-C AcceptOrder ﬂ-m 111472017, 5:52:
fa6357cB-ca23-11e7-aa9b-0: 190ff968-ca24-11e7-9502-00 ShipOrders ﬁ INFO 11/15/2017, 6:42
fa6330b5-ca23-11e7-aa8b-0 190f968-ca24-11e7-3502-00 PaymentProcess B, WARNING NAS/2017, §:42
fa6i30%9a4-ca?3-11e7-aalb-0 190ff968-ca24-11e7-9502-00 ProcessFraudAlerts GM NMAS2T, 6:42- .
3
Page [ oo | » ~ View 1- 100 of 847

Figure 2.5.4.1-B. Page Navigation

Click on any of the data records to view additional details in a new viewlet within the Console
section. See Section 2.4.4, Console Panel, for more information.
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oot ACtiviy om Verly Crsdlr Bl DOC I NOT MELT ORECTIVE SLA' whitss Seihame in ("Vorily Conor) and Deverty « INFCOY

Achergn) Parenin) A ety Mane » wtiom Finpsed e Locaton

Figure 2.5.4.1-C. Additional Details in Console

2.5.4.1.1 Table Menu Options

Users have different options to dig deeper into the data of table charts. Select all desired
records or use the top box to select all records. A pop-up menu appears. Select an option
from the pop-up menu to view additional data details within the Console section.

The pop-up menu options depend on the data type. A viewlet containing events (Get events)
will have the following menu items:

e Related

e Parent

e Analyze
e Topology

e Compare (available only when more than one line is selected)

A viewlet containing activities (Get activities) will have the following menu options:

e Events

e Related

e Parent

e Topology

e Root Cause (available only for severity status of Error, Halt, Failure, Fatal or Critical)
e Children (available when one or more activities with children are selected)

e Compare (available only when more than one line is selected, see Figure 2.5.4.1.1-A
and Figure 2.5.4.1.1-B).

Tables produced by jKQL queries with the following expressions will not have a pop-up
menu: snapshots, logs, actions, active users, count of/number of, token, organization, teams,
repository, set, license, fields, items, relatives, provider types, keywords, parameter,
dictionary, features, access token, IP location, resource, group by.
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< PERFORMANCE G NOTICE 102018 6,58 18 P

b Q@ EBROR 1022012 1026 40 AM
4 012 1106-0270-0 DOCUMENT. DOWNLOAD _(G) NOTICE 10202018 1029 55 AM
< L2200 DOCUMENT PROCESS ‘\"'.(:) NOTICE 1022018 1025 55 AM
L 012 116-9270.0f DOCIAIENT READY TME Q:’ NOTICE 1022018 1022 55 AM

\

i12- 1166027040 PAGE RENDER TIME () NOTICE 1022018 10 26 55 AM

11685070 FRONT_END TIME ) NoTIcE
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£6.0270 4 SERVER_CONNECTION Ti(E) NOT 10202019 Q272018

20 of 1.004

Figure 2.5.4.1.1-B. Table - Select One

After selecting an option on the pop-up menu, a new viewlet related to the option selected
will open in the Console section.

If Events, Related, Parent, Children or Analyze were selected, the data will display in a
table by default. You can modify the jKQL query to customize the viewlet. These tables have
their own pop-up menus which allow users to dig deeper into data. Every selection from the
pop-up menu will open a new viewlet within the Console section.

2.5.4.1.1.1 Events

(/]

b EVENT Q) sonce 1022018 102255
v CESSH EVENI (%) NoTiCE 10/2:2018. 020,55 2
£ LOAD VENT 10202018 028 56
‘ 12-1166.0270.d RESPONSE_START SEND (©) NOTICE 10202018 1029 558
L2 0-d PrenaraShioning Sk EVENT (&) NOTKE 10202018 102854 8
7 {dec1a81-0d12-1106 Dabc-¥ i0eati48 01 2- 1106 G270 d ReadOrdecContants RECEIVE () Nonce 10722010 10.29.54
v (8 e 0248 041211668270 .4 SendShipment SEND 0 NOTICE 1022018 102054 4
4 fdeclalt.0d12-1166 baSc 4 deaBian 0d12-1166.-6270 d EvalunteFraud RECEIVE (©) nanice 1022

7 foobfife-0c12-1tef-Dasc-o fdeali34f 0912-1106-6270.d PossbieFraud SEND (& nonce 1022010 3020534

View 1 - 20 of 1 880

Figure 2.5.4.1.1.1-A Events
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The above example was generated by selecting Events from the activity's table pop-up
menu. The tab name is the selected menu option and the name of the main viewlet. In the
example above, the tab name is Events_Event Severity.

2.5.4.1.1.2 Related

The below figure is the viewlet that appears when Related is selected from the pop-up menu
of the Events_Event Severity tab. The table displays events which have the same selected
Activity ID(s).

et Event where ACveyiD in (M7e7a57 012 11606 B85C 05099200 157) show &5 1abie

Eventi) Patennl £ veniimne £ veatType

EvENT © noncs
EYENT @ notce
E¥ENT © nonce
g @ nonce
35301 (:) NOUCE
RECEWE @ nomncs
SEsD ® nonce
BECENE © nonce

' Figure 2.5.4;1‘.‘1.2-A. Relaté&”
2.5.4.1.1.3 Parent

Select Parent from the pop-up menu to open a viewlet which displays parent activities
(activities with a greater hierarchical status) of the selected activities or events. Only items
with values within the ParentID column will have a Parent menu option on the table's pop-
up menu.

The parent activities of other activities or events will display. An activity without a ParentID
means that it is the prime activity with the highest hierarchical status.

\
n ¥
!

Get Actiity whero AcivityiD in (006a1153-0a94- o7 -absa-000cZ16966 1, 006311 Ba-cadd-11e7-a850-000cZF165661", '000R4TCc-e2b- 1107 - b 1¢-000cZ 6566 1", V1408«

ActiveytD Parengi) ActwityName Seventy StanTime EndTime ElapsadTime

FINTECE
ANTECH

StaleChioge 1O

RaleChmgse TO Stabw! PEQ 0

Figure 2.5.4.1.1.3-A. ParentID

2.5.4.1.1.4 Analyze

The analyze function creates an analysis of what factors impacted events. To make the
analysis, this function uses event and related event data, which is a collection of snapshots.

After selecting Analyze from the pop-up menu of the Event table, the Create an Analysis
Viewlet window appears. Specify desired options. Please note that Show Trend Line
becomes active when Show Elapsed Time is enabled. Enable the Remember My Choice
check box if you would like to save your selections. Click the Next button for additional
customization or Create to create the viewlet.
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Create an Analysis Viewlet N

Run a deep drive analysis wizard.
Select:

Show Elapsed Time
This option displays measured duration of an event.

Select display option

Figure 2.5.4.1.1.4-A. Create an Analysis Viewlet

. A
Create an Analysis Viewlet
Make your Selection or go Next.

Select a Snapshot and then select the properties to display

Snapshot Name Snapshot Properties Selected Properties
PS MarkSweep

Memory

Activity

ShoppingCart

Figure 2.5.4.1.1.4-B. Create an Analysis Viewlet - Additional Options

Select a snapshot from the Snapshot Name column and select all desired options from the
Snapshot Properties column. The selected properties will display in the last column. Click
Create to finish or Next for additional customization.

Create an Analysis Viewlet
Make your Selection or go Next,

Sefect a Snapshot and then select the properties to display

Snapshot Name Snapshot Properbes Selected Proparties
PS MarkSweep Ovemaadisac - W Activity (4

R X = BlockedCount
Memory SlackUsec + Blockedisac
Activity TotalCouts . WaitUssc

~ TotalCpulls otz ¢
ShoppingCart e « WaitsdCount
* Waitlsac

¥ WaitedCount

WallJsec

Figure 2.5.4.1.1.4-C. Create an Analysis Viewlet - Select Options
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Select which items you would like the viewlet to display and click Create. The Analyze_Event
Details viewlet will appear within the Console panel.

Create an Analysis Viewlet

Make your Selection or go Next.

Show Items
This is seripusness of data.

® Critical severity
This displays the current status of your data elements

All severity levels
This displays all severity data.

Only volume
This displays only volume of activities and events.

Figure 2.5.4.1.1.4-D. Create an Analysis Viewlet - Select Items

2.5.4.1.1.5 Topology

Select Topology in the pop-up menu to generate a topology viewlet using the selected items
within the Console section. For more information on topologies, see Section 2.5.4.11,

Topology.

2.5.4.1.1.6 Root Cause

When selecting activity table records with a severity status of Error, Halt, Failure, Fatal or
Critical, Root Cause will be an option on the pop-up menu. Clicking this will open a viewlet
in the Console section displaying a topology. The topology will allow you to dig deeper into
the data and find the root cause of the issue.

el adlivity compere rogueEdges(”) whare aclivityid = 17654060 -ca2B- 11e7-9502 00505600008 show as topology

B, P Sever | FY Agpbcation | J§ DataCenker | @ FRosorcs | FE Ostubase | T7 Quwoue | — SentMessage | — A OB | oo Enclosed

.

-
w

PATMENT CRINRS QLELE

i

Figure 2.5.4.1.1.6-A. Root Cause
2.5.4.1.1.7 Children
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Select Children from the pop-up menu to open a viewlet which displays child activities.
Please note that not every data record will have child activities and will therefore not have
the Children option in the pop-up menu. Activities or events of an activity will display.

2.5.4.1.1.8 Compare

Select more than one record to enable the Compare option within the table’s pop-up menu.
This will open a compare table within the Console panel (See Section 2.4.4, Console Panel).

Figure 2.5.4.1.1.8-A. Compare Table in Console
You can also view a compare table in the main workspace by using the ‘Compare’ command
in a jJKQL query line, for example:

Query: jKQL> Compare Activity where ActivityID in (‘activity ID of first
selected activity', ‘'activity ID of second selected activity') show as
comparetable

s T semw e N Neewa

. AT " -
" -

Laeme (e et Camete bt o [—

L ~

WCIIT I (R ITT. ITE N AT TR ITI I TSI B e L s S STIE SR e 2

i R e et e L LT E S P S S —— e
AW mecrn
B (008 (00 POL Saw Seamnas L R

Figure 2.5.4.1.1.8-B. Compare Table in Workspace

In the Compare column the items to compare are displayed in alphabetical order. Change
the order by clicking the sort buttons, B (ascending) or B (descending). This same function
is available in all other columns.

The green column with Master BEEEN (ocated in the column header signifies the master
record. All other selected records will display in blue and will be compared to the master
record. To change the master record, simply click the Master to Compare button

RSS! within any of the other blue columns. The column will move to the first
position and will change to green. All other fields will now be compared against this new
master.
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In the Difference column, the + and - symbols signify whether there is a difference. If the
difference can be measured mathematically, the numeric value will be displayed (for
example, the microsecond difference of elapsed time, Figure 2.5.4.1.1.8-C).

To change the width of the columns, hover over the lines between column headers until you
see the size icon «ll—. Move it left or right to adjust column width.

Event bleSefSc-f31c-11e8-93a7-0242ac12000a Event b1e3a568-f31c-11e8-93a7-0242ac12000a Difference
Master Master to compare

b1e52c12-f31c-11e8-a2df-0242ac12000d b1e3092e-f31c-11e8-a2df-0242ac12000d +

5ms 755us 4ms 868ps -88Tps
1142872018, 4:48:40 PM 11/28/2018, 4:48:40 PM -
b1ebefbc-fi1c-11e8-93a7-0242ac12000a b1e3a568-f31c-11e8-93a7-0242ac12000a +
b1e52c12-f31c-11e8-a2df-0242ac12000d b1e3092e-f31c-11e8-a2df-0242ac12000d +
11/28/2018, 4:45:40 PM 11/28/2018, 4:48:40 PM

11/28/2018, 4:48:40 PM 11/28/2018, 4:48:40 PM -
11/28/2018, 4:49:17 PM 11/28/2018, 4:49:17 PM

Figure 2.5.4.1.1.8-C. Difference Column

The viewlet can be updated to display only rows with differences. Click the Viewlet Menu
button and select Edit Viewlet. Enable the Only Show Differences option on the form.
Only rows in which the data is different will now display.

D Clufh s <Rlv

Edit Viewlet

END
Figure 2.5.4.1.1.8-D. Compare Table - Edit Viewlet

v Viewlet Name
Compare_Events viewsal
v Time Period

Unspecihied

v Viewlet Type

v Viewiet Settings

Only Shaw Dficrences

Figure 2.5.4.1.1.8-E. Only Show Differences

2.5.4.1.2 Table Arrangement

Users can create a customized table with specified columns and column order. Use ‘fields’
and ‘order by <field name> asc’ or ‘order by <field name> desc’ expressions (asc is ascending
order and desc is descending, see Section 5.4, Additional Query Options, for more information
on jKQL sorting options).
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The following is an example:

Query: jKQL> Get activities

fields

ParentID desc

ParentID,

ActivityID,

KQL> Get activities fields ParentiD, ActivitylD, EventiD order by ParentiD desc >_| 'O

EventID order by

bl £ & < v

7650591-¢a28-11

27-9502-0 7b556474-¢316-11e7-

8307.( 16308019-ca2

I

8-117-9502-0(

7650591-ca2

8
caz2s8-11e7-8

- O

6-1187-8307-( 16649a06-c328-1127-9502-0

7654060-ca28

-1167-9502-0 70527234-c316-1

{7654060-c328

-1187-9502-0 7b527035-¢316-117-8387-C (6

17654060-ca28

1167-9502-0 7652¢¢56-¢316

f765405¢-ca28-1127-9502-0( 7b56eb21-c316-11e { 8-1127-9502-0 >

Page [ oo » » View 1 - 100 of 847

Figure 2.5.4.1.2-A. Custom Table Arrangement

This query will produce a table composed of three columns in the order specified in the
query. The data will be sorted by the ParentID column in descending order (Figure 2.5.4.1.2-
A).

Table columns can also be rearranged manually. Simply click and drag a column header to
the new desired position.

2.5.4.1.3 Sample: Credit Validation Exceptions

Query: JKQL> Get the Activities from ‘Verify Credit’ that did not meet the 'SILA'
show as table

Credit Validation Exceptions 2
JKQL> Get the Activities from "Verify Credit' that did not meet the 'SLA' show as table -2 [ahad 5 - 9V
EndTime ‘
£6362942-bf13-11e7-ad1b-0 2372¢242-ca25-117-9502-( CreditValidate o INFOQO 11/12017, 4:49.58 PM 11/1/2017, 4:50.01 PM 3
d0¢c3cala-c953-11e7-aec8-0 df3f1cf-ca25-1167-9502-005 Creditvalidate [; JiNie] 11/142017 5:52:28 PM 11142017 55230 PM |2
£9ab1957-ca2a-11e7-9c49-0 b837efat-ca2a-11e7-9502-0 Creditvalidate [ ; JiNe 11132017 72054 PM | 11/13/2017. 72057 PM |2
b42b23e2-ca2b-11e7-87p9-( bb7fage8-ca2b-11e7-9502-0 CreditValidate o INFO 1/15/2017 7:37:15 PM 11/152017 7:37:18 PM 2
9816b076-c95b-11e7-974b-( 99375e0b-ca26-11e7-9502-( CreditValidate o INFO 1/14/2017, 6:48:09 PM 11/1472017 . 6:48:11 PM 2

Figure 2.5.4.1.3-A. Sample Viewlet - Credit Validation Exceptions

The viewlet above is in the Sample-OrderTracking repository. It is showing an example of
exceptions or errors for specific activities. Here we are checking for ones that missed their
service level agreement (SLA) requirements. A user would utilize this to find the errors and
then drill down into the specifics in the Console to try and learn why. This is part of the
forensics process.

2.5.4.1.4 Sample: Snapshots

A table of snapshots will not have check boxes. To get additional data details, click on the
underlined elements. Additional details will display in the Console section (Figure 2.5.4.1.4-
B). See Section 2.4.4, Console Panel, for more information.
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Count {
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Page (I o 1 View 1- 87 of 87

Figure 2.5.4.1.4-A. Snapshot Viewlet

e =0
Figure 2.5.4.1.4-B. Detailed Console Viewlet
If a user has permissions to run jKQL queries, the jKQL query can be modified by changing
the Show as expression.

{ Cont Srapabut wheen Sovapbadiare © Ay’ dhaom o b

Figure 2.5.4.1.4-C. Changing the Show As Expression
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Figure 2.5.4.1.4-D. Activity Details
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Figure 2.5.4.1.4-E. Event Details

2.5.4.2 Column

Column charts allow users to view a large data set in an easy-to-read column view. See
Section 2.5.8, Filtering and Display Options, for information on filtering options available.

Elapsed Time foc Order Events

Get he number of events hields Min(ElapsedTime) | Max(Elapsed Time), AVG(Elap

Events Count

[R=—X—— %

Miami
Florida

Location

Figure 2.5.4.2-A. Column

Hover over any of the bars in the chart to view a status pop-up.
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Figure 2.5.4.2-B. Status Pop-up

Click on any of the bars in the chart to view additional details in a Console viewlet. See
Section 2.4.4, Console Panel, for more information.

2.5.4.2.1 Sample: Elapsed Time for Order Events
Query: Get the number of events fields Min (ElapsedTime),
Max (ElapsedTime), AVG(ElapsedTime) group by location show as colchart

Elapsed Time for Order Events

Get the number of events fields Min{ElapsedTime) , Max(ElapsedTime), AVG(ElapsedTI..

Las Vegas, London, Los Miami, New York, Paris, Washing
Nevada England Angeles. Flonda NY France Virginia

Location
. Las Vegas, Nevada London, England Los Angeles, CA . Miarm, Flonda
B New York, NY . Paris, France Washington, Virginia
Figure 2.5.4.2.1-A. Sample Viewlet - Elapsed Time for Order Events

The viewlet above is in the Sample-OrderTracking repository. It uses the functions min,
max, and average as applied to elapsed time for events.

2.5.4.3 Bar

Bar charts generate data in a viewlet with horizontal bars. See Section 2.5.8, Filtering and
Display Options, for information on filtering options available.

Similar to the Column chart explained above in Section 2.5.4.2, Column, hovering over the
bars will display a status pop-up and clicking on the bars will open a Console viewlet to view
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additional details. See Section 2.4.4, Console Panel, for more information. Number, count or
other numeric expressions must be included in the query or form.

Tha 10 Worst Cvents . 2010 1525 24855 582000 02200

Get wors! 10 Event Bedds EventiName, maERpsed Time ), avo(ElpsedTine), StaiTene based on Elapsed Time or Bitest wook where Py

EventN ame

Avg(l lapwod ime)

Figure 2.5.4.3-A. Bar
2.5.4.3.1 Sample: Events for Latest Hour by Location

Events for Latest How by Location

Get ihe namber of Events for the atest hour whero severnity > INFO' group by location, eventname show as barchan

London, ) " Location: London, England
England EventName: ReadOrder
Events Count: 9

Location

Events Count

B tvaluatefrand . ReadOrder SOL execute

Figure 2.5.4.3.1-A. Bar Chart - Events for the Latest Hour by Location

The bar chart viewlet is useful as it allows you to easily see the differences of various item
counts, grouped by location, severity, or other keyword.

2.5.4.3.2 Sample: Events by Severity
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BarChart : Events By Severity

Get number of events group by seventy show 3s barchart

DEBLG

INFO
NOTICE

WARNING

ERROR

1,000 4,000 4,589 .

Events Count

B oesuc Wronce [ warnanc ERROR FAILURE CRITICAL

Figure 2.5.4.3.2-A. Bar Chart - Events by Severity

This bar chart shows the number of events, grouped by severity. Modify the chart colors in
Main Menu > Admin Settings > Graph to make the viewlet more informative and easier to
analyze (Section 3.1.8).

2.5.4.4 Line

£ vonts by e menuto >,

Get number of events group by eventname, startime bucketed by miute show as inechant ElD MM <y

Events Count

Recoive

Figure 2.5.4.4-A. Line

Hover over the dots to view a status pop-up and exact axes values.
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get the number of Activiies fields StdDev(ElapsedTime) group by ActivityName, locabon show as knechart y 1D Nl =R R

®

ActivityName: PaymentProcess
Location: London, England
Activities Count: 108
StdDev({ElapsedTime): 3ms
832us

-
[
3
o
o
B3
w
=
2
Y
<

AcceptO Credity. Orders Paymentfrocess process - RouteQrder ShipOrders

ActivityName

s Vegas, Nevada London, England Los Angales, CA e Miami, Florida ® Naw York, NY

@ Paris, France Washington, Virginia

Figure 2.5.4.4-B. Status Pop-up

Click on any of the dots to view additional details in a Console viewlet. See Section 2.4.4,
Console Panel, for more information.

2.5.4.4.1 Sample: Exponential Moving Average for ElapsedTime

Query: get events compute EMA (ElapsedTime, 20) show as linechart

Exponential Moving Average for ElapsedTime (£

jKQL> get events compute EMA(ElapsedTime, 20) show as linechart DCLET <V

800ms .

@ shiw all

EMA ElapsedTime

300ms

StartTime

Figure 2.5.4.4.1-A. Sample Viewlet - Exponential Moving Average for ElapsedTime

The viewlet above is in the Sample-OrderTracking repository. An exponential moving
average (EMA) is being computed to chart elapsed time over a window of time. EMAs are
used with trends and enables one to see the rate of change between one data point and the
next.

2.5.4.4.2 Sample: Events for Latest Time Range by Location
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Query: Get the number of Events for the latest 4 years group by
location show as linechart

Event fields - 2018.05-10 14:40:22.056000 +05:30 2

Get the number of Events for the latest 4 years group by location show as linechart kD) abal % - KV

20,000 .

Events Count

s 2

LoggerM... LoggerM... LoggerM...

Location

-8~ Events Count

Figure 2.5.4.4.2-A. Sample Viewlet - Events for Latest 4 Years by Location

The viewlet above is in the Sample-OrderTracking repository. Itis a line chart showing the
trend in important event occurrences. Clicking on any of the “dots” or points will take the
user to the Console where they can see additional details about each event. From there
they can compare events or display the topology of an individual transaction.

2.5.4.5 Pie

Activities by Application

getl the number of activiies fields appiname, avg(elapsedtime) for the latest 60 minutes g

WebOrders: 11.78% FraudAlert: 11.7

VerifyOrders: 13.10% Orderk

ProcessPayment: 11.84%

VerifyCredit: 12.82%

RegisterUser: 11.19%
ShipProduct: 15.82%

Figure 2.5.4.5-A. Pie

2.5.4.5.1 Sample: Serious Event Distribution

XRUG1.07 60 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 2: Using Nastel XRay

Query: Get the number of events for the latest hour where severity
> ‘WARNING’ group by location, severity order by severity show as
piechart

Senous Event Destribution

New York, NY, HALT: 4.55%

New York, NY, FATAL: 18.15%

New York, NY, CRITICAL
13.64%

New York, NY, ERROR: 22.73%

Figure 2.5.4.5.1-A. Sample Viewlet - Serious Event Distribution

The viewlet above is in the Sample-OrderTracking repository. Itis a pie chart which is often
used when counting something and you want to show the distribution of results for each
member of a group or specifically severity in this case. This approach makes it easy to see
where the biggest groups are that may need attention and further forensic analysis.

2.5.4.6 Stack

The 90 Worst Events - 20181122 164055 522000 +02-00

Get worst 10 Evont fiedds EvertiName, maEiased Time), svpElapsoedTine), StatTme basced on ERpsedTime for tes! wook where Py

&

Max(ElapsedTime)

EvesmtName

2:00 [ 2018-11-28 16:48:40
% 118

Figure 2.5.4.6-A. Stack
Stack charts must contain Group By expressions.

2.5.4.6.1 Sample: Orders for the Latest 3 Days that Missed their SLA
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Query: Get the number of activities for the latest 3 days that did not
meet ‘SLA’ group by location, activityname, severity, starttime bucketed by
minute show as stackchart

Orders for the Latest 3 Days that Missed their SLA ”

Get the number of activities for the latest 3 days that did not meet 'SLA' group by location, activityname, severtty. . [_| 'O Lol () & < v

e %

Activities Count

l | In
0

Los Paris,
Angeles... France

Location

CreditValidate . ValidateOrder

Figure 2.5.4.6.1-A. Sample Viewlet - Orders for the Latest 3 Days that Missed their SLA

The viewlet above is in the Sample-OrderTracking repository. It is searching for missed
SLAs (service level agreements) and is presenting them in a stacked bar chart grouped by
name, location, severity, and time.

Stacked bar charts are a powerful way to display a lot of data about the status of something
in a very concise way.

2.5.4.7 Geo Map

Geo map viewlets are useful when transactions and operations between different countries
or even continents are needed to be monitored and analyzed. Geo maps are used when
location is important, and you want to first start with that, then drill down to specific
applications when troubleshooting a problem.

Supported types for geo map viewlets are relatives and activities - select them while creating
a viewlet with a form or specify them in a jKQL query line. If using activity data type, the
viewlet must have the ‘Group by GeoLocation’ expression.

Below is an example of a geo map viewlet, which can be found in the Sample-OrderTracking
repository (Figure 2.5.4.7.1-A).

2.5.4.7.1 Sample: Geo Map Events by Location

Query: Get relatives show as geomap
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Geomap: Events by location

Get refatives show as geomap

- .
B .-
Netherlands

»
United States
v

Figure 2.5.4.7.1-A. Sample Viewlet - Geo Map Events by Location

The above viewlet displays the set of items within a geographic location. Each icon (push
pin) represents a location (for example, United States) and the collection of all the entities
such as applications, activities, events, and servers in that location. Each of the arrows shows
a relationship between entities in one location with another. The dotted line shows a parent-
child relationship (called enclosed) between the locations, while a solid line would represent
an observation of an event in one location sending a message to an event in another (called
send-to).

You can modify the jJKQL query and get a geo map of activities where the data will focus on
the perspective of agents.

2.5.4.7.2 Sample: Geo Map Activities
Query: Get activity group by geolocation show as geo map

Got activity group by Qoolocsbion show s Qeomep

Columbus, Ohio, United Glates

Apphcationm

» Actieities

» Everts

Figure 2.5.4.7.2-A. Sample Viewlet - Activities Geo Map

On the left side of the geo map viewlet, there are zoom in (E), zoom out (:_]) and fit to screen
(E) buttons for better scope of the data.

On the right side of the viewlet there is a grey copy of the map. It is used as a navigation
field to quickly change the map’s focus.
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Click to
Show/Hide
navigation field

Figure 2.5.4.7.2-B. Geo Map - Navigation Field

After clicking on a specific location, the entire country will appear in light blue.

Figure 2.5.4.7.2-C. Selecting a Country

Click on the health bars above country names to drill into the data.

\

Figure 2.5.4.7.2-D. Country Health Bars

A status window opens. Click on any of the items to view additional details in a viewlet. The
viewlet opens in the Console section.
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United States .
Applications (3)
Activities (108)
Activity Status Count (105)
A Exceplion 0
Others 10§

Meeting objectives Count (3685)
Maeat all 365

Hartisfly meat U

o not meed

Events msmw (146)
Severity Count (148)

TR .
y Véaming

|
© Faiure
© crca
O i
O rual
Others 100

Figure 2.5.4.7.2-E. Status Window

,{‘—
=N

Get Source where ServerName in (PaymentSenverSWIFT', ‘FraudDetecsorn’, ‘ProcessSernver 1107, 'WebSarvert0U) and Source Type<' APPL'sh

SowcalGN Sourcelame Source Type CoumtryMame Lamtude

AL et Qe SEIOALY PebOre: AL Tal

Figure 2.5.4.7.2-F. Additional Details

2.5.4.8 Scorecard

Activty Scorecard: Latest Weok 77 Activities

Get the number of Activities for the atest hour where the severtty > INFO" group by Activ > 8 N Bre BV

AcinvttyName ¢ Locahon

O uar

Waiheolon Yroma 225 O 1
3 3520ms o [“‘.";! 1

Figure 2.5.4.8-A. Scorecard

To create a scorecard viewlet, Group by must be used. Use within the jKQL query (see Section
2.5.1.1, Create Viewlet with a JKQL Query) or select within the Create / Edit viewlet form (see
Section 2.5.1.2, Create a Viewlet with a Form).
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2.5.4.8.1 Sample: Activity Scorecard Latest Week

Query:jKQL> Get the number of Activities for the latest week where the severity
> VYINFO’ group by ActivityName, location, elapsedtime, severity order by
ActivityName, severity desc show as scorecard

Get the number of Activibes for the atest week where the severity > 'INFO group by ActivityName, location, efapsed. | | D PR € v

K
ActivityName = Location Elapsed Time Severnty

O e
O
O sax
O

3 113ms O

231200 O 1

e 1521 O HALT 1

35 164m3 O 1

32225m O raus 1

320m Q 1

35 3033 O war 1 -

Figure 2.5.4.8.1-A. Sample Viewlet - Activity Scorecard Latest Week

The viewlet above is in the Sample-OrderTracking repository. It is a Scorecard being used
in this example to display details about activities that have an important severity (ones that
need attention). The scorecard layout groups activity names in the first column and their
details in the subsequent columns. Each row shows an additional instance of activities with
the same name. Activity names are not unique. They are differentiated by their activity ID.

The line, severity desc show as scorecard, within the jKQL query sorts the results in
descending order.

Scorecards are most often used as a grouping mechanism to see the status of a specific
application or activity at a glance.
2.5.4.8.2 Sample: SLA Violation Scorecard

Query:jKQL> Get the number of Activities for the latest week that did not meet
the ‘SLA’ group ActivityName, location, elapsedtime order by ActivityName show
as scorecard

XRUG1.07 66 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 2: Using Nastel XRay

SLA Violation Scorecard 11 Activities (£
Get the number of Activities for the latest week that did not meet the 'SLA' group by ActivityName 2 Ll By & & v
ActivityName ¢ Location ElapsedTime Activities Count
CreditValidate Paris France
25 453ms 1
25 650ms 1
7§ 871ms _7
4 1
35 67ms 1
ValidateOrder Los Angeles, CA 25 37ms 1
2s 109ms 1
484ms 1
2s 497ms 1 =

Figure 2.5.4.8.2-A. Sample Viewlet - SLA Violation Scorecard

The viewlet above is in the Sample-OrderTracking repository. It is a scorecard displaying
SLA violations for each activity grouped by location.

2.5.4.8.3 Sample: Application Performance Index Analytics

Query: jKOQL> Get activities fields Apdex(ElapsedTime, 3sec,4.5sec) group by
ActivityName, location order by ActivityName show as scorecard

Application Performance Index Analytics »

Get activities fields Apdex(ElapsedTime, 3sec,4.5sec) group by ActivityName, location order by ActivityName. rd, bl B & &€ v

ActivityName * Location Apdex(ElapsedTime,3000000,4500000)

AcceptOrder New York NY 1.0

CreditValidate Paris, France 0.990476
Las Veoas. Nevada 0.504762
London. England 0.504762
Los Angeles CA 0.504762
Miami, Florida 0.504854
New York NY 0.495146
Paris, France 0.504762
Washington, Virginia 0.509615

PaymentProcess London, England 10

Figure 2.5.4.8.3-A. Sample Viewlet - Application Performance Index Analytics

The viewlet above is in the Sample-OrderTracking repository. It is using the statistical
function Apdex. Nastel XRay comes with a large library of functions built into it including
Bollinger bands, EMA, SMA, Floor, Median, Round, Standard Deviation, and many more.
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Apdex stands for application performance index. It defines a method for reporting and
comparing the performance of software applications to measure user satisfaction.

Here it is used to determine the experience of users in each geographic area for each activity
and its related applications. A “0” means no users are satisfied, while a “1” means all users
are satisfied. A number in-between shows a mix of satisfaction levels. This is measured in
relationship to the target elapsed time, in this case, between 3 to 4.5 seconds.

2.5.4.8.4 Sample: Function Analysis

Query: jKQL> Get Activities fields StdDevPop (properties (‘OrderAmount’)),
StdDevSample (properties (‘OrderAmount’)),
VariancePop (properties (‘OrderAmount’)),
VarianceSample (properties (‘OrderAmount’)) for this year group by
props (‘COUNTRY NAME’) show as scorecard

Function Analysis >

Get Activities fields StdDevPop(properties{*OrderAmount’)), StdDevSample(properties(*OrderAmount?)), VariancePo.. >_ D MBSV

COUNTRY_NAME = StdDev(Properties{OrderAs | StdDevSampie{Properties(" | Var(Properties{OrdesAmou

PERU

Figure 2.5.4.8.4-A. Sample Viewlet - Function Analysis

_‘Q‘.'_ The same query can be written without noting “properties,” as in the example below (a simpler way of
" writing the query). The query will produce the same viewlet. See Chapter 5: Using jKQL for more
TIp  information on jKQL queries.

Query:jKQL> Get Activities fields StdDevPop (OrderAmount),

StdDevSample (OrderAmount), VariancePop (OrderAmount),

VarianceSample (OrderAmount) for this year group by COUNTRY NAME show as
scorecard

Function Analysis
Get Activities fields StdDevPop(properties{’OrderAmount’)), StdDevSample(properties("OrderAmount’)), VariancePo.

COUNTRY_NAME = StdDev(Properties{'OrderAr | StdDevSampie(Properties( | Var(Propesrties{'OrdesAmouw

Figure 2.5.4.8.4-B. Sample Viewlet - Function Analysis

The viewlet above is in the Sample-OrderTracking repository. It is an example of using
standard deviation on the order amount field. Standard deviations are used to determine
how far a value is from the expected value or mean and can illustrate the volatility of this
value over time.
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2.5.49 Area

Get refatives show as areachart b_l O (bl :5'] - 9wV

e

ChildLongitude

LTS ON

RelativeType

Figure 2.5.4.9-A. Area

Area charts are used to represent values over a specified period of time. The general
tendencies of data changes or other items are visually represented. In the example below,
the frequency of dpStatusCPUUsage snapshots (with defined word in snapshot name) from
the previous 10 months is displayed.

2.5.4.9.1 Sample: CPU Usage

The viewlet below can be found on the DataPower Metrics dashboard of the Sample-
Middleware repository.

DataPower Metrics - CPU Usage

Get stiapshots or Rfest 10 moath whese snapshofName contains ‘dpStatisCPUUSge’ show as areacharn

«®

-
2
o
o
o
g
<
s
3
-
-
2
2
1Y
3
-
=
]
o
-

Snapshot Time

dpStatusC PUUsaget mn Seconds

Figure 2.5.4.9-A. Area Chart - CPU Usage

Query: Get snapshots for latest 10 month where snapshotName contains
‘dpStatusCPUUsage’ show as areachart

Hover over chart points to view details in a pop-up display, or click a point to view the details
in a Console panel viewlet.
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DataPower Metrcs - CPU Usage

Get snapshots Jor lalest 10 monih where snapshotName contams "dpSiatusCPUUsSage’ show as areacharnt

SnapshotTime
LRI36:35 M
dpStatusCPULsEy
1%

SnapshotName:
org\dod\internet\private \anterprises),
Category: DataPower
dpStatusCPUUsageoneDay: 2%
dpSulus(Puume”?or- 2

& PUL Mot

30
" PUL | s

16

Predictions

Confidences

ParentlD: @8ccc3ls ea84-11e7
#190-005056¢00001
ParentType: ACTIVITY

Acti

Ev

Location; San Frandsco, CA
SourceFQN

dp StatusCPUUsagetenSeconds

Snapnhot Lime

dpStatisCPUU st enSeconds

Figure 2.5.4.9-B. Area Chart - Details

2.5.4.10 Summary

Summary viewlets are used to quickly view various data totals of the repository. They are
displayed in the Summary panel (see Section 2.4.3, Summary Panel).

2.5.4.10.1Adding Summary Viewlets

2.5.4.10.1.1Add Summary Viewlet from a Dashboard Viewlet

Add a new summary viewlet from a dashboard viewlet by clicking the Change chart type
and selecting the Summary chart type.

D Clnfl S = v

-
[
3
i
-
el
s
©
>
-

StartTime

Figure 2.5.4.10.1.1-A. Add Summary from Viewlet

2.5.4.10.1.2Add Summary Viewlet when Creating a Viewlet with a Form

When creating a viewlet using a form, users can specify to add a summary viewlet. See
Create a Viewlet with a Form (Section 2.5.1.2) for more information.

Within the Fields section, enable the Count option. Depending on the data type, this option
can be displayed as Events Count, Activities Count, or Snapshots Count.

When Create is clicked and the viewlet is generated, a summary viewlet will also be created.
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v Viewlet Name

Summary

v Data Type

Historical © Realtime @

Event
v Time Period

Unspectied

v Flelds

3 Events Count

v Group by

v Filters

v Viewlet Type

)

v Viewlet Settings

v Drilldown

Drilidown 10 Console

Schema Inhesit from Dashboard

Figure 2.5.4.10.1.2-A. Count Option

2.5.4.10.1.3Add Summary Viewlets When Creating New Dashboards

When adding a new dashboard, enable Generate Initial Viewlets on the Create new
Dashboard dialog box. Please see Create a Dashboard (Section 2.4.2.1) for more information
on adding a new dashboard. Three default viewlets will be created: Activities Count, Events
Count and Snapshots Count.
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A

Create new Dashboard

Dashboard Name |

Page Layout

One Column Two Columns Three Columns

¥ Generate initial viewlets

Figure 2.5.4.10.1.3-A. Create New Dashboard - Generate Initial Viewlets

2.5.4.10.1.4Add Summary Viewlet from the Create/Open Summary Dialog Box
1. Click the Create Summary icon El

Import Data | H Viewlet | 4
Snaps D= v

Snapshots Count

Figure 2.5.4.10.1.4-A. Create Summary Icon

2. The Create/Open Summary dialog box opens. An explanation of each option is
explained below.

Create/Open Summary

®' Create a Basic Summary
Create a Summary Based on Objectives
Open Existing Summary

Figure 2.5.4.10.1.4-B. Create/Open Summary Dialog Box

2.5.4.10.1.41 2.5.4.10.1.4.1 Create a Basic Summary

Selecting the Create a Basic Summary option will open the Create Summary dialog box.
Specify Define Query and Viewlet Name.
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Create Summary

Defne Query
Gt
Subscrive To

Viewlst Name  Viewit 3

m -

Figure 2.5.4.10.1.4.1-A. Create Summary Dialog Box

The summary viewlet is now created in the Summary panel.

Viewlot 3 B D_{ D] N v Activity Count
Actlvities Count

I Waiting for new data ,

Figure 2.5.4.10.1.4.1-B. Summary Viewlet

2.5.4.10.1.4.2 2.5.4.10.1.4.2 Create a Summary Based on
Objectives

Selecting Create a Summary Based on Objectives on the Create/Open Summary dialog box

will open the Wizard: Summary Based on Objectives dialog box. Perform the following:

1. Select all desired objectives. Multiple objectives can be selected from the same set.

N
Wizard: Summary Based on Objectives
— e, V-
-
. TWVE A .t

Select objectives

Set name Set criteria Objective name Objective criteria
v e AchvtyNarme aQuais (Msendtact et ALty S
= e e o » > i L | " e

EWSET AstretyName eguss ["Senctac s Aoty S2atus ©

< Y et & Sencta - £ e E -
Setfiarme "as a J . Set HRLStery St SetName | has ol of tidSe
rs - ame o an 3233 ’ L e

poclOatst yport A oy Nare reatVandaNe A EugsedTme Oy

> M Name="Acce = AL5e -

Pace Orde A Sty N 2~ AL C ot e e por noCode £SS

=n -

Figure 2.5.4.10.1.4.2-A. Wizard: Summary Based on Objectives - Objectives
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2. Select either Activities or Events for the Data Type.

Wizard: Summary Based on Objectives

SAVE

OBJECTIVES DATATYPE TIME

Choose data type

* Activities

Events

+

Figure 2.5.4.10.1.4.2-B. Wizard: Summary Based on Objectives - Data Type

3. Select a time limit from the drop-down menu.
Wizard: Summary Based on Objectives

OBMECTIVES DATATYPE TIME SAVE

Choose time limit

Unspecified

Predefined
Custom

Date range

Figure 2.5.4.10.1.4.2-C. Wizard: Summary Based on Objectives - Time

4. Enter a name for the viewlet within the Viewlet name field. From the Dashboard
drop-down, select which dashboard the new viewlet should be added to. Click Save.
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w
Wizard: Summary Based on Objectives

OBJECTIVES DATATYPE TIME SAVE

Save built query in a viewlet

Viewletname  Summary of Activibes|

Dashboard JKL-2040 v

Figure 2.5.4.10.1.4.2-D. Wizard: Summary Based on Objectives - Save
The viewlet is now added to the Summary panel with three fields:
e All: Represents the count of activities that met the criteria of all selected objectives.

e Partial: Displays the count of activities that met the criteria of at least one of the
selected objectives.

¢ None: The count of activities which did not meet any of the selected objectives’
criteria.

Summary of Activities

Figure 2.5.4.10.1.4.2-E. Summary Viewlet Based on Objectives

2.5.4.10.1.4.3 2.5.4.10.1.4.3 Open Existing Summary

Selecting Open Existing Summary on Create/Open Summary dialog box will open the Open
Existing Viewlet dialog box (Figure 2.5.1.4-A). See Section 2.5.1.4, Open Existing Viewlet for more
information on Open Existing Viewlet. Select a viewlet and click Open. The dashboard’s focus
will now be the selected viewlet.

The Open Existing Viewlet dialog box can also be opened from the Main Menu (Section 2.3.6).

2.5.4.10.2Tear Off Viewlets

The Summary Dock can be opened in its own browser window. Click the Tear Off button to
view the summary viewlets in their own window. See Tear Off for more information.

Data Poeints - 2018-12-1...

Import Data | d Viewlet | +

Snapshot Count > Viewlet 4
Snapshots Count ALL

32.2K 0
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Figure 2.5.4.10.2-A. Summary - Tear Off

2.5.4.10.3Exact Total

Hover over a count to view the exact total.

Summary

Event Count > Activity Count > Snapshot Count

Events Count Activities Count Snapshots Count

Activities Count
32.2K

Figure 2.5.4.10.3-A. Summary - Exact Total

2.5.4.10.4Edit Viewlet Query
Click the Edit Query button to update the viewlet's query.

Figure 2.5.4.10.4-A. Summary Viewlet - Edit Query Button

r M+ 1
Actwty Courd

Activibes Count
subscribe 1o count of activiies outpul every 60 seconds show as
summary

65.4K

Figure 2.5.4.10.4-B. Summary Viewlet - Edit Query

2.5.4.10.5Reset Query

Click the Reset Query button to reset a viewlet's jKQL query to the last saved query.

|| [Z] v

Figure 2.5.4.10.5-A. Reset Query

2.5.4.10.6Refresh Viewlets

To refresh summary viewlets, click the Refresh Viewlet button. This process will check for
new data.
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Data Points - 2018-12-1__. Import Data | e

Snapshot Count > 2 s Viewlet 4

Refresh Viewlet

Snapshots Count ALL

32.2K
N

Figure 2.5.4.10.6-A. Refresh Viewlet Button

2.5.4.10.7Viewlet Menu

The Summary Viewlet Menu button allows users to edit, save, save as, remove, or delete
summary viewlets.

RealtimeStats > ReaMimeDataSy >. \ Event Count > | 12% 1 I\ Activity Count

Edit Viewiet Activities Count
* Conneclion faled! i Waiting for new data .
> 65.4K

Save Viewlst
Save As Viewlet

Viewlet 2 Remove Viewlst

get number of Event group by EventName, Seventy show as scorecard

Delste Viswiat

EventName =

Figure 2.5.4.10.7-A. Summary Viewlet Menu
2.5.4.10.7.1 Edit Viewlet

Selecting Edit Viewlet allows users to update the summary viewlet's details using a form.
After making updates, click Preview to view changes before saving. To cancel and discard
changes, click Close. To save changes made, click Apply.
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Figure 2.5.4.10.7.1-A. Edit Summary Viewlet

2.5.4.10.8Real-time Subscription Viewlet Options

For real-time subscription summary viewlets, use the Real Time Menu button to set an
interval and pause/resume the viewlet data.

RaosttmoSiats > Roal limelstaShr > Evant Count i 1L Activity Count

= = Activites Coant
Fraguency (Seconds)

65.4K

Figure 2.5.4.10.8-A. Real Time Menu Button

2.5.4.10.9Visual History of Changes

The Summary viewlets include line charts displaying increase/decrease count history as seen
in the below figure.

Snapshot Count | | 'T)| |55 (& Event Count Activity Count

Snapshots Count Activities Count

196 9.4K
_\:‘:—Z_ mA-__._A_Mj_

Figure 2.5.4.10.9-A. Count History Chart
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2.5.4.11 Topology

—y 5

Get Retabive of Actaty 100 last year wihiese ACIvtytD) In (149512836850 1106- 2780 005095230 167) show s lopology

P Sever | PP Mctcaton | ] DstaCoster | 9 Resowce | . [Fr—— '.' Cpm | e Sact Mestage | Acts On

O dev oot s

Mg 3s e
Cownt: 1

VerdyOrders

Figure 2.5.4.1 -A. Topology

A topology is often used to see the “flow” of what happened, and when it happened. This is
very helpful in understanding the status of your applications and objectives.

2.5.4.11.1Sample: Steps in the Order Process Business Milestone

Query: get relatives show as topology

et redatives Show as 1opology

Set | — Sent Message | 4 ¥ SLA | W Successal

Figure 2.5.4.11.1-A. Sample Viewlet - Steps in the Order Process Business Milestone

The viewlet above is in the Sample-OrderTracking repository. It shows the auto-discovered
topology of an Order Process, displayed at the business milestone tier. Topologies can be
shown at the geographical, datacenter, server, application, or milestone tiers. Each of the
blue “chevron”-like icons above represents a specific business milestone. A business
milestone is there to represent the completion of a business objective in the “real-world”. It
is defined based on established criteria, while its completion determines its status.
Milestones often form a sequence or flow. This happens automatically as the analytics
engine determines an observed relationship between them. The colored bars underneath
each icon are called a. The health bar under each icon is color coded to reflect status (green
= good, yellow = warning, red = critical). It can be clicked to see the status of the milestone.
The arrows between icons shows data flow between milestones. This is automatically
discovered. The numbers surrounding the arrow show statistics for the relationship
including elapsed time and count.

2.5.4.11.2Create / Edit Topology Viewlet
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To populate Topology viewlets, the ‘Get relatives <any criteria> show as topology’ statement
must be used. If you're creating a topology with a form, select Relative as the data type.

KQL> get relatives show as topology

P server | ®F Appiication | S8 DataCenter | & Resource | ! Database |

?'f Queue | —— Sent Message | Acts On |

T ma it
»

Ay P 00 ¢—-
Cmant) 254

Nox rol e prere g raduat
Mg Whera 257\ . Aogs S0 R
Const: 441 * Caunt= 37

Figure 2.5.4.11.2-A. Topology

To modify the Topology viewlet, click the down arrow and select Edit Viewlet from the
viewlet's drop-down menu. The viewlet's editing form opens.

v Viewlet Name

Sleps in ihe Order Process Business Miesione

v Viewlet Settings
> Data Type -p

Stant Leval Application
v Time Perlod
Layout Typas Hierarchic
UsnspecSed
Show Resources

i
v Falds Show Send/Recalve Ondy

B Relativas Count Show Haalth Bar

v Group by Health Bar based on [

v Fil Max Data Coumt | 16

v Legend

v Viewlet Type

ey Show

(i i =
M

g

Figure 2.5.4.11.2-B. Edit Topology Viewlet Form

Select desired options from the drop-down menus. Check off the Legend check box to
enable/disable the displaying of legend icons. The legend is displayed at the top of topology
viewlets.

In the Viewlet Settings section, you can modify the properties of the topology viewlet. From
the Start Level drop-down menu, select the item type.
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v Viewlet Settings

youttypes I |

DataCenter
Show Resources

Server
Show Send/Receive ( Application

Milestones
Show Health Bar

Figure 2.5.4.11.2-C. Start Level Drop-Down Menu

Depending on the start level item type selected, the appearance of the viewlet will differ. In
the example below, Server was selected to be the start level.

Avg: Tms S5 =
Count- 9

ProcessSarver 110 > aile Ay 836 J3R6
Avg: 228ms 47\ . ‘. Avg: 476ms 295u8 )' = Count: 21
Count: 174 . Count: 162 Avg: BEIms 976us
Ronforaerves Count: 64)
Aeg: 11me 34 i

.
» PaymentServerSWIFT
Count: 93 " B
Avg: SL0ms 1585 p
Avg: 20ms Shs ‘J — .'.
- » Count: 327
Count: 63

Figure 2.5.4.11.2-D. Topology Viewlet with Server as Start Level

Select a layout type from the Layout Types drop-down menu.

v Viewlet Settings

Show Resources E

Hierarchic

Show Send/Receive {
Circular

Figure 2.5.4.11.2-E. Layout Types Drop-Down Menu

The topology figures above are displaying the hierarchic layout type. Below is an example of
the circular layout type.
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SupplyChainServer

Avg: 228_(1"15 47ps
Count: 174

ProcessSegver11()
‘g: 773ms 554ps
unt: 9
n

Avg: 476ms 295ps
Count: 182
Credit§agverVISA

."': Avg: 11ms 340ps z‘
» 293,
A ST el B3 976

-

Count: 21 )‘Ggunr 64

Avg: 546ms 763ps

PaymentgerverSWIFT

.
Avg: 913ms 158ps
Count: 327
Rouh'ng&'fver

Figure 2.5.4.11.2-F. Circular Layout Type

Select all other desired options within the Viewlet Settings section.

v Viewlet Settings

Start Level Application
Layout Types | H-cfarch{c
Show Resources

Show Send/Receive Only

Show Health Bar

Health Bar based on Evcnts

Max Data Count | 16

v Legend

Show

Figure 2.5.4.11.2-G. Circular Layout Type

Click the Preview button to view the topology viewlet's updates. Click the Apply button to
save the changes. The Close button will close the form without saving changes.

2.5.4.11.3Topology Viewlet Properties

Topology viewlets can be displayed within the main view or on the Console panel (when

generated from a table viewlet, see Section 2.5.4.1.1.5, Topology, for information), but the

properties of the viewlets are the same in both cases.
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The arrows represent the relationships between relatives. Click on these arrows to view
statistics.

DS_AutoPiiot_Health Policy — Sarvice OM_Status Monitor

Statustucs
Propesny Valus
= x TR e TP OCe
Get Refalive of Activity whiere ACInvYID i (TCDASOET-9430-11€8-3a03 00002
5. | P Sever | P Agghcaton § OsaCermter | @ Fusouwce | B ElapsedTime
Service QM_Stshus_Montor
0s M:l‘kf' Health Policy = -
) Avg: e 40 -
‘< - EndTime
Cout 1 q nd i m
Click on the Serverity
averages to
display a StartTime

statistics
table

Figure 2.5.4.11-B. Topology - Statistics Chart

Users have the following additional options to customize topology viewlets.

get relatives show as topology

@ Server | #3 Application | 28 DataCenter | & Resource | ! Database | ?.’f Queue | —— Sent Message |
Correlated

Zoom In: (click to show/hide
the Navigation Display Box)

Fit to Screen

Avg: 20ms Sy

Count: 63 Avgr B8Gers 20

Count: 21

OrderRouter
e
Ce

Navigation Display Box: Drag and drop or click

the desired area to change the viewlet's focus.
Use your mouse roll button to zoom in and out.

Figure 2.5.4.11.3-B. Topology - Options

2.5.4.12 Anomaly

Anomaly chart viewlets are useful to quickly see data distribution deviations compared to
the normal distribution.
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Anomaly Monitor

Get the number of events group by StartTime buckeled by days show as anomalychan

Events Count

Jun 21 Jun 22

StartTime

Figure 2.5.4.12-A. Anomaly

2.5.4.12.1Sample: Anomalies via Bollinger Bands

Query: Get number of events group by starttime bucketed by minute show
as anomalychart

Anomales via Bollinger Bands ’

Get number of events group by starttime bucketed by minute show as anomatychar D 7= ARV

0®
70
60

S0

Events Count

>3 55%

StartTime
Figure 2.5.4.12.1-A. Sample Viewlet - Anomaly Monitor

The viewlet above is in the Sample-OrderTracking repository. This viewlet, which is called
an anomaly chart, is using the function Bollinger Bands to automatically detect anomalies in
the number of events per day. The red dashed line displays the average event count, and
the blue displays the actual event count. The point at which the blue line surpasses the red
dashed line is when the anomaly is suspected.
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2.5.4.13 Histogram

Got number of activity for batest 5 days group by processid bucketed by size 10000 show as HISTOGRAM

2.000

Activities Coure
Mt & alher m 88000 250211

14,000 16,00¢ 18,000 20,000

ProcesslD

Figure 2.5.4.13-A. Histogram

A histogram represents the distribution of numerical data. To create a histogram, the
frequency of data within a range of values will need to be bucketed into intervals. Opposed
to bar charts, histograms display the frequency of continuous data. The red line displays the
normal distribution. The Mean - stdDev (stdDev - standard deviation), Mean and Mean +
stdDev lines display statistical means. The Minimum line displays the minimum count.

If creating a histogram viewlet using a form (for more information on forms, see Section
2.5.1.2, Create a Viewlet with a Form), the following settings are required:

e Within the Fields section, enable the Count option. Depending on the type of viewlet,
this option can be displayed as Events Count, Activities Count, or Snapshots Count.

e From the Group by section, select a numerical element that has the bucket option.
Enable this checkbox and specify all associated options. For more information on
bucketing, see Section 2.5.1.2, Create a Viewlet with a Form. If EventCount is selected,
you will have the following options:

o Size: the viewlet generated will divide the data into intervals by the size range
defined within the bucket value field.

o Count: distributes the data in the number of intervals specified within the
bucket value field.

o Auto: if you do not need to specify a particular bucket range.

e Select the Histogram option within the Viewlet Type section.
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v Group by

£ vnetCoumt

AUTO
AUTO
v Viewlet Name v Filters pu

COUNT
Num of Activity v Viewlet Type

v Data Type i B v @

Histodcal © Roaltime @ M il A
v Viewlet Settings
v Drilldown

Drifidown to Comole

Schoma Inherit tram Dashboard

& Actvities Count Preview

Figure 2.5.4.13-B. Histogram Form Options

The following viewlet gets generated using the options selected in the figure above. The
same viewlet can be populated also with jKQL (see Chapter 5 Using jKQL, for more
information):

Query: JKQL> get number of Activity group by EventCount bucketed by size 3 show
as histogram

Histogram - Nom Of Activity

get number of Aciivity group by EventCount bucketed by sze 3 show as histogram

3
>
v
-
<
g
2
I
1
<

EventCount

Figure 2.5.4.13-C. Histogram Viewlet

2.5.4.13.1Sample: The frequency of SnapshotCount

In the example below, the frequency of SnapshotCount shows how many activities have
snapshot counts within the specific range, defined by bucketing size.

Query:jKQL> get number of Activity group by SnapshotCount bucketed by size 10
show as histogram
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ge1 number of Activity group by SaspshotCount bucketed by swe 10 show as hestogram

£
3
o
©
B
L
_-_;
v
-1

SnapShotCount

Figure 2.5.4.13-D. Histogram Viewlet - The Frequency of SnapshotCount
You can change the bucketing type from Size to Count by typing the following expressions
in a jKQL query. The expression, bucketed show as histogram, corresponds to Auto bucketing
type.

Query: JKQL> get number of Activity group by EventCount bucketed show as
histogram

Hintogemm - NOA by mvmnts cont
et number of Actwity group by EventCount bucketed show as hislogram

o0

ranmmum = 1.9

aen o (08w = B ULEMNE

Activities Count

10

FventCount

Figure 2.5.4.13-E. Histogram Viewlet - The Frequency of EventCount

You can see the difference between size and count bucketing in the table viewlets below. To
generate these examples, click on the Chart button IE2 from the viewlet's toolbar and select

the table chart type = or modify the jKQL query’s show as expression.

Histogram - Num Of Activity 2

get number of Activity group by EventCount bucketed by size 3 show as table S Wil B3} & =< v

EventCount Activities Count

Figure 2.5.4.13-F. Bucketed by Size
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Histogram - Num Of Activity 2

get number of Activity group by EventCount bucketed by count 3 show as table VD O WET S v

EventCount Activities Count

Figure 2.5.4.13-G. Bucketed by Count

In Figure 2.5.4.13-F, the EventCount is divided in an unspecified number of groups by 3. For
example, the first row of data (EventCount is 1-3 and Activities Count is 85) shows that there
are 85 activities taking place within one to three events. The second row of data (EventCount
is 4-6 and Activities count is 14) shows that there are 14 activities which occur within four to
Six events.

Figure 2.5.4.13-G shows the data, divided into a specified number of intervals, by an
unspecified range number.

2.5.4.14Tree

PERFORMANC

© (@) PEAFOAMANC
- G‘
~ @ e suRy

* () END USER RESPONSE TIME

* ©) EERrosMANCE

» PLRF QRMANCE

’ O-. ¥
* @ ere 1 .20 (B NOTICE
’ 0.‘- REQRMANGE SieOclt 1108 ‘_.O. YTICE

\d PERFORMANCE 150 1050-CcBs - 1 Y ofi-8 4 0.4 NOTICE PERFORMANCE

MANGE

: J_'i".‘,’?‘

13

Parert nodes: 304

Figure 2.5.4.14-A. Tree

Query: get Activity fields ActivityID, Severity, ActivityName show as tree

Tree viewlets are only available for activities. By default, only the activity’s name and severity
icon are displayed (basic query example: get activities show as tree), but the viewlet
can be enriched by adding field conditions as in the example above.

Expand an activity's tree by clicking the arrow immediately before the activity name. All the
child activities, events or snapshots are displayed. An activity with no child records will have
a circle instead of an arrow.

2.5.4.15 Clustering

Clustering charts use machine learning data to group data into clusters so that users can
gain insight into the data. This is ‘unsupervised’ learning; a type of machine learning that
looks for previously undetected patterns in a data set with no pre-existing labels and with a
minimum of human supervision
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Below are examples of a clustering viewlets.

Query: Get dataset compute
clusters(3,PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH,SEPAL_WIDTH,’3’,false) show
as table

Clusters in Bar Chart Format

. get dataset compute clusters(3,PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH, SEPAL_WIDTH, '3' false) show as table b R |

DatasetiD Percent PETAL_LENGTH PETAL_WIDTH SEPAL_LENGTH
ae2b57bb-657F-11eb-910a-T Cluster 1 49 69,6 14252 6.1,79,7
ae2b57bb-6571-11eb-910a-7/ Cluster 2 1.0001.1.9,1 01,060 43 585

ae2b57bb-657f-11eb-910a-7 Cluster 3 3000151, 4 1.0001. 2.4 1 4.9 7.0001,6

View 1-3of 3

Figure 2.5.4.15-A. Clusters in Bar Chart Format

Query: Get dataset compute
clusters3d (PETAL LENGTH, PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH,’3’, true)

Clusters in Ploily Format

| > getdataset compute clusters3d(PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH,SEPAL_WIDTH,'3', true)

oo

e e
ot

0
m
)
>
=
s
m
<
(0]
=
X

b4 "
S0 Y

o, v

PETAL LENGTH

Figure 2.5.4.15-B. Clusters in Plotty Format

2.5.4.16 Correlation

Correlation charts use machine learning data to correlate the data fields. A high positive or
negative number indicates a strong correlation. (A negative number indicates a negative
correlation: both positive and negative numbers show a similar increase in absolute value.)

The below image is an example of a correlation viewlet.
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Query: jKQL> get dataset compute
correlate (PETAL LENGTH, PETAL WIDTH, SEPAL LENGTH, SEPAL WIDTH)

get dataset compute complaia(FE TAL_ LENGTHPETAL WIDTH SEPAL_LENGTH SEPAL_WIDTH)

PETAL_LENGTH

PETAL WIDTH ) 0.207864

PETAL_WIDTH E SEPAL_WIDTH

Figure 2.5.4.16-A. Correlation

2.5.4.17 Feature Suggestion

Feature suggestion chart types use machine learning data to display the fields the machine
learning model considers the most important when predicting a target variable (the fields
which effect the target variable the most).

The below images are examples of feature suggestion viewlets.

Query: jKQL> get dataset compute
featuresuggestion(PETAL_LENGTH,PETAL_WIDTH,SEPAL_LENGTH,SEPAL_WIDTH,SPECIES)
show as table

Figure 2.5.4.17-A. Feature Suggestion Table
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Feature Selection

compute featureselection('BloodPressure’) show as coichart

1

FieldName

Figure 2.5.4.17-B. Feature Suggestion Diagram

2.5.4.18 Forecast

Forecast charts use machine learning data to display a future projection. The below image
is an example of a forecast viewlet.

Query: compute forecast (‘closingPriceDaily’,100)

Figure 2.5.4.18-A. Forecast

2.5.4.19 Expected

Expected charts use machine learning data to display predictions. Given certain variables,
the expected target variable is displayed. The below images are examples of expected
viewlets.
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Query: compute expected(‘'SPECIES’)show as table

Expected

compute expecied('SPECIES’) show as lable

SPECIES

01238103-f227-1123-b2c4-7

etosa 09609615 049pa7a1-0814-11e

sefosa 9615 D4b81309-fdoc-11ea-
selosa 060d15ch-1dd9-11ea-a234-7¢
sefosa salosa ) 069615 06e22b1e-1dd8-11ea-322d-
sefosa setosa 0 969615 0da63509-04d5-11ed-9715-
zetoza cotosa 0969615 Dedb324c-1doc-11ea-9e7d-7
e1033 ) 069615

elosa 0 969615

sefosa selosa 0969615 34aded-t0d7-118a-a230-7
selosa setosa 0 969615 118c4b19-189¢-11ea-aSha- 7

t1e4-867a

Figure 2.5.4.19-A. Expected Table

Expected dosing price

compule expecied( closingPrice’)

200
Regression 1

Figure 2.5.4.19-A. Expected Diagram

2.5.4.20 Images

Image viewlets allow you to display data on any predefined SVG image with custom bindings.
The powerful, lightweight rules engine, json-rules-engine, is used for binding realization. You
can share image viewlets (see the Share Viewlet section) for quick access.
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SVG images have many elements, but the most important are the following:

¢ <metadata >

e <style>
o <defs>
° <g>

The following is an example:

Query: JKQL> Get sensor fields all where PolicyName='DEMO — EAI Workflow Business
Process.bsp’ Show As Image (‘demol’)

Get Sermar Sedds 38 where PodcyNane - DEMO - EAl WorikSow Bumness Process bop’ Show As mapa(demo 1)

)

# curdepth PMT.REQ curdepth PMT.RSP
Sensor value: 283 Sensor value; 558 HIGH
< \

\
\

i i A/ 9

Sensor value: 3.32 Sensor value: 2.48 Sen,sér value: 0.18 Sensdx value: 0.21

4 n
f |

e ms ops fime © ms ops time ms op time
Sensor value: 181 Sensor value: 333 Sensor value: 73

Figure 2.5.4.20-A. SVG Image Viewlet

If interested in utilizing SVG image viewlets, contact Nastel Support for assistance.

2.5.5 Date and Time

2.5.5.1 Select Date and Time Range
Viewlet date and time range can be updated. Perform the following:

1. Click the Date & Time Range icon.
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The 10 Worst Events .

Get worst 10 Event fields EventName, max(ElapsedTime), avg(Elapse... = sl g S T

CsvStream

EventName

I
=
10ms

Avg(ElapsedTime)

0 00:00:00.011116, 2018-11-28 17:14:40.360139 +02:00

Figure 2.5.5.1-A. Date & Time Range Icon

2. The Date & Time Range dialog box appears.

The 10 Worst Events

Get worst 10 Event fields EventName, max(ElapsedTime), avg(Elapse )

Date & Time Range

Custom
Limit
Value

CsvStream
Units

o
E
]
z
=
c
o
>
w

10ms

Avg(ElapsedTime)

0 00:00:00.011116, 2018-11-28 17:14:40.360139 +02:00

Figure 2.5.5.1-B. Date & Time Range Dialog Box

3. From the drop-down menu select the filter type: Unspecified, Predefined, Custom
or Date Range. After selecting a type, specify all associated filter options and click
Save.

2.5.5.2 Date and Time Filtering in Viewlets

Child viewlets inherit date and time conditions (i.e., for last week, from, to, etc.) from their
parent viewlets, however the time expression will not appear in the child’s jKQL query. See
the figures immediately below for an example.
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Q1 BCINIDeS for (881 week

ActivitylD ParertiD ActivityName Severity | St Time

[ MO_PUT_TO MO _GET NEC 1113201

i 2 0 [ B 2

[ MO PUT IO MO GET @) mFo 1110201

| [edafant.0Set t1apSct6.00 MO_PUT_TO MO _GET o NEO 112010, S05-31 AN

Figure 2.5.11-A. Summary Panel (parent) Viewlet: Includes Time Condition

,

Gat Activity where ActivitylD « 25840082-0504- 1 105-8c66-024 250120011

ActivitylD ParendiD ActivityName

25RABCHR- O 11 £ AUBAL MO_PUT TO MO GET | @ InE0 12010 HOGOAN | 1IANR01. S05:45 AM

Figure 2.5.11-B. Console Panel (child) Viewlet: Time Condition Applies (but does not appear in jKQL
query line)

To view the date and time condition, simply hover over the Console viewlet's orange “jKQL>"
label.

If the originating parent viewlet does not have a “for” condition, or if a Console viewlet does
not have a parent viewlet, then the dashboard’s default date and time will be applied to the
Console viewlet and will display in the label.

ActivityName

2584bd92-.05e4-11ea-8c66-C MQ_PUT TO MQ_GET

Figure 2.5.11-C. Hover to See Date Condition

for all viewlets within the dashboard. If the date and time is set for a viewlet, then it will take precedence

_Q‘_ If the dashboard has a default date and time (see Section 2.3.5, Default Date & Time Range), it is applied
TIp  overthe dashboard’s default date and time.

2.5.6 Refresh Viewlet

To refresh viewlets, click the Refresh Viewlet button. This process will check for new data.

Application Topology s

Gel relatives show as topology 2, il ~ % Vv

Figure 2.5.6-A. Refresh Viewlet

2.5.7 Viewlet Menu

Click the menu icon to open the viewlet menu. Functions are described below.
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e Edit Viewlet: See section 2.5.7.1 below for more information.

e Save Viewlet: Allows you to save any changes to the viewlet.

e Save as Viewlet: Allows you to create and save a copy of the viewlet with a new
name. The new viewlet can be found on the Open Viewlet dialog box (Figure 2.5.1.4-
A) and added to any dashboard.

e Remove Viewlet: Allows you to remove the viewlet from the dashboard. A dialog
box opens asking you to confirm the removal. The viewlet is not deleted and can be
restored by opening the Main Menu and selecting Viewlet > Open (Open Existing
Viewlet dialog box opens), select the viewlet, to be restored, and click Open.

o Delete Viewlet: Allows you to delete the viewlet. A dialog box opens asking you to
confirm the deletion.

o Export to CSV or Export Viewlet: For table and scorecard viewlets, this option will
be Export to CSV (to download data to a .csv file). For all other viewlet chart types,
this option will be Export Viewlet (to download data to a .svg file). Please note that
viewlets can also be exported in .json file format, see Section 2.6.2.2, Export, for more
information.

e Share Viewlet: Viewlets can be shared on a web page or internet browser. See
Section 2.5.10, Share Viewlet, for more information.

2.5.7.1 Editing a Viewlet

Click the Viewlet Menu icon and select Edit Viewlet.
et worst 10 event fields EvendName, max(ElapsedTime) group by EventName show as barchan

L
E
L]
4
C
<
>
-

Max(Elapsedlime)

Figure 2.5.7.1-A. Edit Viewlet Menu

Options are different for each display type. All traits of a viewlet are displayed on the right
side of the screen.

XRUG1.07 926 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 2: Using Nastel XRay

-------

Figure 2.5.7.1-B. Edit Viewlet Form

After making changes, click Preview to view updates made before applying. To discard
changes and cancel, click Close. Click Apply to apply the updates (updates will not be saved)
or click on the downwards arrow on the right side of the Apply button to get the Save option
to save the changes (this will save the modifications).

v Viewlet Settings

> Schema

> Drilldown

Figure 2.5.7.1-C. Form Options

2.5.8 Filtering and Display Options

Users can view more detailed data displayed within viewlets. Use the following methods to
drill into viewlet data and customize how viewlets are displayed.
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2.5.8.1 Filtering with Variables

Viewlets can easily be filtered using variables. While creating or editing a viewlet with a Form
(see Section 2.5.1.2, Create a Viewlet with a Form, or 2.5.7.1, Editing a Viewlet), click the plus

button within the Filters section to add a new filter.

Select a filter and the function from the drop-down menu and click the settings button ﬂ
to expand the filters toolbar. Select the Variable tab and click the pencil button. Please
note, that not every filter will have this tab.

The Create new variable window opens. Type in a name for the variable and check off the
Auto suggestion checkbox if it is not selected to get item suggestions to use as the filter
criteria (this option is available only for items which have auto suggestion functionality).
When the Auto suggestion is not available, the variable will need to be updated manually
(no suggestions will be provided).

=
ll_:“l, Multiple variables filters can be created by repeating the same steps described above, but their names

m nique.
NOTE ust be unique

B raines

L S L 0 13, T) AL A LI AL §on sa. i

Sowete rwe W

i &

M

—y—— v Vawh! Somngs
nie I =R N
> Schwoe

B > Densown

Figure 2.5.8.1-A. Modify Variables
Click the pencil button to edit the name of the variable filter. To remove a filter, click the

minus button E The variable value label is placed between curly brackets {} (this is how
variable expressions appear in jKQL queries). For example:

jKQL> Get Events where Severity = ${E:Severity:Event:Severity} show as
table

Expression “s{E:Severity:Event:Severity}” can be manually replaced with a severity type
(for example, INFO):

jK(2L> Get Events where Severity = ‘INFO’ show as table
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v Filters

Start lime = Equal

12/03/2019 14:44:55_ 311000

Seventy = Equat

Value Vanable Field

v Viewlet Type

v Viewlet Settings
> Schema

> Drilidown

Closa

Figure 2.5.8.1-B. Modify Variables

Click Apply or Save (click the Apply button’s drop-down menu). The Modify Variables
window opens. If multiple variable filters were added, they all will appear in this window. If
the Auto suggestion checkbox was checked off while creating or editing the variable, the
Modify Variables window will have a drop-down menu with suggestions provided, for
example, the viewlet data can be filtered by severity type.

Figure 2.5.8.1-C. Modify Variables

Select the severity type from the suggested drop-down menu and click Apply. In the figures
above and below, the Fatal severity type was selected. The jKQL query and the Severity
viewlet were modified according to the selected variable.
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Sevorty

get number of Event whese Sevently = FATAL® group by Severly show as colchan

Events Coumt

Figure 2.5.8.1-D. Modify Variables

To modify variables, perform one of the following:

e Modify directly in a viewlet's jKQL query by entering a value between the curly
brackets {}

e Modify within a viewlet's form

e C(lick the Modify button on the top right corner of the workspace to update all
viewlets that use the same variable within the dashboard

Q. i This Year

Import Data | i Viewlet | +

Figure 2.5.8.1-E. Modify Variables

2.5.8.2 Viewlet Scroll Bars

Use the scroll bars within viewlets to view a specific time range and change the amount of
data displayed. These scroll bars appear in column, bar, line, stack, area, and anomaly chart
types. The scrolls at the top control the X axis of the chart and the scrolls to the right control
the Y axis.

DN PGt of Pweh K7 LA ROek FOMD BY VaTITe Cuaieted by hoss Vo @ Bewcnant

o0 ®

Figure 2.5.8.2-A. Viewlet Scrolling
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2.5.8.3 Zoom In / Show All

Select data for a more detailed view. Using your mouse, draw a box around the area you
would like to drill into.

Dwla Pomts | yesis

got number of events for labes! week group Dy stutime bucketed by hoor show as inecharnt

5
3
-
£
s 2
4

2018-07-31 10200:00

Stant Time

Figure 2.5.8.3-A. Zoom In On a Specific Area

Only the area selected will display. This feature functions within the following chart types:
column, bar, line, stack, area, topology, and anomaly.

Duts Posets £ youts

00t numDes of events o GeSt wors g Dy S Durketeyd Sy Nowr Show a4 ecnan

Events Count

Figure 2.5.8.3-B. Zoomed In Area

To disregard scroll filters and drilling down, click Show all to show all data originally
displayed.

Dt Posts [ vests

Qot umDe of cvernss B Bies! weok roep Dy stamime Ducketod Oy howr show a5 Iinechan

£,
-
§
°
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Figure 2.5.8.3-C. Show All

2.5.8.4 Show / Hide Chart Elements

Within line chart viewlets, a unique line is included for each queue manager, queue
combination. Click legend keys to turn a specific resource off and on. When off, the
resource’s line will be removed from the chart and its key in the legend will appear grey.

£
3
o
o
“«
@
=
2
T
<

AcceptO... CreditV... Orders Payment... Process... Registe... RouteOrder ShipOrders Validat...

ActivityName

—o— Las Vegas, Nevada London, England —o— — o~ Miami, Florida

®— New York, NY — e~ Paris, France Washington, Virginia

Figure 2.5.8.4-A. Disable Line Chart Lines

2.5.8.5 Viewlet Size

The size of viewlets can be changed using the ellipses symbols appearing on the sides of the
viewlets.

Orders for the Last Hour that missed their SLA >

Get the number of activities for the latest 3 days that did not me.. 9 [l = Qv

Q Show all

-
=
3
e

7]
w
o

=

>

v

<

StartTime

CreditValidate .ValidateOrder

Figure 2.5.8.5-A. Change Viewlet Size

The vertical ellipses ﬂ appearing on the sides of viewlets allow users to:
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e Increase/decrease viewlets by sliding the ellipses left or right.  This will
increase/decrease the size of all viewlets appearing within the same column.

e Expand viewlets appearing in the same column to fill the screen by clicking the
ellipses. If there are viewlets appearing in the right column of the dashboard, these
viewlets will be hidden until the ellipses is clicked again.

The horizontal ellipses B appearing on the top/bottom of viewlets will increase/decrease
the height of viewlets.

2.5.8.6 Show / Hide Viewlets

Click on the box immediately to the left of viewlet titles to collapse B expand B viewlets.
A viewlet's collapsed or expanded state will remain until changed (even between logins).

Activity Distribution

Get the number of activibes group by name, location order by seventy show as piechart

AccaptOrder, Naw York, NY:
J.13%

CreditValidate, Paris,...: 7.13%

Other: 14.54%

ValidateOrder, Los Ang Orders, Las Vegas, Nevada
0 7 1%

Figure 2.5.8.6-A. Show / Hide Viewlets

2.5.8.7 Tear Off

Notice that all viewlets have a Tear Off Il button located at the top right corner. Clicking
the Tear Off button will open the viewlet in a new, larger window.

This feature is helpful in a datacenter where you may wish to display a viewlet or dashboard
on a large monitor. For example, a large screen of summary viewlets can display a high-level
environment status view.

An alternative use case might be for an administrator or developer with multiple screens.
They can have the full dashboard on one screen and a specific viewlet they are configuring
on the other.

2.5.9 Rename Viewlet

To rename a viewlet, double click the viewlet's name. The field becomes editable and wiill
appear with a blue frame. Specify a new name and hit the Enter key on your keyboard to
save changes.

Viwwiwt !

L> GET event Selds all where Propertes{FleType') = 'Excel’ and Properties(UploadTine') = "2018.05.23 10:25:31 428000 +03:00" and Tag = "60702e57-06cA444c-..

ParendD ActivieyiD Everthame EventTyps Severity CompCode

Figure 2.5.9-A. Rename Viewlet

XRUG1.07 103 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 2: Using Nastel XRay

2.5.10 Share Viewlet

Viewlets and their schemas can easily be shared as a URL or embedded on to a web page
without requiring the viewer to login. The URLs are public, so there is no need for viewers
to log in. This feature is useful for viewlets that need quick, frequent access; simply
bookmark the URLs for easy access.

To share a viewlet, select Share Viewlet from the viewlet's menu (see Section 2.5.7). For this
option to appear on the viewlet's menu, be sure to save the viewlet's dashboard. After
selecting this option, the Share Viewlet window opens.

Share Viewlet

StartTime

Figure 2.5.10-A. Share Viewlet Window

A preview of the viewlet displays on the left side of the menu. Click the Refresh icon E to
refresh the viewlet if needed.

The code to embed the viewlet in a webpage appears in the Embed Viewlet section on the
right side of the window. Copy this link manually or click Copy to Clipboard. Before copying,
you can enter dimensions within the Width and Height fields to specify the size of the
viewlet. To simply open the viewlet in an internet browser, copy the link appearing within
the double quotation marks and paste into the browser’s address bar.

The final step to enable this feature is to click Share. After Share is clicked, the Shared
Viewlet icon will appear on the viewlet's toolbar and the viewlet will be viewable.
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Event StackChan

Get nuember of Evert group by EventName, Severty, Start Time bucketed by day order by Severity show as stackchant

®

11 e e

0
Oct 01 Oct 02

StartTime

B NOTICE
Figure 2.5.10-B. Shared Viewlet Icon

Click the Shared Viewlet icon to reopen the Share Viewlet window. You can copy the share
code, update the viewlet's dimensions or stop sharing the viewlet (click Stop Sharing). The
Viewlet Shared checkbox appears at the top right displaying the shared status.

If Stop Sharing is clicked and a user attempts to view the viewlet, the message, Embedded
viewlet is not available, will appear.

Share Viewlet

Embed Viewlet Viewlet Shared

Event StackChart

<iframe src="ht

. b-8de7

Copy to Clipboard

StartTime

B NoTICE WARNING ERROR

NOTE Last saved state will be used

Figure 2.5.10-C. Stop Sharing a Viewlet

¥ Embedded viewlet is not available.

Figure 2.5.10-D. Stop Sharing a Viewlet
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2.5.11 Nastel AutoPilot Integration

Nastel AutoPilot can be used as an External Data Source (EDS), allowing it to be integrated
with Nastel XRay. With this integration, users can perform Nastel AutoPilot functions directly
in Nastel XRay. Users can query via a jKQL statement to view information about policies that
are running on a CEP instance in Nastel AutoPilot. In addition, users can also invoke actions
such as starting/stopping a policy and acknowledging/unacknowledging a sensor. See below
for examples of how this integration is useful.

Query: get policies fields all

This will return a list of all the policies and policy managers that they belong to. It shows all policies over
all policy managers. This also will return all fields defined in the external data source, not just the
default ones.

Policies

Get Polices Fields Al

Figure 2.5.11-A. Get Policies Fields All

Query: get policies fields all where policy manager name='Domain Manager'
This will return a list of all the policies under the policy manager Domain_Manager. This would be the

policies in AP EM under the policies folder under the Domain_Manager policy manager. Again, this
returns all fields, not just the default ones.

Policy FieldsAll
KQOL> Get Policies Fields All Where policy manager name="Domain_Manager’ » ‘3 Loted c v
PolicylD PolicyName PolicyManagerName
DS_AutoPilot_Licensing_Policy$Domain_Manager DS_AutoPilot_Licensing_Policy Domain_Manager
DS_AutoPilot_Heaith Policy$Domain_Manager DS_AutoPilot_Health_Policy Domain_Manager

Page-oH View1-20f2

Figure 2.5.11-B. Get Policies Fields All Where...

Query: get policies of policymanager 'Domain Manager' fields all

This is equivalent to the previous query.
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Query: get fields for policies

This will give the list of fields that are associated with the “policy” item.

Fields Policies

IKQL> Get Fields For Pdlicies

FieldName DataType |SourceName  isCustom |isDefaultDateField isDefaultField isDerived

PolicylD STRING m6 false false true false true
PolicyManagerName STRING m6 false false true false false

PolicyName STRING mb false false true false false

Page (I o 1 View 1-30f 3

Figure 2.5.11-C. Get Fields for Policies

Query: get sensors fields all where policy name='SYS node health.bsv' and
policy manager name=' DOMAIN SERVER Facts'

This will give a list of all sensors for policy SYS_node_health.bsv under the DOMAIN_SERVER_Facts
policy manager. Omitting the policy manager name will give a list of the sensors under all policies with
the name “SYS_node_health.bsv” regardless of the policy manager.

Gt Senowrs Flolds Al Where Pollcy_name~'5YS node_bealth bey' and Policy manager nasme-DOMAIN SERVER Facty

SansceName Sensorfath SeasosStatus  SensorVales

Figure 2.5.11-D. Get Sensors Fields All Where...
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Query: get sensors fields all where

policy manager name='LOCALHOST.LOCALDOMAIN Facts'

This will give all sensors for all policies under a given policy manager. Note that each sensor has a
unique path (for example, PolicyManager\Policy\Sensor1\Sensor2\Sensor3) and so this would be the
unique identifier for a sensor.

Gt Setnorn Fields AT Whare Policy masager_ name="1 OCALHOST LOCALDOMAIN Facts

Sensori) SensorName SonsorPath SensorStatus  SenscocValoe |

-----

’

o EE View 1 - 45 of 48

Figure 2.5.11-E. get sensors fields all where
policy manager_ name="LOCALHOST.LOCALDOMAIN_Facts'

Another way to get sensors would be to issue a statement like:
Query: Get sensors of policy ‘SYS node health.bsv’

This is equivalent to a statement like “get sensors where policy_name="SYS_node_health.bsv’” but
provides a sort of “short hand”. These are consistent with the jKQL query language.

Query: invoke AcknowledgeSensor using
(PolicyManagerName="'MyPolicies', PolicyName="'Testerl',
SensorPath='Untitled/Sensel')

This will acknowledge a sensor called Sensel in the Testerl policy. Similarly using the verb
UnacknowledgeSensor will cause the Sesnel sensor to clear the ack flag.

Query: invoke StopPolicy using
(PolicyManagerName='MyPolicies',PolicyName="'Testerl')

This will stop the policy named Testerl. Similarly using the verb StartPolicy will start the Tester1 policy
under the MyPolicies policy manager.

You can also get sensor facts by issuing statements like:

Query: get sensor fact where sensorid='CEP Server Health/Server
Health/Utilization/Timeout Count$SYS node health.bsv$PC 152 Facts'

This will return the facts of the Timeout Count sensor that is part of the SYS_node_health.bsv policy. It
will also return a predetermined set of properties that are associated with this fact (things like ‘last-
changed’,’max’,’min’).
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2.6 Import / Export

Go to Main Menu > Import / Export for the following import and export options:

o Data (Section 2.6.1)

o Viewlets (Section 2.6.2)

e Dashboard (Section 2.6.3)
e Sets (Section 2.6.4)

2.6.1 Data

To view all data previously imported, go to Main Menu > Import / Export > Data. The
Manage Imported Data dialog box opens which lists all data files that have been imported into
the system. Perform the following to select a file and generate a dashboard to view the
imported data. Please note that only data imported into the selected repository will be
displayed in this import list.

Manage Imported Data

Select Imports to review

Sourcs file Flle type Import time Datw Explration Time

0L X Excelimport 2019-05-23 10:25:38 570000 «03.00

o O SN Excalimport

o 1 o]

Figure 2.6.1-A. Manage Imported Data

2.6.1.1 Open

1. Select a file from the list of imported files and click Open to start the Wizard. The
Wizard will alter the data, import it into a dashboard and create new viewlets.

2. New viewlets are automatically created. By default, all viewlets are selected. Deselect
the viewlets you do not want to add to your dashboard. Click Next.
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A

EXCEL Importer
STAGES [\)

VIEWLETS PUSLISH
Select viewlets for instant data research

Event Seventy

Camparison of Longest Events

Evant Scorecard

The 10 Worst Events

Cancel

Figure 2.6.1.1-A. Default Viewlets Created

3. Select an existing dashboard or create a new one by giving your dashboard a name
and selecting the number of columns in the layout. Click Finish to publish your
viewlets in the new or existing dashboard.

w
EXCEL Importer
5
STAGES —0—O—
Publish
o Or create new
Select existing ADD TO DASHEOAAD CREATE NEW DASHBOARD 4&«— dashboard
dashboard Selact oe Dasrboard name:
— My New Dashbosrd
Page layout:
One corenn
fl'l Two cakumns
Thvee coumns
Click Finish

Figure 2.6.1.1-B. Publish Viewlets to a Dashboard

2.6.1.2 Delete Imported Data

To delete imported data, simply select all desired files and click the Delete button. The files
and their data will be deleted.
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Manage Imported Data

Select imports to review
Source file

X00C XISX

v 000 XIsx

Cancel

2.6.2 Viewlets

File type
Excellmport

Excellmport

Import time
2019-05-23 10:25:38 570000 +03:00

2019-05-23 10:26:46.382000 +03:00

Figure 2.6.1.2-A. Delete Imported Data

Data Expiration Time

To import or export viewlets, go to Main Menu > Import / Export > Viewlets. The
Import/Export Viewlets dialog box opens. The file format used is .json or .csv.

=)

information.
MNOTE

Viewlets can also be exported in .svg or .csv format. See Section 2.5.7, Viewlet Menu, for more

2.6.2.1 Import

Perform the following to import a viewlet:

1. Onthe Import/ Export Viewlets dialog box, go to the Import tab.

Viewlets

Cancel

OR DRAG YOUR FILE HERE
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Figure 2.6.2.1-A. Import / Export Viewlets - Import Tab

2. Check off the Override checkbox to replace an existing viewlet. A viewlet with the
same ID will be overwritten. Please note, IDs are generated automatically. The
Override option is useful when exporting viewlets and importing them back into the
same repository (for example, to restore previous viewlets).

Click Choose File to select the .json or .csv file.

4. Click Import. The viewlet is added to the Open Viewlet dialog box (Figure 2.5.1.4-A) and
can be added to any dashboard.

2.6.2.2 Export

Perform the following to export a viewlet:

1. Onthe Import/ Export Viewlets dialog box, go to the Export tab.

Viewlets

import Export

Name
Viewigt 3
All Everes
Events by the Howr
v Events by Name and Sevarity
Arcmarty Moroe
> Evonts Soverry
v Events Scarecard

Activilies Count

Shapshots Count

Datase! Courn

Figure 2.6.2.2-A. Import / Export Viewlets - Export Tab
2. Select the viewlets you would like to export or check the Select All option.

3. Click Export. The viewlets are downloaded in .json file format.

2.6.3 Dashboard

To import and export dashboards, go to Main Menu > Import / Export > Dashboards. The
Import / Export Dashboards dialog box opens. The file format used is .json.

2.6.3.1 Import

Users can import a dashboard with a .json file. To import the file, confirm you are on the
Import tab (the tab will be blue). Click Choose File to specify the import file.

Check off the Override checkbox to replace an existing dashboard. A dashboard with the
same ID will be overwritten. Please note, IDs are generated automatically. The Override
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option is useful when exporting dashboards and importing them back into the same
repository (for example, to restore previous dashboards).

Click Import to start the import process. Once the import is finished, a confirmation
message will appear.

Dashboards

Import Expont

Figure 2.6.3.1-A. Import Dashboards
2.6.3.2 Export

The dashboards can be exported to a .json file. To export a dashboard, go to the Export tab
of the Import / Export Dashboards dialog box. A list of your saved dashboards will display.
Select all desired dashboards or check off Select All. Click Export and the file,
ExportDashBoards.json, will download.

Dashboards

Ben et Expaort

Haena

o Anomalies
Didsrs

Transactions

Figure 2.6.3.2-A. Export Dashboards
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2.6.4 Sets

To import and/or export sets, go to Main Menu > Import / Export > Sets. The Sets dialog
box opens. The file format used is .csv. For more information on sets, please see Section
3.1.2, Sets.

2.6.4.1 Import

To import sets, go to the Import tab of the Sets dialog box. Click Choose File to specify the
import file or drag and drop your file.

Check off the Override checkbox to replace an existing set. A set with the same ID will be
overwritten. Please note, IDs are generated automatically. The Override option is useful
when exporting sets and importing them back into the same repository (for example, to
restore previous sets).

Sets

mport Sxport

Figure 2.6.4.1-A. Import Sets

To change the file, click the Change button or drag a new file. Click Import to start the import
process. Once the import is finished, a confirmation message will appear.
Confirmation -

Q Set imported successfully

Figure 2.6.4.1-B. Import Sets - Confirmation
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2.6.4.2 Export

Go to the Export tab of the Sets dialog box to export a set. A list of existing sets (imported
or created) will appear. Select all desired sets or check the Select All check box immediately
to the left of the Name header. Click Export to download the files.

Sets

Impoet Expont

Name
v Placs Order

Ship Product

Figure 2.6.4.2-A. Export Sets
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Chapter 3: Settings

3.1 Admin Settings

When Admin Settings is selected on the Main Menu, the Admin Settings window opens. See
sections 3.1.1 - 3.1.9 below for an explanation of the administrative options available.

Admin Settings
Branding
- Logoe
- Viewlel »
Logn Page
G Landing Page
& Da
maex Page
¢ Import / Export » Logons Page

v

Sety
4 Admin Settings
Orgarization

- \
w 1JS@r Satings > Views

JKQL Seripts
Yolumes

4 Feadback Ao
Viewiet

Feanres

Figure 3.1-A. Admin Settings Menu

=
|-_:;‘ Only administrative users with repository permissions will have this option.
NOTE

3.1.1 Branding

Select Branding from the side menu of Admin Settings (Figure 3.1.1-A) to display its sub-menu.
This menu allows users to configure the branding of their main page. A description of each
menu option is described below in sections 3.1.1.1 - 3.1.1.5.
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A
Admin Settings
Branding v
¥ Default organization
Logos
Favicon 3
Login Page (14x14) Choose File

Landing Page

Login logo
Index Page (254x70) XR Choose File

Logout Page

Sets

NASTEI
App logo s Choose Fil
'd = =1V ile

Permissions (181x50) Alpi=)’
Alerts

App logo T xray/ 4}

Jink url hitps://www.nastel.com/xray/ ™
Schemas
Viewlet
Graph

Get Collectors

#

Figure 3.1.1-A. Branding Sub-Menu

If a user belongs to or is an owner of multiple organizations, the Organization drop-down is
displayed on the top right corner of the window as in Figure 3.1.1-A above. Use this menu to
switch between organizations and make updates for each organization.

On each Branding page, there is the option at the top right of the screen, Default
organization. Use this option if you would like to use your organization’s default branding
instead of customized organization configurations. In the example below, Nastel is the
organization.

Admin Settings

Branding v -
I “ Default f.r;am:a:vﬂ

Logos
Favicon | ChoocoFio
| anin Pana saa_aas . NOOSE e

Figure 3.1.1-B. Branding - Organization

3.1.1.1 Logos

Select Logos from the Branding sub-menu to change the logos appearing on the main
application window. Color images are subject to a maximum bit depth of 24.
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A
Admin Settings
Branding v
¥ Default organization
Logos
Favi
Login Page (1?;22;1 Choose File
Landing Page
Login logo
Index Page (254x70) Choose File
Logout Page
o NASTEL
App logo ‘ % > 7 =
TNV hoose File
Permissions (181x50) N E'jsrf“_}*
Alerts
App logo 1A 7
fink url https://www.nastel.com/xray/ ™
Schemas
Viewlet
Graph

Get Collectors

Figure 3.1.1.1-A. Branding - Logos
3.1.1.2 Login Page

Select Login Page from the Branding sub-menu to configure the login page settings.

Admin Settings

Branding -

Defau - d
Logen
T
Landing Page Registration taxt  + Not registerad for Kool yet?
Index Page o
Registraton url MRS Swww [kooiciond comv'sgnupsnup frestnal | ”
Logeut Page
Sots Terens of servics ol DS Uwaw | kooicioud Comcompanyisrms-concations i
L4
Organization Privacy url PPS. www [KO0ICHOU] COM'COmpany prvacy. poicy L /
Aleres Copyright Copynght 2019 jKael, LLC | All Rights Reserved
Viestet Fargot password url PHps Jiwew (K0OICOUd Com'SIgnuDAogIn7SEndpass_ f
Graph
Fesures

Figure 3.1.1.2-A. Branding - Login Page

3.1.1.3 Landing Page

Select Landing Page from the Branding sub-menu to specify the text of the landing pages
(Figure 3.1.1.3-A). The character limit is displayed immediately to the right of each field.
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Admin Settings

Branding v

Detaul! crganzason
Logos

Login Page Landing page text 1 /T Operatona’ Analylics Made Sanple (154)

Landing Page Landing page text 2 \Whars do you want {o slart? 173}
Index Page

Logous Page

Sens
Crganization
Alerts
Viewtst
Graph

Features

Figure 3.1.1.3-A. Branding - Landing Page

3.1.1.4 Index Page

Select Index Page from the Branding sub-menu to add the contact email, and specify URLs
for feedback, collectors, and check/upgrade license pages. The Query prompt text field
allows administrators to customize the “jJKQL>" field label in viewlets (this is the orange field
label that appears immediately to the left of a viewlet's query).

Admin Settings
Branding v
* Default organzation
Logos
Login Page Questions email  mio@yKoolCloud com
Landing Page Help url hitps //www nastel com )

‘Mul’nm 7

Leave Feedback  hitps www surveymonkey com/t/8GCKTC3

Logout Page

Collectors url hitps /Awww jkooicloud com/producttechnology/#Callectors

Organization Query prompt text  |[KQL 4)
Alerts
Viewlet

Graph

Features

Figure 3.1.1.4-A. Branding - Index Page
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3.1.1.5 Logout Page

Select Logout Page from the Branding sub-menu to specify the logout message text. The
character limit appears immediately to the right of the Logout message text field.

Admin Settings

Branding ‘
Detaut organzatior
Logos
Login Page Logout message text
Landing Page
Index Page
Logout Page

Sets

Organization

Alerts
Viewlet
Graph
Features
Figure 3.1.1.5-A. Branding - Logout Page
3.1.2 Sets

Select Sets from the side menu of Admin Settings (Figure 3.1.2-A). On this window, users can
create, edit, or delete sets (see sections 3.1.2.1 - 3.1.2.3 below for more information).

Sets are configurations used to group repository data. The system uses sets to determine
how data is displayed in event and activity viewlets. Sets can be created manually or
imported with a .csv file (see Section 2.6.4).

Admin Setlings
Brandrg ’

=N KN
Organizavon

Nern

Select what you wast 12 do with 3 st

Viewier
Graph

Festures

=n oo

Figure 3.1.2-A. Admin Settings - Set Actions
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3.1.2.1 Create Set

Click the Create button on the Sets window (Figure 3.1.2-A) to create a new set. The Create a
group wizard appears.

Create a group

— . Jr—

ISE Case taue
Chooss use case

& Create a group of new cata aroup hased on
and check f sach fem coe eted i ime Appication
and check ¥ each i poccesstuly Sarver
and check & sach fism complated on-time Actyvty
and check # a data fi t ver

§ check iata 0 wlnd in sepwcte "

Figure 3.1.2.1-A. Admin Settings - Sets - Create a Group
Select an option on the left side of the window to specify how the data should be grouped.

On the right side of the screen, select the type of data the group will be based on. More than
one option can be selected, but please note that both Activity and Event cannot be selected
at the same time.

Click Next.

Create a group
STAGES - )
& CASE RS P LTER LRS FOR re
SERVERS N
Chooss uss cane
& Create o group of new dats 3 hased an
whed chach i wach laes completad it S @ Agcicatian
and chock # sach Hem completed successtully ¥ Serve
acd check if each lem completed an-time
snd check ¥ a deta Sow completed o Evert
and theck il a data Sow sMpleted 0 expecied orde
mm

Figure 3.1.2.1-B. Admin Settings - Sets - Create a Group

Advanced settings are specified on the next screen. Specify the following:
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a) Name: Enter a name for the set. It must be at least 3 characters long
(required).

b) Scope: Select either Singular or Related from the drop-down menu.
c) Criteria: Enter a criteria value.

d) Set Sequence: Enter the set sequence. These should be quoted values
separated by commas. For example, if Related was selected for Scope,
‘set1:set2’/'set2:set3' means set1 is first, set2 is next and set3 is last.

e) Objectives: Add objectives in this section. On the right side of the screen,
click the blue add icon+. Enter the objective name and value, for example,
ElapsedTime > 1 minute. To remove an objective, click the blue minus - icon.

Click Finish.

Creats a group

Figure 3.1.2.1-C. Admin Settings - Sets - Create a Group - Advanced

Within the Console section the details of your new set will display.

Figure 3.1.2.1-D. New Set

3.1.2.2 Edit Set

Click the Edit button on the Sets window (Figure 3.1.2-A) to edit an existing set. The Edit a Set
window opens. Select a set from the list and click Edit.
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Edit a Set

Solect a Set 10 odit

Cancel

Figure 3.1.2.2-A. Admin Settings - Sets - Edit a Set

Scope
Ralmes

Ralsted

Critarin

18+ 1hdlZeal-5516-2180-530e-

166-ddd9-4450- 5401

Objectives

Emt

On the Edit a group window update all desired fields. Please note that the name of a set

cannot be updated.

Click Save when finished.

Edit a group
ALE —-E/}———- <)
BC CASE DN r

oe Relawe
Criterin tag="10d2cal. 35104 190.63
Set Sequence sotl sel2’ sat2 sa
Objctives
Name: SlarsedTime

Figure 3.1.2.2-B. Admin Settings - Sets - Edit a Group

3.1.2.3 Delete Set

Ubjectve

1 38e S0503bacdcch

Elapsedtime > 1 mingle

T T

Click the Delete button on the Sets window (Figure 3.1.2-A) to delete a set. The next window

will display all existing sets.

Use the Search here field at the top of the window to quickly search for sets by name. Select
the sets to remove from the system and click Delete.
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Delete sets

Selact Sets to delete

Name

#  Group

Scope

Retated

Criteria

13g= 1hdZcat-557b-4100-b33s-
Sb503bgdddcch’

%

Objectives

ElspsedTime: Elapsadime > |
mirads

Figure 3.1.2.3-A. Admin Settings - Sets - Delete Sets

The following dialog box will appear after the sets are successfully deleted.

Confirmation

o Chosen sets were deleted successfully

Figure 3.1.2.3-B. Admin Settings - Sets - Delete Sets - Confirmation Dialog Box

3.1.3 Organization

Select Organization from the side menu of Admin Settings (Figure 3.1-A) to open the
Organization Manager window. An explanation of each side menu option on the Organization
Manager window is explained in sections 3.1.3.1 - 3.1.3.6 below.
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Organization Manager

Create New Users

Organization

Users

Teams

Repositories

Policies

Manage Organization

Organization: ||
Ownar:
Company:

Usar Name
Admin

Andrius

ASturas

Emestas
Repositories
1-mobdeDashboars
DefaultRepo
Sampie-DevOps

Sample-EUM

Address:

Email;

Url:

Figure 3.1.3-A. Organization Manager

3.1.3.1 Create New Users

Select Create New Users from the Organization Manager (Figure 3.1.3-A) side menu to add
new users. The following window will appear.

If you do not have an unlimited user account, on the top right corner a message will appear
with information on your user quota limit and a link with more information.

Select the Create user manually radio button and click Next.

Organization Manager

fcrests ew Users

Mates quota 13 imiied . Cick here 1o Jeam more

Organization USE CASE USER INF USER TEAMS REVIE
Choose use case
Users
® Create user manually

Tams Impont users

Repositories

Policles

Figure 3.1.3.1-A. Organization Manager - Create New Users
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Fill in required fields (required fields have a red asterisk). If you would like jKQL query lines
within viewlets not visible to the user, check off Suppress jKQL interface. The red alerticon
© in the Password and Confirm Password fields will disappear after having typed the same
password in both fields. Click Next.

Organization Manager \sers quota is imited  Chick here 10 leamn more

Create New Users 7™\
STAGES _@_ /
Organization USE CAS USER NFC

Enter user data
Users

User Name: -
Teams
First Name:

Repositories
Last Name:
Policles Telephone Number
Company
Email: *
Location:

Password: *

Confirm Password:

Suppress JKOL interface ¥

for this user

m

Figure 3.1.3.1-B. Organization Manager - Create New Users

On the next screen, the user can be added to teams (multiple teams can be selected for a
user). For each team that you add a user to, select the appropriate access role - Admin or
User. Click Next. Please see Section 3.1.3.4 for information on how to create teams.
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Organization Manager
Crsate Now Usaers
STAGES @ @ C)
Organization USE CASE USER INFO USER TEAMS REVIEW
Choose teams for user to be a member
Users
Teams
Team Name Access Role
Repositories "~ o
DefaultTeam QU & ,'
Policies v ThisisityTeam m
toens R
test I“ - ‘.i‘.‘ *;9‘

Figure 3.1.3.1-C. Organization Manager - Create New Users

Review the user’s information. If updates are needed click the Back button. If all information
is correct, click Finish to create the user.

Organization Manager
Create New Users
STAGES @ @ @ O
Organization USE CASE USER NFO USER TEAMS REVIEW
Review
Users
New user: User
Teamns
Assigned teams:
Repositories
Team Name
Policies teami

ThsisMyTeam

m

Figure 3.1.3.1-D. Organization Manager - Create New Users
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3.1.3.2 Organization

Select Organization from the Organization Manager (Figure 3.1.3.2-A) side menu to update
user organization roles (Admin or User) and the states of the organization repositories
(Active or Inactive).

If your license permits, you can add/update users to organizations on the following screen.

=
L:} If running on premise, external security is used where the users are defined externally and

come from AutoPilot although the teams and other options are still configured there (teams
cannot be created).

NOTE

Organization Manager

Creata New Users Manage Organization
krganinlion _—
Organization: Address:

Users Owner: Email:

Teams Company: Urk:

Repositories User Name Role

Policles
Andrius m
Arturas O User
Emestas m v
Repositories State
1-mobileDashboard
DofaultRepo O Inactive
Sample DevOps [0 tnacive)
Sample-EUM .

Figure 3.1.3.2-A. Organization Manager - Organization

3.1.3.3 Users

Select Users from the Organization Manager (Figure 3.1.3.3-A) side menu to view all system
users. On this window you can edit, create, delete, or change a user’s role. The field on the
bottom right of the window displays the number of existing users and the maximum number
of potential users.

To edit a user’s settings, simply select the user and click Edit (see Section 3.1.3.3.1).

o

To delete a user, click the garbage can icon . Users with Owner or Admin roles cannot

be deleted.

To create a new user, click the Create button (see Section 3.1.3.3.2). The number of existing
users and the total number of possible users are displayed on the bottom right corner of the
window. On the top right corner of the window there is a note about user amount limitation
and a link for more information.
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Organization Manager

Create New Users View Usary

Organization

User Name Role Teams Create Time Update Time
Users 2019.05.07 2019.05-07 -
test (O Admin test 234710 ]
300
Tagms ,
Auaas m ThislsMyTeam =
Repositories
Policies Evaidss m DefaulTeam =
20190514
Testes m 113457 |-}
+03.00
2015-05.24
stbata (O User | 140121 [
+G3.00
QNS NY =
Create Users: 20/UnSmited

Figure 3.1.3.3-A. Organization Manager - Users

3.1.3.3.1 3.1.3.3.1 Edit User

After selecting a user and clicking Edit, the below window appears. On the Edit User tab,
user details can be updated. Fields with an asterisk are required.

Checking the Suppress jKQL interface for this user option will hide the jKQL queries within
viewlets for this user. The user of this type will access only a Viewlet Form button to add a
new viewlet (Figure 2.5.1-B) and will not have the option to create viewlets with jKQL or open
existing viewlets.

Clicking Reset two-factor authentication will reset 2FA for the user (see Section 3.2.1.2,
Reset, for more information).

After all updates have been made, click Save.

Organization Manager

Croate New Users

Edit User Manage User Teams
Organization
User Name
Teams Last Name

Telephone N .
Repositories #lephone Number

Company
Policies
Emad
Location
Suppress JKQL interface

for this user

vO-Tacior suthenhicat

< GO Back
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Figure 3.1.3.3.1-A. Organization Manager - Users - Edit User

The teams the user is a member of are displayed on the Manage User Teams tab. To
remove a user from a team, simply click the red X within the Delete column.

Organization Manager

Create New Users

Edit User Manage User Teams

Organization

Name: Role:
Users
Toams Teams Qoo loamia b e m
Rapositories Team Name Delete

asd 5%
Polices

fix_team %

team1 %

1emp %

1est *%

Strangers %

DefaultTeam x

Figure 3.1.3.3.1-B. Organization Manager - Users - Manage User Teams

To add the user to additional teams, click the Add button. On the Add User to Teams screen,
select all desired teams and click the Add button. Select if they should have an Admin or
User role.

Organization Manager

Create New Users Add User to Teams

Organization

Team Name
Users Strangers?
<  ThisisMyTeam
Teams
testTeam
Repositories
Policies

ST

Figure 3.1.3.3.1-C. Organization Manager - Users - Manage User Teams - Add User to Teams
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3.1.3.3.2 3.1.3.3.2 Create User

After selecting Users from the Organization Manager side menu, click the Create button to
add a new user to the system. The same window described in Section 3.1.3.1, Create New
Users, will display. This is a quick method to create a user. Additional user options will not
be available from this screen; after the user is created, click the Edit button to fully customize
the new user’s permissions.

Organization Manager

Croate New Users Craate a new User

Organization
- User Name: * Name (1]

Usars First Name: *
Last Name: *
Teams
Telephone Number:
Repositories
Company:
Policies Email: *
Location:
Password: *
Confirm Password: *

Suppress JKQL interface ¥

for this user

Figure 3.1.3.3.2-A. Organization Manager - Users

3.1.3.4 Teams

Select Teams from the Organization Manager (Figure 3.1.3.4-A) side menu to create and
maintain teams. All teams and their members will be listed, as well as the date/time of
creation and the last update.

The bottom right corner of the window will display total number of current teams out of your
maximum team limit. If you have reached your team limit, this field will appear in red, and
you will not be able to create new teams. A message will appear on the top right corner of
the window with a link for more information.

To edit a team, select the team and click Edit. See Section 3.1.3.4.1, Edit Team, below for more
information.

To add a team, click the Create button. See Section 3.1.3.4.2, Create Team, below for more
information.
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Organization Manager

Create New Users Manage Teams
Qrganization
Team Name Members Create Time Update Time
Users = o 2019.11.04 12:12:49 2015-11.08 16:12.46
Strangerst KoolAdmin +0200 +02:00
Teams e p— = 2099-05-13 102618 2016-91-08 16,1230
ThisisMyTeam Arturas ~0300 +02.00
20180722 10:21:4 2016-71-08 16:12:48
Reposttories s 20180722 10:21:44 20
opo asd Anarius ~03:00 +02.00
g 2019.07-52 11:13:40 20151108 16:12:46
Policies fix_team Andeius ~03:00 +02:00
teams Andiriis: 1hat 2019.05-24 14.04:25 2015.11.08 16,12:46
e " «03:00 +02:00
f e s 2019.05-29 11:32:62 2015-14.08 10614246
temp Andrius; lapeis «0300 +02:00
> 20190524 11:18:38 2010-75-08 16;12:46
tast Angrius. arbata. test +0300 +02.:00
- Arturas; Saullus 2019.07-12 12:40:00 2018.91.08 16:1246
testTeam
nlocnll deieeThis 10 ~03:00 +02:00
~ . e 2099.11.05 121500 2010:91.08 16:12:46

Figure 3.1.3.4-A. Organization Manager - Teams

Crealo 10/Unlimited

3.1.3.4.1 3.1.3.4.1 Edit Team

To edit a team, select it and click Edit on the Manage Teams window (Figure 3.1.3.4.1-A). The
below window displays. On the Manage Team Repositories tab, the team'’s repositories will
display. On this tab you can:

e Remove a repository from a team: simply click the red X button within the Delete
column.

e Add a repository to a team: click the Add button. All available repositories in your
system will display (Figure 3.1.3.4.1-B). Select all desired repositories you would like to
add to the team and specify the Access Role - either Admin or User. Click Add.

Organization Manager

Create New Users

Manage Team Repositories Manage Team Members
Organaation
Name: Quner
Usars
Teama Repositories m
Reposiories Repository Name Team role Delete
1.mobieDashbosrd Usar x
Policies oy :
Sample-Midcleware m x
Sample-OrderTracking Kool m x
apo_Aruras x
test O User x
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Figure 3.1.3.4.1-A. Organization Manager - Teams - Manage Team Repositories Tab

Organization Manager

Create New Users Team: Tnisishiy Tesm
Add access fo these Repositories:
QOrganization
Repository Name Access Role
Users
DefautRepa
Teams Sample-DevOps
Repositories Sample-EUM
¢ SampleRngo (0 User]
Policies
¢ Sample_Anomaly 0 Admin)
Topotogy
XRaytorQ

4833

< Go Back
Figure 3.1.3.4.1-B. Add Repositories

On the Manage Team Members tab, all users in the team are displayed. On this tab you
can:

e Update user roles: Select Admin or User.

e Delete a user from the team: Simply click the red X within the Delete column. Please
note that Owner and Admin users cannot be deleted.

e Add anew usertotheteam: Click the Add button. All system users will display (Figure
3.1.3.4.1-D). Select the users to add to the team and specify their role (Admin or
User). Click Add.
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Organization Manager

Create New Users Manage Team Repositories Mansge Team Members

Organization

Name! | | MyT: Owner: =~
Users

Tesms Members Saarch n ars By na m

Repositories Username Role Delete

~uras | £ . .
Atturas Qasbetaiicnd

Policies

Figure 3.1.3.4.1-C. Organization Manager - Teams - Manage Team Repositories Tab

Organization Manager
Creata New Usars Add Team Member
Organization
User name
Users Admin
e v Ancrius
Ermestas
Repositories Evalgas
Policles Jullus
v Ruta
v Saullus
Testas
Vytautas
arbats
deleeThis10

ARIARR T HinE

KN ax

Figure 3.1.3.4.1-D. Add Team Users

3.1.3.4.2 3.1.3.4.2 Create Team

To create a new team, click the Create button on the Manage Teams window (Figure 3.1.3.4-
A). Enter a name for the new team. After at least 3 characters are entered, the Create button
will be enabled and the red exclamation point will disappear after at least 3 characters are
entered.
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Organization Manager

Create New Users Create a new ream

Organization
. Name [+]

Users

Teams

Repositories

Policies

Figure 3.1.3.4.2-A. Add a New Team

3.1.3.5 Repositories

Select Repositories from the Organization Manager (Figure 3.1.3.5.1-A) side menu. The
Manage Repositories window opens (Figure 3.1.3.5.1-A) where you can create or update
repositories. The field on the bottom right of the window displays the number of existing
repositories and the maximum limit.

A default repository can be specified so that each time you log into Nastel XRay, the default
repository's data will load. This is a user-based setting. See Section 3.2.6, Repository, for more
information.

For information on repository data limits, see Section 2.3.1, Repository.

3.1.3.5.1 3.1.3.5.1 Manage Repositories

A list of all system repositories is displayed on the Manage Repositories window. Click on the
Active and Inactive buttons to change the repository status. The selected status is
displayed in green. Create Time and Update Time are also displayed.
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Organization Manager

Create New Users

Manage Repositories

SRR Repository Name State Create Time Update Time

Users A o kaive 20190508 072114 20181108 161246
Toams DefaultRepo 20160504 174043 20101108 161246
Repositories Sample-DevOps 0 Active eyl p TR
Policies Sample-EUM O Acive: SR [0 10

Sampie-Middleware

Sample- it i 2019.05.08 07:27:15 2018.11.08 16:12:46
OrderTracking_JKool Qdprusdnd +03:00 +02:00
- 2 ( 2019.05.08 072716 2018.11.08 16:12.46
SashpisReps € J +03:00 +02:00

2019.06-18 08:25:40  2019-11.08 16:12:46
Srvpe Aaonty O Active +03:00 § <02:00
= o 2019-10-24 14:08:06  2019.11-08 16:12:46

< Go Back

+03:00

2018-05-08 07:27:14
+03:00

*02:00

2018-11-08 16:12:45
+02:00

Figure 3.1.3.5.1-A. Organization Manager - Repositories

3.1.3.5.2 3.1.3.5.2 Edit Repository

Select a repository (the row will change to yellow) and click the Edit button. The below
window displays.

On the Manage Repository Tokens tab, the status of Stream, Query, Modify, Delete and
Admin can be configured to be active or inactive. Click the arrows ¥ * to show / hide
token information. Click the eye ® to show / hide the full token. To delete a token, simply
click the red X within the Action field.

On the bottom right corner of the window, the number of existing tokens and the token limit
are displayed. If the token limit has been reached, the Generate token button will be
disabled and a warning message with more information will display at the top right corner.

XRUG1.07 136 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 3: Settings

Organization Manager

Create New Users

Manage Repository Tokens Manage Repository Dashboards

Organization

Name: 4 Owner:
Users
Teams Token Username  Stream  Query Modity Delete Admin Action

a 2.5310 75 Actve [l nacive [l nactve X
Repositories v m - - -

Stream: Event, Activity Snapshot
Policles Query: Event Activity Snapshot Log, Se¢ Job

Figure 3.1.3.5.2-A. Manage Repository Tokens Tab

On the Manage Repository Dashboards tab, a list of all dashboards is displayed. For each
dashboard, the number of columns and assigned teams are displayed. To delete a
dashboard, simply click the red X within the Action field.

Organization Manager

Creato New Users

Manage Repository Tokens Manage Rapository Dashboards
Organization
Name: Owner:
Usars
Toams Dashboards
Repositaries Dashboard Name Number of columns  Assigned to Teams Action
Orders 1 pd
Policies
Tracking 1 <
Anomales 1 4

< Go Back
Figure 3.1.3.5.2-B. Manage Repository Dashboards Tab

To configure a dashboard's teams, select the dashboard and click the Manage button. The
Manage Repository Dashboard Teams window appears. The list of the dashboard’s assigned
teams is displayed.

Delete teams by clicking the red X in the Action field of the dashboard within the Assigned
Teams section. To add a new team, select it from the Available Teams, specify if it should
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be added as an Admin or User and click the Add button. To quickly search for teams within
the list, use the Search teams by name search field located at the top right of the window.

Organization Manager
Create New Usars Manage Reposttory Dashboard Teams Search teams t
Organization
Repository Name: | Dashboard Name:
Usars
Assigned Teams
Toams Yeam name Ro%e Action
Repositaries testTeam m x
ThislsMyTeam >
Potcion hdinn

Available Teams
Team Name
ase
fix_team
leam1

1emp

e B

Figure 3.1.3.5.2-C. Manage Repository Dashboard Teams

3.1.3.5.3 3.1.3.5.3 Create Repository

On the Manage Repositories window (Figure 3.1.3.5.3-A), click the Create button to add a new
repository to the system.

=)

NOTE

On the bottom right corner of the window the total number of current repositories and the maximum
limit amount are displayed. Please note that if the repository maximum limit has been met, the Create
button will be disabled and a warning message in a yellow box with a link for more information will
display at the top right corner of the dialog box.

Organization Manager

Craate New Usars

Organization
Users
Teams
Repositorien

Policies

Manage Repositories

Repository Name State Create Time Update Time
=ZFIR 2010-05-08 07 27 % 2019-11-08 16 12 48
1-nobleDaghboard | O Acine ‘;’q;;‘*f_‘:‘:‘ 03072734 :‘2,{2' 08 161246
L orsin 03 0
e 5 2019.05.06 1604 38 1
Sample-DevOps | © Active | +03:00 +02:00
& - I ' 2019.05.08 161810 20181108 161248
Sample EUM (O At | o ¥ kit
2 . Tyrsn 2015.05.08 0727 14 2010-11.08 161248
Sample Modeware | O Aclive | & 02 00
Sample- 5080737 15 015110816 12456
Orcher Tracking_|Kool e Lamtnnny! +*02:00
. .08 07 37 46 2015-14.08 18 47
SampleRepo | O Ackwe S8 0727.16 ',;.21:(] 08 18.1246
p " U v
Samgie_Ancmay m :“’JJ"E" 18 082540 _}2‘%‘1- 08 1§ 1246
vav *oso
T 2019.10.24 140806 20121000 18 9245
ST | Creaw 38 Unliimited

Figure 3.1.3.5.3-A. Create Repository Button
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The Create Repository window will appear. Enter a name for the repository that is at least 3
characters long. The exclamation point warning will go away once this criterion is met.

Click Create.

Organization Manager

Create New Useny =
Organization N
Users
Teams

Repositanes

Folicies

3.1.3.6 Policies

reate ropository

ame: |

Figure 3.1.3.5.3-B. Create Repository

Select Policies from the Organization Manager side menu. Users can view the requirements

which are being applied for password creation.

available in a future release.

Organization Manager

Creats Now Usens Mamage Password Poficy

Crganszation
Users

Toams
Repositories

Polices

3.1.4 Views

Minimum length:

Minimum Lowers:

Minimum Digits.

Minimum Speocial
Characters:

Required Prefix:

Raquired Suffx:

Usernama as
Password:

< Go Back

Editing of these requirements will be

Maximum length:

Minimums Uppers:

Maximum Repeating
Characters:

Special Charoctors:
Irrvalic Prefo:

lervalid Suffoe:

Figure 3.1.3.6-A. Manage Password Policy

XRUG1.07

© 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 3: Settings

A View represents a named query whose result is evaluated on a defined interval. After each
periodic evaluation, the results are cached for quick retrieval. The implementation is
analogous to an SQL Materialized View.

Views can be implemented directly using jKQL, or through the user interface.

Let's define a simple View using jKQL:

Upsert View Name='TestView',
jkgl='Get Number Of Events Group By EventName',
Schedule='1 day';

This view will be evaluated every 1 day, and the result of the query will be cached.

Let's define the same view through the user interface. You would define it using the Create
button on the Views tab of Admin Settings. It would be look like this:

: -
Admin Settings

Brandi <
fazno. Creating View

Logos
Narme TestView

Login Page

Landing Page ey Get Nunber OFf Events Group By EventNase

Index Page

Logout Page
Sets

Schedule 1 Day v
Organization

Views Dataset name TestDataset |
JKGL Scripts

Volumes

Alerts

Viewlet

o
Features

Figure 3.1.4-A. Creating a View

Refer to the jJKQL User’s Guide in the XRay section of the Nastel Resource Center for more
information on views.

3.1.5 jKQL Scripts

JKQL Scripts allow custom processing functionality to be executed. For those familiar with
SQL systems, these are analogous to stored procedures/functions. With them, data can be
loaded from jKQL data store, processed, and written back out to data store and/or returned
for display in Ul.

JKQL Script definitions are kept in jKQL data store. The definition contains either the
complete text for the script, or a URI from which to retrieve the text. jKQL scripts can be
implemented directly using jKQL, or through the user interface. Some examples of the direct
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implementation of jKQL scripts are shown below. These are defined using the Upsert
statement:
Upsert Script Name = 'TestScript', Text = 'var rs = executeJKQL (\'Get

number of events for latest year group by eventname\"') ;
setReturnResult (rs) ;"'

Upsert Script Name = 'TestUrl', Url = 'file:/home/me/example.]js"',
Properties = ("FilterField'='STRING', 'FilterValue'='STRING',
'GroupField'="'STRING'), Options = ('MaxRawRows'=30000)

To add a script through the user interface, you would start on the jKQL Scripts tab of Admin
Settings.

Go to Main Menu > Admin Settings.

Select the jKQL Scripts tab.

Click Create.

In the Script editor, enter the script that you want to save. It will take the form of
JavaScript code that interfaces with jKQL. For example:

AN =

var startTime = getScriptParam('starttime');

var endTime = getScriptParam('endtime') ;

var interval = getScriptParam('interval');

var query = "get number of activities fields avg(elapsedtime) as

elapsedtime where starttime > '"
+ startTime
+ "' and starttime <= '"

+ endTime

+ "' group by starttime bucketed by " + interval;

var rsActivities = executeJKQL (query) ;

for (var arow = 1; arow <= rsActivities.getRowCount (); arow++) {
var dataset = createDataset ()

dataset.setField (FieldType.DATASET NAME, 'TestDatasetl');

dataset.setMapFieldKey (FieldType.PROPERTIES, "time",
rsActivities.getValue (arow, 1).getBegin()); // starttime

dataset.setMapFieldKey (FieldType.PROPERTIES,
rsActivities.getColumnName (2), rsActivities.getInteger (arow, 2)); //
number of rows

dataset.setMapFieldKey (FieldType.PROPERTIES,
rsActivities.getColumnName (3), rsActivities.getTimeInterval (arow, 3));
// average elapsedtime

upsert (dataset) ;
}
executeJKQL ("gt datasets fields all")
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You can even write an entire JavaScript program (that interacts with JKQL) and save it
as a script. To learn how to call jKQL from within the JavaScript, refer to the Script
section of the jJKQL User’s Guide in the XRay section of the Nastel Resource Center.

5. Inthe panel on the right side, enter the name of the script in the jKQL Script Name
field, and select the Repository it will use.

6. Use the Time Period parameter to define the timeframe for which you want the
query and the script to be applied.

7. Click Save to save the script for future reuse.

8. Use the jJKQL Script Parameters area to enter any runtime values for the
parameters that you are asking users to enter via the ‘getScriptParam’ function
(such as 'starttime'). These parameters are displayed immediately after a script is
saved, and whenever a script is run.

9. Click Run. Results are displayed in a Results Viewlet in the Console pane.

Before data can be made available to queries, it must be committed to index files in Solr.
:‘1 . Therefore you may experience a delay before results become available. After you run a script,
try waiting several minutes, then use a temporary viewlet to query your results (click the Create

NOTE
temporary viewlet button next to the Console label).

10. Click Close to return to the jKQL Scripts list.

) ) Al
Admin Settings
Branding v Name * Text url
Logos x X x
Login Page activity executeJKQL('get longest 10 activities'); & [
Landing Page datazets execute)KOL{'get number of datasets’); ARl ]
TestScript2 var starttime = getScriptParam("startti... Fan |
Index Page
TestScript3 executel KOL{'get number of events f . Fal |
Logout Page ) ) ) -
TestScriptd var stariTime = getScriptParam('stariti... ARl ]
Sets
Organization
Views
JKQL Scripts
Volumes
Alerts Page 1 of 1 View 1-50f 5
Viewlet
Features
4
Figure 3.1.5-A. jKQL Script List
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v Time Period
O Lo 1 i comn ot caasam
Fertines

s Yowr

v QU Script Parametsrs

Figure 3.1.5-B. jKQL Script

3.1.6 Alerts

Select Alerts from the side menu of Admin Settings (Figure 3.1-A) to setup email notifications
about events. An explanation of each side menu option on the Alert Wizard window is
explained in sections 3.1.6.1 - 3.1.6.5 below.

3.1.6.1 Create an Alert

On the Alert Wizard window, select Create an Alert from the side menu to create alerts for
specific activities or events. Inyour repository, if you have imported sets with objectives, you
will see a list of possible sets. Only one set or sets with the same name can be selected at
the same time to be used for the creation of an alert.
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Alert Wizard

Croate an Alet :

Create an Action CASES S0 AzTONE
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Manage alons sarch sbywc
O Sot name Sot crenia Qhjective name Objective critena

Gare (At Nane squal (4 Compleies ActivityStatus= END

Logs Gama |ActviyName equals (3 Complated Witho Coumt'Evestid) = D whate

¥ NEWSEY IActveyName squaly (S, Compimies AttvityStatus = END

NEWSET ActnetyNamae aQuals S Comgratesd_Witha CountEventid) » 0 whem
d Selhiame hes sy of ('9_ HazArSieos It SetName) hat ol of (d
¢ _ChidSatt ActvnyNama squas (83 ] fname »
ModDatsExport ActvityName="CreatValid  SLA ElspsedTime « 2 seconds
Flace Order ACivily Nama="Acceplnd SLA EpsedTime « 2 saconds
Place Order AchvityName="Acceptind Suctesstu CompCode = "SUCCESS
3he Progec ACovityNAma="ShigOrers”  SLA ElapsedTime « 2 s6condy v

Moty whan | AR objectives are mat .

Figure 3.1.6.1-A. Objectives

Select all desired sets. From the Notify when drop-down menu, select when to get a
notification. Click Next to continue configuring.

Alert Wizara
Create an Aart C
Create an Acton CASES WO AT
s Pick 89 cojective(s) you wit 1o be aieried sbou! (89 0@ seected only o
Nanage dlerns
Sot name Set cniteria Objective name Objective cisiena
Manage acnons
Game (ActivityName oguats "3 Compilated Aty Status=END
Logs Game ALty Name equals {5 Compieted Weng CountiEventid) = O where
& NEWSET [AcatyNEme aquat 7S Camplsted ActvtyStatus="END
NEWSET AcavityName eqguals (S Complsted_‘Wino CountiSventiy) = O where
q SetName has any of (d_ HasAlSteps MatiStName) has all of (4
&_CnicSatt ActieiyName equals (38 @ naMe »
KouDataErpornt ActwtyNamee CraditViald SLA ElRgsedTms « 2 3econts
Flace Oroer ActvayNames"ALCapiOre . SLA ElaiedTme « J saconds
Place Ovder ActveyNames="ACcepiOrg  Successt CompCodte = "SUCCESS”
Ship Freduct AchvityName="SnpDroers”  SLA ElgsedTime « 2 seconds .
Nobfy whan | Al Objecives e met .

A least one otsecive it mel

Nooe cbyectives are met

Figure 3.1.6.1-B. Notification

On the next screen, select the severity type from the Severity drop-down menu, specify the
type of data to monitor - Activities or Events and how often you would like to get the
reports. Click Next to continue.
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Alert Wizard

Croate an Alen ~\
_{ :)_ —(O)—

Create an Action
Severtly Nobtee v
Manage alerts

U O ?
Manage actions What you want 10 monitor

* Actvihes Evenis
Logs -
How often to report?

per occurence

Every 10 occurences

& Every &0

Figure 3.1.6.1-C. Alert Cases

On the next screen, enter the Name of the alert, select the Action type - whether you would
like an alert to be sent by email or to be written to a logfile. Choose the Action from the
drop-down menu or Create new (see Section 3.1.6.2, Create an Action).

Within the Mail To field, enter the email addresses the alert should be sent to or select emails
from the suggestion menu (click the X to remove emails).

Modify the Subject text and customize the content of the Message.

Click Set default values button to use predefined values or select the ones to add using the
Browse available placeholders link immediately below the Message field. The Available
placeholders window is displayed. Copy a placeholder or place your cursor in a message field
and click to open this window.

Alent Wizarg
Create an Adert = ey
——@—O—
Create an Action CASED £0 ACTIONS
Name
Manage alsns
. * Send 2 emad
Manage actions Action type Send an ema e 30 2 Loghle
Action NastaiProvidar . Creato
Logs new
Mail To
Subgect 1$(TrgoerSevertty)] Tngger S(TriggerName
[$iTrigperSeverity)] On ${TriggerTime:date) ot $(TriggerTinme:tine} Trigger
S(Trs tiaes) Found S{RowCount) activities
Message PTIEI. it} . .
< Go Back ~ Back
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Available placeholders

Placeholder

Figure 3.1.6.1-E. A

Figure 3.1.6.1-D. Alert Information

Description

Number of tows in the I1Igaer redelt sl

Cepy placohalder or place curaor 12 fleld and open DN window o o1 placoholdac an chick

vailable Placeholders

Back on the Alert Wizard window, click the Test button (enabled when alert name and email
address are specified) to send a test message to your email address.

Click Finish to save the newly created alert which is now seen on the window displayed by
clicking Manage alerts from the side menu.

3.1.6.2 Create an Action

On the Alert Wizard window, select Create an Action from the side menu to specify the action
for alerts. Alerts can either be written to a log file or sent to email.

To create an action for an alert, specify the Choose action type.

If Send an email was selected, populate the fields within the Set up your email provider
section. All fields marked with an asterisk are required. If your email provider required to
use STARTTLS, check the Enable STARTTLS option.

Adert Wizard

reale an Alert

Create an Achen

Mangge sty

Manage sttions

Log
Logn

ACSon Provider Name Mait From
User Name Mall Fo:
Fasswore Manl Ce
Mail Sarver
Port Number
sabis STARTILS
<ot
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Figure 3.1.6.2-A. Create an Action

When Write to a Logfile is selected (available only in the on-premises version), a window
similar to the following appears. Populate all fields. The Line field can be filled with
placeholders (see Section 3.1.6.1, Create an Alert for information on how to add placeholders).

) |
Alert Wizard

Cream an Alen
Cewats an Action
Sl up ¥
Manage alerts
Manage actens Action®rovider
Name

e File name

Set detat values
“Gotes

Figure 3.1.6.2-B. Write to a Logfile

A newly created action will appear on the Manage actions window.

3.1.6.3 Manage Alerts

On the Alert Wizard window, select Manage alerts from the side menu to maintain existing
alerts. A list of all created alerts is displayed. Manage alert status (Active or Inactive), edit

alerts by clicking the pencil icon ¢, delete alerts by clicking the trashcan icon @ or test an

alert by clicking the check icon ¥. Click Create to create a new alert (see 3.1.6.1 Create an
Alert).
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Alert Wizard
reate an Alert
Creata an Action
Starus Narte Severity ACTion
S e m rdat Kotice MastsFre 2 @ v
Sarage actions m Orders nfo TastelFro s av

Logs

Figure 3.1.6.3-A. Manage Alerts

3.1.6.3.1 3.1.6.3.1 Edit Alert

After clicking the pencilicon ¢ to edit a selected alert, the same window seen when creating
an alert will display. The only difference is that the Test button is now active.

Click the Go Back button to modify the previous steps configurations. Click Test to send a
test notification to your email address (specified on the Create an Action window or updated
on the Manage actions window). Click Next to continue editing. After all edits have been
made, click Finish. See 3.1.6.1 Create an Alert for detailed instructions.

A |

Alert Wizard
Crnate an At i

ho
Cramte an Acton
Manage aleits
Manage actions ActionProvider Neme MoolPronae Mall £rom oclamin@jhoet com
toge User Nane KOCBOMINGK00! CON Mail To:

-------- d erasarasans Mall ¢

Mai Sarver 3

Port Number

Enabie STARTTLS v

T T

Figure 3.1.6.3.1-A. Edit Alert

3.1.6.4 Manage Actions

On the Alert Wizard window, select Manage actions from the side menu to view a list of all
created actions. Users can edit (¢, see Section 3.1.6.2, Create an Action for more
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information), delete (@), copy (&) or test (¥) selected actions. Click the Create button to
create a new action.

W

Alert Wizard
Crnate an Adent
Croatn an Action

Name
Marage alerts Peid /v
Mamage actions Singhetan 7800
Logs vanhat 78V
“ooom

Figure 3.1.6.4-A. Manage Actions

3.1.6.5 Logs
Sent alert information is displayed when Logs is selected from the Alert Wizard side menu.

! A |
Alert Wizard

Create an An
Create an Action

Menage adlerts Actrebes Relde all th

Manage actions

Logs 2772018 3031 PM

Figure 3.1.6.5-A. Alert Logs

3.1.7 Viewlet

Select Viewlet from the side menu of Admin Settings (Figure 3.1.7-A) to specify maximum data
points per viewlet page and maximum data groups in summary viewlets.

Maximum Data Points per Viewlet Page is the specified data amount that can be displayed
in each viewlet. When a viewlet has more data records than the specified limit, additional
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pages will be present to view all data. The amount of data points displayed can be manually
changed, see Section 2.5.8.5, Viewlet Size, for more information.

The Maximum Data Groups in Summary Viewlet defines how many data groups can be
combined into one Summary viewlet (see Section 2.5.4.10, Summary, for more information on
Summary viewlets).

Admin Settings

Beandiog Macimum Dats Polats per Viewsst Page 100 Fonls
Logos Maximun Dats Groups in Summary Viewdet 10 Sroups
Login Page
Landing Page
Index Fage
Logout Page

Sers

Organizascn

Almrts

Oraph

Features

Figure 3.1.7-A. Maximum Data Points and Groups

3.1.8 Graph

Select Graph from the side menu of Admin Settings (Figure 3.1.8-A) to customize default colors
for severity and status fields used in charts.

Admin Seftings
Branding v Defaun color for severity
Login Page
raee TR - Enm B - Watrioey - -
Landing Page
index Page 3 - )4 Detug - v Trace v
Logest Fage
Sets
Defaun color for status
Organization

Bage . Erd v Excectoe R

Alwrts

Viewlet

N

Features

— L"u"m

Figure 3.1.8-A. Color Customization

3.1.9 Features

Select Features from the side menu of Admin Settings (Figure 3.1.9-A) to view a list of features
which are active and available to your organization.

XRUG1.07 150 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 3: Settings

Admin Settings
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Landing Page
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Index Page Oatalr
Logowt Page
W b
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Alerts e
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Figure 3.1.9-A. Features

3.2 User Settings
There are settings that can be set at user level. Clicking User Settings from the Main Menu

gives users the following options. See sections 3.2.1 - 3.2.7 for information on each option.

= User Settings

Two-factor

» Change Password

» B nai Toker

Figure 3.2-A. Main Menu > User Settings

3.2.1 Two-factor Authentication

Two-factor authentication (2FA) is used to ensure a secure login by requiring verification
when logging in. A TFA app is required, for example, Google Authentication or FreeOTP.

3.2.1.1 Setup

For each user that will utilize 2FA, perform the following within each user’s account to enable
this feature:

1. Goto Main Menu > User Settings > Two-factor Authentication. The below window
opens. Change the Status of two-factor authentication to Enabled and click Save.
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Two-factor Authentication

Two-factor authentication adds an additional layer of security to your account by requiring more than just a
password to log in. Leam more

Status

Two-factor authentication @

==

Figure 3.2.1.1-A. Two-factor Authentication

2. You will need to scan your personal token’s QR code from your 2FA app. Click the QR

icon 8% which displays after saving the 2FA status as enabled. Scan the code with
your 2FA app.

Two-factor Authentication

Two-factor authentication adds an additional layer of security to your account by requiring more than just a
password to log in. Learn more.

QR code Status
Two-factor authentication EE

Close Save

Figure 3.2.1.1-B. Two-factor Authentication - QR Code Generated

%

Two-factor Authentication

Two-factor authentication adds @ by requiring more than just a

Two-factor authentication

Figure 3.2.1.1-C. Two-factor Authentication - QR Code
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3. From this point forward, the user will be required to enter a 6-digit code from the 2FA
app when logging in.

3.2.1.2 Reset

To disable 2FA for a user, perform the below steps. Only organization users with admin roles
have this ability.

1. Go to Admin Menu > Organization > Users.
2. Select the user.

3. Click Reset two factor authentication.

Permissions Manager

Create New Users Edit User Manage User Teams

Organization
User Name
Users
First Name:
Teams Last Name
Repositories Telephone Number
Company:
Policies
Email
Location
Suppress JKOL Interface

for this user

Reset two-facior authenticabon

Figure 3.2.1.2-A. Reset Two-factor Authentication

3.2.2 Change Password

To change your user password, go to Main Menu > User Settings > Change Password. The
following screen opens. Enter your current password within the Existing Password field.
Enter your new password within the New Password and Confirm New Password fields.
Click CHANGE PASSWORD.
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Figure 3.2.2-A. Change Password

3.2.3 Date & Time Range

Set the default date and time range for dashboards and their viewlets for the repository you
currently have open. To set the default date and time range, go to Main Menu > User
Settings > Date & Time Range. Use the options within the drop-down menus (Figure 3.2.3-
A). For more information see Section 2.3.5, Default Date & Time Range).

Date & Time Range

Predefined

This Year

Figure 3.2.3-A. Date & Time Range

Please note that the date and time range of viewlets and dashboards can still be updated,
but the update will only be active within the current session. When logging back into the
application, the default date and time range specified within the Date & Time Range dialog
box above will be applied.

3.2.4 Configure Dashboards

The Configure Dashboards dialog box is used for customizing a user’s dashboards. To open
the Configure Dashboard dialog box, go to Main Menu > User Settings > Configure
Dashboards. On this dialog box, users have the option to:

e Rename dashboards
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e Change dashboard layouts

e Delete dashboards

e Disable / enable the Summary panel

e Disable / enable the displaying of the Landing Page

e Specify the refresh interval

3.2.4.1 Rename

To rename a dashboard, go to Main Menu > User Settings > Configure Dashboards. Click
the pencil icon ¢ of the dashboard you would like to rename.

Configure Dashboard

Search by name

Dashboard Name Layout

Treasury Markets Trade cycle @
Business View & |:| Ty
AppSupport & |:| T

Summary Console '® On ' Off
Landing page On '® Off

Refresh interval Every minute Every 30 seconds Every 15 seconds MNone

cos ==

Figure 3.2.4.1-A. Configure Dashboard - Rename Dashboard

r

Enter a new name and click the check mark ¥ . Click Save.

3.2.4.2 Change Layout

Dashboard layouts can either be one, two or three columns. To change the layout of a
dashboard, go to Main Menu > User Settings > Configure Dashboards.

The Layout field of each dashboard will have a blue box around the layout the dashboard is
using. To change the layout of a dashboard, simply select the new layout and click Save.
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Configure Dashboard

Search by name

Dashboard Name Layout

Treasury Markets Trade cycle j [E]

Business View & |:| T
AppSupport & |:| T

Summary Console '® On Off
Landing page On ® Off

Refresh interval Every minute Every 30 seconds Ewery 15 seconds Mone

Figure 3.2.4.2-A. Configure Dashboard - Dashboard Layout

A

3.2.4.3 Delete Dashboard

To delete a dashboard, go to Main Menu > User Settings > Configure Dashboards. Your
list of dashboards will display. Scroll through the list to find the dashboard you would like to
delete or use the Search by name search field. Click the trash button @ to delete the
selected dashboard.

Configure Dashboard b
Search by na
Dashboard Name Layout
;@
| , IENONE «
2 s L0 8

Summary Console ® On " Off
Landing page ® On U Off

Refresh interval Every minute Every 30 seconds Every 15 seconds ‘® None

=n

Figure 3.2.4.3-A. Delete Dashboard
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After clicking the delete button, an Undo button will appear. Click this button if would like
to cancel the delete action.

w
Configure Dashboard
Dashboard Name Layout
4 ‘
s a
2 P iz
Summary Console * On * Off
Landing page * Oa O

Refresh interval Every minuty Every 30 seconds Every 15 seconds * None

Figure 3.2.4.3-B. Delete Dashboard - Undo

To continue deleting, click Save. A confirmation dialog box appears. Click Yes to delete.

Click No to close the dialog box. You will be brought back to the Configure Dashboard screen
where you can click Undo to cancel the deletion.

Confirmation

A Are you sure you want to delete following dashboard var?

=N

Figure 3.2.4.3-C. Delete Dashboard Confirmation

A confirmation will appear stating that the dashboard has been successfully deleted.
\

Confirmation

o Dashboards deleted successfully

OK

Figure 3.2.4.3-D. Dashboard Successfully Deleted

3.2.4.4 Summary Console

The system can be configured to automatically have the Summary Console displayed or
hidden every time you log in. Go to Main Menu > User Settings > Configure Dashboards.
For Summary Console, select either On or Off.
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Please note that if Off is selected, the Summary Console can still be viewed by clicking the

Summary tab on the dashboard.

Configure Dashboard

Dashboard Name

Traasury Markats Trade cycle

Businass View

AppSupport

ISummaty Console * On Off ]
Landing page On * Off
Refresh interval Every mingte

Cancet

P
s &
s 8
s &

Every 30 second: Every 15 saconds Nome

Figure 3.2.4.4-A. Hide Summary Console by Default

3.2.4.5 Landing Page

The Landing Page displayed when logging into Nastel XRay can be configured to be disabled
or always shown. This will allow the user to view their dashboard immediately upon logging

n.

Go to Main Menu > User Settings > Configure Dashboard. Within the Landing Page

section select either On or Off.

Configure Dashboard

Dashboard Name

Tressury Markels Trade cycle

Eozners vie

AppSuppon

Summary Console * O

l Landing page On *

of

Ratrash imarval

Layout

Ui

Figure 3.2.4.5-A. Configure Dashboard - Landing Page
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3.2.4.6 Refresh Dashboard

The dashboard refresh interval specifies how often viewlets will be refreshed in all
dashboards. It is especially useful for viewlets which display real-time data.

To specify the refresh interval, go to Main Menu > User Settings > Configure Dashboards.
Within the Refresh interval section, select the desired refresh time.

Configure Dashboard

Ooshboard Name Layowt

ot o s 4
iy v P -
« 7 =
Sumuimary Console * Or s
Lanling poge
Im:nosh intarval Evary minite @ Every 30 sacooss T ——— “l

Figure 3.2.4.6-A. Dashboard Refresh Interval

3.2.5 Configure Schemas

Select Configure Schemas from User Settings menu to create and maintain data view
schemas. Schemas are used to customize how data is displayed in table viewlets using
various filters. The Schemas window opens.

Click the pencil icon ¢ to edit existing schemas. To delete a schema, simply click the

trashcan icon @ . Click the Create button to create a new schema (Section 3.2.5.1, Create /
Edit Schema).
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Schemas

Name
Activities
Snapshots
IDs

Applied for
Activity
Snapshot

Event

Figure 3.2.5-A. Schemas

3.2.5.1 Create / Edit Schema

To create a schema, click the Create button on the Schemas window (Figure 3.2.5-A). Specify
the Schema Name (required). Multiple item types can be added to a schema (activity, event,
snapshot). To add an item type, select it from the Item Type drop-down menu. Add filters

to the item type by clicking the Add fields button.

Schemas

Schema Name: * | events

Item Type Fields

No item field visualization rules found for any type

ltem Type | Select... v Add fields
[Select... '

Activity

Sort Field

Save
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Figure 3.2.5-B. Create New Schema

On the window that opens, users specify what fields should be displayed in viewlets and the
order in which they should be displayed.

From the Available Fields box located on the left side of the screen, select a field, and click

the right arrow button [ to add the field to the Selected Fields section on the right side of
the screen. Multiple fields can be selected and added at one time by holding down the Ctrl

key. Select the Move all button with right arrows EEEEEN 0 move all available fields.

Use the left arrow button or the left Move all button to remove the fields from
the Selected Fields section.

On the right side of the Selected Fields section, use Move to Top , Move to Bottom B

, Move Up and Move Down arrows to change the field sequence. This is the order
the fields will appear in viewlets.

In the Current item type fields sorted by drop-down menu, all fields within the Selected
Fields section will appear. Select a field to be used as the main field for sorting viewlets.

Schemas

Schema Name: | &V ltem Type

Available Fields Selected Fields
All Custom Fields . ActivitylD
AppIName Address
CharSet AppServerName
ChildFQN i
Closed EventiD
CompCode EventName
Correlator n EventType
DataCenterName

DeviceName n

ElapsedTime

Encoding

Exception

ExpireTime

GenericSrcName

Geolocation Y

BOOD

Current item type fields sorted by: Select v

Select...
ActivitylD
Address

AppServerName

EndTime

EventlD
EventName
e [r—
Figure 3.2.5-C. Add Fields for Schema

You can specify alias names for the selected fields. These names will display in viewlets
instead of the default names of the fields. To do this, click the Alias button. A screen opens
listing all fields that were selected. Enter the alias name for all desired fields. If you do not
want an alias name used for a field, simply leave it blank. In the below example, EventID will
display as “ID"” and EventName will display as “Name” in viewlets.

XRUG1.07 161 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide

Chapter 3: Settings

Schemas

Schema Name: | Basic Item Type: | Evenl

Available Fields Selected Fields

All Custom Fields - ActivitylD

ActivitylD Address

Address AppServerName

AppServerName StariTime

ApplName j -

| » 2

CharSet Move al > yerropry

ChildFQN EventName as Name
Closed 2
CompCode
Correlator « Move all
DataCenterName

DeviceName

ElapsedTime

Fneoding fus

‘ »

Custom property Add

Current item type fields sorted by: Select.. v

Figure 3.2.5-D. Alias Names

Click Apply when you are finished.

In the following window, the summary details of your newly created schema appear. Click

the pencil icon ¢ to edit, or the trashcan icon @ to delete this schema. Click Save to save
the configurations done.

Schemas

Schema Name: * | events

Item Type Fields Sort Field
ActivitylD, Address, AppServerName, StartTime, EndTime,
Event EventlD & O
EventlD, EventName, EventType
ltem Type | Select... v Add fields

Figure 3.2.5-E. Schema Summary
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The created schema now appears in a schemas' list. See Section 2.4.2.8, Change Layout, to
learn how to apply a schema to a dashboard'’s viewlets.

Schemas

Search by name
Name Applied for
Activities Activity # 0
Snapshots Snapshot £ 0
IDs Event s o
events Event # 0

Figure 3.2.5-F. Schemas List

3.2.6 Repository

A repository can be specified as the default repository so that every time you log into Nastel
XRay, the repository will automatically be loaded. Go to Main Menu > User Settings >
Repository. The Repository dialog box opens. Select a repository from the drop-down menu
and click Save. From this point forward, the selected repository will be loaded when logging
into Nastel XRay.

_ A
Repository

Default repository ID v

Cancel Save

Figure 3.2.6-A. Default Repository

3.2.7 Personal Tokens

Go to Main Menu > User Settings > Personal Tokens to view all tokens. Please note that
the Personal Tokens option is only available on the User Settings menu when using a non-
Global repository. Maintain existing tokens and generate new tokens with unique QR codes
for repositories. Personal tokens with QR codes are useful for users of the mobile Nastel
XRay application.
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When Stream status is set to Active, real-time data will be supported. When Query status
is set to Inactive, Nastel XRay API users using this token will not have the ability to run

queries.
Click arrows ¥ * to show/ hide token information. Click the eye ® to show / hide the full

token. Click the copy icon 0 to copy a token to a clipboard.

Personal Tokens

Token Repository Name Organization Name Stream Query Action

118f9c55-4990-4ch3-90f8-3a1b2

- e TSy ko =D B x

Query: Event.Activity, Snapshot.Log,Set.Job

Repositories | Topology v Generate token

Figure 3.2.7-A. Personal Tokens

Click the blue square icon 5% within the Action column display the QR code.

Personal Tokens

Token Regository Name Organization Name Sweam Query Action
eRE U 2
- ;:i":,z' it ab}?;m}i\?‘ Topology Kool ik x

Query: Evant Actvity Snapshot Log Set Job

Repositories  Topology » Genesale Ioken

Figure 3.2.7-B. Personal Tokens - Display QR Code

To generate a new token with a unique QR code for a repository, select a repository from the
Repositories drop-down menu and click Generate token.

Click the red X button to delete a token.
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See below sections for the library of functions available in Nastel XRay.

4.1 General Functions

Function Definition

Converts expr to the specified type, where type is one of
the following:

BINARY

BOOLEAN
DECIMAL

Cast (expr, type) INTEGER
STRING
TIMESTAMP
TIMEINTERVAL

If expr cannot be converted to the specified type, then
NULL is returned.

Returns the first non-NULL argument, or NULL if all

Coalesce (expr, ...)
arguments are NULL.

Convert (expr, type) Synonym for Cast.

Returns the 0-based index of itemin 1ist. If itemis not

FindIn (item, 1ist) found. returns -1

UUID () Returns a newly generated UUID.

Returns the item in 0-based position pos in 1ist. Returns

ValueAt (pos, list) . . . . .
null if pos is negative or >= 1ist size.

4.2 Numeric Functions

Function Definition

Abs (x) Returns the absolute value of x.

Ceil (x) Return the smallest integer value not less than x.
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Ceiling (x)

Synonym for Ceil.

Exp (x) Returns Euler's number e raised to the power x (e*) .
Floor (x) Returns the largest integer value not greater than x.
Ln (x) Returns the natural logarithm of x.

Log (x) Synonym for Ln.

LoglO (x) Returns the base-10 logarithm of x.

Pow (x,y) Synonym for Power.

Power (x, y)

Returns x raised to the power y (x¥) .

Round (x)

Returns the closest integer to x.

Sgrt (x)

Returns the square root of x.

4.3 String Functions

Function

Definition

Concat (expr, expr, ...)

Returns the string resulting from concatenating the string
representation of each expr in order. NULL values are
skipped.

ConcatWs (sep, expr, expr, ...)

Returns the string resulting from concatenating the string
representation of each expr in order, with each value
being separated by sep, which must be a STRING. NULL
values are skipped.

Lcase (expr)

Synonym for Lower.

Left (expr, len)

Returns the left-most lIen characters from string
representation of expr.

Len (expr)

Synonym for Length.

Length (expr)

Returns the length of the specified expr. If expris a list,
returns the number of items in the list. Otherwise, returns
the number of characters in the string representation of
expr.

Locate (expr, substr,

[pos, [occl])

Synonym for Position.
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LocateRE (expr, regex,

[pos, [occl])

Synonym for PositionRE.

Lower (expr)

Returns the lower-case string representation of expr.

Position (expr, substr

[,pos[,occl])

Returns the 0-based index of the occ occurrence (default
is 1) of substrin string representation of expr, starting at
0-based position pos (defaults to 0). Returns -1 if number
of required occurrences of substr are not found.

PositionRE (expr, regex

[,posl,occl])

Returns the 0-based index of the occ occurrence (default
is 1) of substring matching regex in string representation
of expr, starting at 0-based position pos (defaults to 0).
Returns -1 if number of required occurrences of substr
are not found.

Replace (expr, substr

[, repl[,pos]])

Replaces each occurrence of substr in string
representation of expr, starting at 0-based position pos
(defaults to 0), with rep1. If rep1 is not specified, then each
occurrence of substris removed.

Right (expr, len)

Returns the right-most Ien characters from string
representation of expr.

StrAt (expr, pos[,sep])

Returns the string at 0-based position pos from result of
splitting string representation of expr using sep as
element separator. If sep is not specified, then string
representation of expr is treated as a simple character
array and returns the character at pos as a string.

SubStr (expr, start[,end])

Returns the substring from string representation of expr,
starting at 0-based position start inclusive, ending at
position end, exclusive. If end is not specified, then
defaults to end of expr.

SubStrRE (expr, regex

[,pos[,occl])

Returns the occ (occurrence), or regex group (default is 1)
of the substring from string representation of expr,
starting at 0-based position pos (defaults to 0). Returns
NULL if number of required occurrences of substring
matching regex are not found.

Tokenize (exprl[, sep])

Returns the list of strings formed by splitting the string
representation of expr with sep being the separator
between tokens (defaultis ", ").

Ucase (expr)

Synonym for Upper.

Upper (expr)

Returns the upper-case string representation of expr.

4.4 Date and Time Functions
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Function

Definition

CurrentTime ()

Synonym for Now.

CurTime ()

Synonym for Now.

DateAdd (tstamp, intvl)

Adds time interval intvl to timestamp tstamp, returning
the resulting timestamp.

DateAdjust (tstamp, call,dir])

Returns the timestamp resulting from adjusting the
specified tstamp, based on the specified calendar
component cal and the adjustment direction dir.

cal is one of: YEAR, MONTH, DAY, HOUR, MINUTE, SECOND,
MILLISECOND, MICROSECOND, WEEK

dir is one of: START, END (if omitted, defaults to START)

Exanwﬂe DateAdjust (StartTime, 'DAY', 'START')
returns the start of the day for timestamp in StartTime
field.

DateDiff (tstampl, tstamp?2)

Returns the difference between the 2 timestamps
(tstampl - tstamp?2)as atime interval.

DateExtract (tstamp, cal)

Returns the value of the specified calendar component cal
from timestamp tstamp.

cal is one of: YEAR, MONTH, DAY, HOUR, MINUTE, SECOND,
MILLISECOND, MICROSECOND, WEEK

DayOfWeek (tstamp)

Returns the day of the week that timestamp tstamp falls
on.

Now ()

Returns current time as a timestamp.
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4.5 Built-in Aggregate Functions

Apdex ([DISTINCT] expr,

target|[, tolerable])

Function Definition

Returns the Apdex (Application Performance Index), which
is a measure of satisfaction level, in the range 0.0 - 1.0, of
the set of values for expr based on target value target
and tolerable value tolerable, where 0.0 means totally
unacceptable and 1.0 means totally satisfied.

The target value is the value below which all values are
satisfactory, or acceptable. The tolerable value is the value
at or below which the values are tolerable. This value
defaults to 4 times the target value.

The Apdex formula is defined as follows:

SatisfiedCount + 0.5(ToleratedCount)
Apdex =

TotalCount

Where:

SatisfiedCount is the number of expr values < target

ToleratedCount is the number of expr values >= target
and <= tolerable

TotalCount is the total number of expr values (including
those that are > tolerable).

If DISTINCT is specified, returns the Apdex value from set
of distinct values.

Average ([DISTINCT] expr)

Synonym for Avg.

Avg ([DISTINCT] expr)

Returns the average of all expr values for group. If
DISTINCT is specified, returns the average of distinct set of
values.

Close ([DISTINCT] expr

[, basedon])

Returns the “closing” or “ending” value of expr, which is the
value of expr having the maximum value of basedon
expression. If basedon is not specified, then the default
date field for item type in statement is used. DISTINCT is
accepted but is ignored.
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Returns the number of expr values for group. If DISTINCT

Count ([DISTINCT] expr) . . o
is specified, returns the number of distinct values.
List ([DISTINCT] expr) Returns thfe comma-separated |ISt'Of all expr values. If
DISTINCT is specified, returns the list of distinct values.
Max ([DISTINCT] expr) Returns the maximum of expr values for group. DISTINCT

is accepted but is ignored.

Maximum ([DISTINCT] expr) Synonym for Max.

Mean ([DISTINCT] expr) Synonym for Avg.
Returns the “middle” value, based on sorted order of all

Median ([DISTINCT] expr) values for expr. If DISTINCT is specified, returns the
middle value from set of sorted distinct values.

Min ([DISTINCT] expr) Beturns the mln'lm.um of exprvalues for group. DISTINCT
is accepted but is ignored.

Minimum ([DISTINCT] expr) Synonym for Min.
Returns the “opening” or “starting” value of expr, which is

Open ([DISTINCT] expr the value of expr having the minimum value of basedon
expression. If basedon is not specified, then the default

[, basedon]) . . . . .

date field for item type in statement is used. DISTINCT is
accepted but is ignored.

StdDev ([DISTINCT] expr) Synonym for stdDevPop.

StdDevPop ([DISTINCT] expr)

Returns the population standard deviation of all values for
expr. If DISTINCT is specified, returns population
standard deviation of distinct set of values.

StdDevSample ([DISTINCT] expr)

Returns the sample standard deviation of all values for
expr. If DISTINCT is specified, returns sample standard
deviation of distinct set of values.

Sum ([DISTINCT] expr)

Returns the sum of all expr values for group. If DISTINCT
is specified, returns the sum of distinct set of values.

Var ([DISTINCT] expr)

Synonym for VariancePop.

Variance ([DISTINCT] expr)

Synonym for VariancePop.

VariancePop ([DISTINCT] expr)

Returns the population variance of all values for expr. If
DISTINCT is specified, returns population variance of
distinct set of values.
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, Returns the sample variance of all values for expr. If
VarianceSample ([DISTINCT] . e . o
expr) DISTINCT is specified, returns sample variance of distinct

set of values.
VarPop ( [DISTINCT] expr) Synonym for variancePop.
VarSample ([DISTINCT] expr) Synonym for VarianceSample.

4.6 Built-in Analytic Functions

Function Definition

Anomaly (expr, season) Will detect an anomaly on the value of expr. This function
uses Netflix RAD Outlier detection which requires a season.
The season will be either ‘day/week’ or ‘hour/day’. Queries
using this function must group by a time and bucket by
either week or day (depending on the season chosen). For

example:
Get activity compute anomaly
avg (ElapsedTime), 'day/week"') where name =

'Orders' and startTime > '2017-01-02' and
starttime < '2017-02-01" group by starttime
bucketed by day

anomalyDeepDiveRogueEdges () Once an anomaly is detected,
anomalyDeepDiveRogueEdges can provide further insight
into why the anomaly occurred. It will return records which
when shown as a topology in the Nastel XRay Ul, will color
red and edges that contain numeric values that deviate
from the norm for the edge by a specified margin.

Average (expr) Synonym for Avg.

Avg (expr) Returns the average of all expr values.
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BBands (expr [, window[, stdevs

[, useEMA]]])

Returns the Bollinger Bands based on value of expr.

Bollinger Bands are used to measure the "highness" or
"lowness" of a value relative to previous values. They
consist of:

e a window -period (default is 20) moving average
(MA).

e anupper band at stdevs (defaultis 2) times the N-
period standard deviation above the moving
average (MA + Ko) .

e a lower band at stdevs times an N-period
standard deviation below the moving average (MA
- Ko).

The moving average is computed as an Exponential Moving
Average (EMA) if useEMA is true (the default), or as a
Simple Moving Average (SMA) if useEMA is false.

BollingerBands (expr

[, window[, stdevs[, useEMA]]])

Synonym for BBands.

EMA (expr [, window])

Returns the Exponential Moving Average (EMA) based on
value of expr.

An EMA is a window -period (default is 20) type of moving
average that is similar to a simple moving average, except
that more weight is given to the latest data. The general
formula is:

"curEMA = "(("curVal - priorEMA")" * weight")" + priorEMA"
Where:

weight = 2 / (window + 1)

Max (expr)

Returns the maximum of expr values.

Maximum (expr)

Synonym for Max.

Mean (expr)

Synonym for Avg.

Median (expr)

Returns the “middle” value, based on sorted order of all
values for expr.

Min (expr)

Returns the minimum of expr values for group.

Minimum (expr)

Synonym for Min.
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SMA (expr[, window])

Returns the Simple Moving Average (SMA) based on value
of expr.

An SMA is a window -period (default is 20) type of moving
average that gives equal weight to each data item. It is
essentially the mean of the data items in the window.

StdDev (expr)

Synonym for stdDevPop.

StdDevPop (expr)

Returns the population standard deviation of all values for

expr.

StdDevSample (expr)

Returns the sample standard deviation of all values for

expr.

Subanomaly (begin, end,
anomaly-begin, anomaly-end,
season, expr)

Will provide further detail if an anomaly was detected when
the Anomaly function was run from begin to end with the
season and an anomaly was detected between anomaly-

begin and anomaly-end. For example: get activity
compute subanomalies ('2017-01-02"','2017-02-
01','2017-01-22",'2017-01-
23','day/week', 'avg (elapsedTime) ")

Sum (expr)

Returns the sum of all expr values for group.

Var (expr)

Synonym for VariancePop.

Variance (expr)

Synonym for VariancePop.

VariancePop (expr)

Returns the population variance of all values for expr.

VarianceSample (expr)

Returns the sample variance of all values for expr.

VarPop (expr)

Synonym for VariancePop.

VarSample (expr)

Synonym for varianceSample.

The following example is to compute the BollingerBands for events based on the average
daily elapsed time based on a 10-day exponential moving average for this month:

Get Events Compute BBands (Avg (ElapsedTime), 10) For This Month Group By

StartTime Bucketed by Day
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Chapter 5: Using jJKQL

The jKQL Data Query Language allows you to talk to your data. Create viewlets and modify
them to get visually represented information about your data.

To generate viewlets, queries require certain components at a minimum. The syntax of a
jKQL query includes the operation or action to be used for a specific item type, as well as,
various date &time, numeric expressions, limiting operators, result grouping modifiers and
viewlet chart type names. The syntax of a jKQL query should appear as follows (required
elements are bolded):

<action> <numeric expression> <limiting operator> <item type>
<date/time expression> <comparison operator> <result grouping modifier>
<viewlet chart type>

The table below lists basic query elements.

Query Syntax Elements

Query Element ‘ Expression

e Get (Section 5.1)

e Subscribe to (Section 5.3)
e Compare (Section 5.4)

e Find (Section 5.4)

<action>

Specify any number of data items, which should be included in

<numeric expression> :
aviewlet -5, 8, 10, etc.

These operators limit the query results. If the number of items,
to which the limits will be set was not specified, the default
number will be “1”.

e Best

e Bottom

e Earliest

e First
<limiting expression> e Largest

e Last

e Latest

e Longest

e Shortest

e Smallest

e Top

e Worst

jKQL recognizes singular or plural form of the expression, that

) is, Activity and Activities, so both forms are valid to use.
<ltem type>

e Activity
e Event
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Expressions ‘Count of or ‘Number of’ can be added before
item type names.

Snapshot
Source
Resource
Set
Relative
Field
Provider
Action
Trigger
Log
Function
Repository
Team
Organization
User
Parameter
License

<date/time expression>

jKQL recognizes singular or plural expression forms, that is,
Year and Years, so both forms are valid to use.

These date and time expressions can be combined with
numbers and limiting operators, for example last 5 years, latest
3 weeks and so on. Below is a list of date and time limiting
operators:

An exact time value can be added for certain time expressions,
for example, yesterday at 9 am.

Year

Month

Week

Day

Hour
Minute
Second
Millisecond
Microsecond

Last

Next
Latest
Earliest
This
Today
Yesterday
Tomorrow
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<comparison operator>

e Starts with all / any of <listed items>; Does not

start

e Matches all / any / none of <listed items>; Does
not match

e Contains all / any / none of </isted items>; Does
not contain

e Ends with all / any / none of <listed items>;
Does not end

e Is(=); Is not (I= or <>)in <Iist of items>

e Has all/any/ none of <listed items>; Does not
have

e Between; not between

e >o0r>= - greater than or equal to specified

<result grouping
modifier>

expression

e <or<= -|lessthan or equal to specified
expression

e Group by

e Sort by

e Order asc/ desc (ascending / descending)
e Bucketed by

See Section 5.4, Additional Query Options, for more
information.

<viewlet chart type>

‘Show as’ expression must be used before specifying the chart
type. All chart types are noted in Section 5.2, Show As. ‘Show
as table’ is the default.

For more information on the data model and functions jKQL supports, please see the jJKQL

User’s Guide.

5.1 Get

The Get statement is used for retrieving items from the database. Please see Table 10 below

for examples.

To get default fields for all Activity
items

Definition ‘ Query Statement

Get Activities

To get all fields for all Activity items in
Set “Purchasing”

Get Activity Fields All from
'"Purchasing’

To get the number of Activity items in
Set “Purchasing”

Get number of Activities from
'Purchasing'
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Get number of Activities from

To get the number of Activity items in 'Purchasing' for today

Set “Purchasing” that started today

To get the 10 longest running Get top 10 Activities from 'Purchasing'
Activities in Set “Purchasing” that | for today sort by ElapsedTime desc

started today

To get the number of Activities in
"Payment" last week grouped by
their start time

Get number of Activities from Payment
for last week group by starttime

To get the number of Activities in Set

“Purchasing” for each Activity status Get number of Activities from
for the last week 'Purchasing' for last week group by Status
To get the number of Activities in Set Get number of Activities from
“Purchasing” that met all objectives 'Purchasing' that met all objectives

To get the number of Activities in Set
“Purchasing” that did not meet some
objectives

Get number of Activities from
'Purchasing’ that have not met all
objectives

To get the number of Activities in Set
“Purchasing” that did not meet
objectives “A” and “B”

Get number of Activities from
'Purchasing' that have not met objectives

lAl , ] B ]
To get Activities in Set “Purchasing” Get Activities from 'Purchasing' that
that did not meet objectives “A” and | have not met objectives 'A','B' from 'Web
“B” from set “Web Purchases” Purchases'

5.2Show As

Users can specify the format of the displayed results by using show as at the end of a query.
Show as Table is the default. Other show as viewlet type options are column chart
(“colchart”), bar chart (“barchart”), line chart (“1inechart”), pie chart (“piechart”),
stack chart (“stackchart”), geo map (“geomap”), scorecard (“scorecard”), area chart
("areachart”), summary (“summary”), topology (“topology”), anomaly chart
("anomalychart”), compare table (“comparetable”) and histogram (“histogram”).

The following is an example:

Get relatives show as topology
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5.3 Subscribe To

The Subscribe statement is used for submitting real-time queries, which are queries that are
evaluated as the data is streamed in. The following are examples:

. Subscribe to Number Of Event group by Severity output every 5 seconds
show as barchart

° Subscribe to Number Of Event group by Severity output every 5 seconds
ORDER BY severity show as piechart

° Subscribe to number of events where eventname contains 'Order' group
by eventname, severity order by severity output every 2 seconds show as
colchart

5.4 Additional Query Options

Enrich your queries with additional items such as:
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e Time ranges - Month, day, hour
Get events for this month
e Group by — Creates a row for each unique set of values for columns being grouped on
Get events fields location where eventname contains 'order' group by
location show as barchart
e Buckets - Bucketing allows multiple “group by” result rows to be combined into a
single result row. Used when a "group by" statement returns too much data.
Bucketing can only be applied to INTEGER, DECIMAL, TIMESTAMP, and
TIMEINTERVAL data types
Get number of events group by starttime bucketed by minute show as anomalychart
* this query will use the auto bucketing type

Get number of activities group by snapshotcount bucketed by size
7 show as histogram

* this query will use the “size” bucketing type. It displays data, divided in multiple intervals
according to the size range specified.

Get number of activities group by eventcount bucketed by count 3
show as table

* this query will use the “count” bucketing type. It displays data, divided in a specified
number of intervals.
e Locations — Geolocation
Get Event for This Month where Location ='London, England'
e Sort by — Sorting criteria
Get Activities from 'Purchasing' for today sort by ElapsedTime desc
e Order by - Sort data in ascending (asc) or descending (desc) ordering
Get Events order by eventID desc
e Last - Filter data for a specified time range
Get number of events for last 5 days
e Latest - Starts filtering from latest time period, which includes displayable data.
This differs from "last" which could return nothing as there may not be any events in
the last 5 days

Get number of events for latest 5 days group by starttime bucketed
by day, severity show as stackchart

e Compare - Compare two or more items (section 2.5.4.1.1.8). Use the expression “only
diffs” to display only differences in the table.

Compare Activity where ActivityID in ('activity ID of first selected
activity', 'activity ID of second selected activity') show as comparetable

Compare Event where EventID in ('event ID of first selected event',
'event ID of second selected event') show as comparetable

Compare only diffs longest 2 event show as comparetable

XRUG1.07 179 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 5: Using jKQL

e Find - Search through the items (section 2.3.4)
Find 'order' in Activities
Find 'critical' in Events
Find 'CPU'" in Snapshots
e Modify - Filter viewlet data (Section 2.5.8.1). Use the expression, “where
<item_type>=${E:<item_type>:<item>:<item_type>}".
get number of Event where EventType = ${E:event type:Event:EventType} group by
Severity show as colchart
*Change the values between the curly brackets
get relative where RelativeType = ${E:Relative Type:Relative:RelativeType} show as
topology  get Relative where RelativeType = ‘SendTo’ show astopology
get event containing all of ${SM:<filter_name>} show as table
get Event where Severity = ${E:severity:Event:Severity} AND ElapsedTime >
${V:etime} AND CompCode >= ${E:compcode:Event:CompCode} show as table
* “AND” expressions can be used to apply multiple variables
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Chapter 6: Use Case Examples

6.1 Root Cause Analysis of Application Performance
Problems

There & & samey = B tme
pwimd. Chch on the Sultems v
v e

2 USAlTerminalAtCLT

o3

Figure 6.1-A. Root Cause Analysis

Nastel XRay uses machine learning to detect anomalies in time-series data and can
automatically determine the probable root cause of this anomaly. It can create a dynamic
visualization of application topology and show the chain of causality between the anomaly
and the applications that it has impacted. It can also detect if any business objectives or SLAs
were impacted by this anomaly.

The sample viewlet above is using machine learning to detect anomalies. This scenario is
based on real data representing airport terminals and flights. We have represented an
airline at a terminal as an application, a terminal as a server, a data center as an airport, and
the sky as a resource.

An anomaly was detected on February 18th with an average delay for the day of 45 minutes.
If we click on the anomaly, we are transported to the console for a drill-down showing the
topology of that anomaly. The graph shows a US Air flight traveling from Charlotte (CLT) to
Phoenix (PHX). The red edges, called rogue edges, represent a problematic relationship
between the terminal in Charlotte and the one in Phoenix. Clicking on the rogue edge
provides a root-cause analysis of the problem. There was a delay at Charlotte, and it took 8
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times longer than average to get into the air. The average delay was about 9 minutes, while
the worst actual delay was about 1 hour and 16 minutes.

While this example used airports, it's easy to see how this would be applied to elapsed time
for applications in an IT operation use case.

6.2 Real User Monitoring

Real Uset Moeitarneg

W e of ncinitess EUM_SMILY (1ong) Dy (oolocataun show 4% geoea))

Commack, New Yors. Unfec States

v Enil user moslioning

Figure 6.2-A. Real User Monitoring

The screenshot above shows a real user monitoring scenario focusing on users in North
America. The popup on the geographic map is showing a full breakdown of the components
and elapsed time for the user transaction.

Complete tracking of the end user’s experience is provided in real-time. Browsers are
automatically injected with instrumentation without a need to modify your applications.
Nastel XRay can find the bottlenecks that cause a user to have a negative experience and
correlate their problems with issues in the browser itself, applications that the user’s session
is dependent on such as JVMs or databases. Nastel XRay tracks transactions end-to-end
starting at the user with a web browser and interacting with application servers, middleware,
databases, and local or Cloud mainframes.

6.3 Managed File Transfer (MFT)
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Figure 6.3-A. Managed File Transfers

The Nastel XRay dashboard above has been set up to analyze managed file transfers (MFTs).

There are various viewlets to track MFTs by application, agent, resource, destination, and
status.

Nastel XRay tracks all data movement across complex topologies. All MFT transfers relate to
downstream events from sources including other MFTs, middleware, brokers, and other
business applications. Metrics on MFTs are captured in real-time and evaluated in terms of
SLAs and business objectives. Appropriate notifications are sent out for missed objectives.
A search capability is provided to review past transfers and their attributes. Nastel XRay
provides a dynamic topology of all MFT transactions.

6.4 Application Performance Monitoring
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Figure 6.4-A. Application Performance Monitoring

The Nastel XRay dashboard example above for application performance monitoring (APM) is
illustrating how to monitor the DevOps Jenkins based continuous build-deploy process. The
top viewlet is an automatically discovered topology map showing applications and their
relationships to other applications such as “Maven” to “Deploy” as well as resources such an
Oracle database and a log4j jar file. It shows the flow of a deployment process and any
exceptions incurred. The bottom viewlet is called the Console and it opens when a user drills
down into an object on a viewlet to get additional details.

Nastel XRay provides deep-dive monitoring of the performance and availability of
applications end-to-end across Web Services, application servers (Java, .Net), middleware,
mainframes, and more. Its automation eliminates the need for constant “eyes-on-screen”
monitoring to eradicate false alarms and provide automated notification of real situations
that require attention.

6.5 Mobile Analytics
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Figure 6.5-A. Mobile Analytics

The sample mobile analytics dashboard above is highlighting a scenario where performance
is compared to mobile app version, carrier, and device. Using our mobile APIs we can track
user experience through every mobile app screen, analyze user experience and determine
which app versions, devices and carriers deliver the best experience.

Nastel XRay provides end-to-end visibility into mobile application behavior and performance
for both iOS and Android. RESTful APIs for streaming data and real-time tracking are
provided. Mobile apps can stream their data to Nastel XRay, submit interactive queries, and
subscribe to real-time analytics. Crashes can be captured and analyzed for forensic
purposes. The APIs enable complete analysis of a user’s interaction with your applications,
relating the specific click path through an application correlated with app version, device
information, and even business behavior such as purchasing or cart abandonment.
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6.6 Kafka Monitoring
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Figure 6.6-A. Kafka Monitoring

The viewlet above shows the auto-discovered, publish-subscribe topology of a Kafka network
including senders, readers, and topics. Each edge (the lines between nodes) has statistics
showing average elapsed time and count. This image shows the topology of a Kafka sender
publishing messages with topics and several Kafka readers subscribed to specific topics.

A single-point-of-truth is provided to track performance, latency, logs, auditing, and content
surveillance. Nastel XRay provides complete message flow analytics relating applications to
the messages they publish to Kafka and the applications that subscribe to them.
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Chapter 7: Troubleshooting

The following are examples of jKQL query errors and suggestions on how to resolve them.

Case 1: The message, No record found, is displayed in the viewlet.

— Try to modify the viewlet's date and time range. Confirm that your repository has imported
data.

My First Query

Get Events

No record found

Figure 7-A. No Record Found Message

— Try to modify the query conditions if the date and time range do not work.

Viewlet 21

JKQL> Get Activity fields ActivitylD, starttime, Endtime, Elapsedtime , datedifi{starttime, Endtime) where DateDiff(StartTime, Endtime) >10Sec

No record found

Figure 7-B. No Record Found - Modify Query
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Viewlet 21

> (Get Activity fields  ActivitylD, starttime, Endtime, Elapsedtime , datediff{staritime, Endtime) where DateDiff(StartTime, Endime) <10Sec

DateDiff{ StariTime ,EndTim
7daf95ccc-9efd-11e9-85ec-00 7/5/2019, 1:12:50 PM 7/5/2019, 1:12:50 PM 43us -43us
0076e?eb-9efd-11e9-85ec-0 7/5/2019, 1:09:20 PM 7/5/2019, 1:09:20 PM 56us -56us
béblaedd-Oefi-11e8-85ec-0 7/5/2019, 12:24:20 PM 7/5/2019, 12:24:30 PM 3dus -3ps
92e85fc7-0ef1-11e8-85ec-00 7/5/2019, 12:23:20 PM 7/5/2019, 12:23:20 PM 221us -221ps
Bf22cfd6-9ef1-11e9-85ec-00: 7/5/2019, 12:22:20 PM 7/5/2019, 12:22:20 PM B7us -6Tus
4b577385-%ef1-11e9-85ec-0/7/5/2019, 12:21:19 PM 7/5/2019,12:21:19 PM 38us -38us
506abc39-9ef1-1129-81e4-0 7/5/2019, 12:20:59 PM 7/5/2019, 12:21:29 PM 30s 51ms -T78us
3e834d33-9ef1-11e9-81e4-0 7/5/2019, 12:20:40 PM 7/5/2019, 12:20:59 PM 19s 865ms -314ps
2ced59ai-9ef1-11e9-81e4-007/5/2019, 12:20:20 PM 7/5/2019, 12:20:29 PM 9s 920ms -495)s
2ca04b09-9ef1-1129-8124-0 7/5/2019, 12:20:20 PM 7/5/2019, 12:20:29 PM 9s 950ms -231us
2cal721b-9ef1-11e9-81e4-0 7/5/2019, 12:20:20 PM 7/5/2019, 12:20:29 PM 9s 935ms -448ps

Page _ of 87 | »> =i

Figure 7-C. No Record Found - Modify Query

Case 2: The viewlet message displays the requirements of the query.

— Update your query according to the viewlet's message.
Elapsed Time for Order Events

OL> Get the number of events fields Min(ElapsedTime) , Max(Elapse... > D il A S v

i Histogram query must contain "number of”, "group by" and "bucketed” expressions

Figure 7-D. Query Requirements Message

Case 3: The viewlet message states that the query needs to be modified.

— Modify the query’s expressions. Confirm that the appropriate data is supplied for the
chart axes.

A notification similar to the example below is displayed when a Y axis has incorrect data
defined, for example, “String.” Another example would be when a histogram’s X axis has
“Timestamp” defined.
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Revenue over Time

KOL> get activities ‘AcceptOrder for the tatest hour group by endtime ... [>_ O |l

v

i The result cannot be plotted as linechart. Please modify the query.

Figure 7-E. Query Requirements Message

Case 4: System displays an error message.
— Modify the query using the information provided in the error message.

Using the example below, many times the solution is to increase “Bucketed by size.”

Test_2_ Orders: Locations-Copy78

jKQL> get number of events group by starttime bucketed by size 2 show as barchart XD BASw

X com.nastel jkool.jkgl. JKQLException: Failed computing buckets, repo: repo_Andrius$jKool, stmt: GET EVENT
FIELDS START_TIME, Count(NumberOf) as NumberOf WHERE (Date BETWEEN 0 YEAR AND 0 YEAR) GROUP
BY START_TIME BUCKETED BY SIZE 2 TRIM ENDS SHOW AS barchart; Caused by:
com.nastel jkool jkql. JKQLException: Cannot execute bucketed query: rangeStart value=1,557,299,027,180,266,
rangeEnd.value=1,558, 512 505,399,073, results in 606,739,109,403 buckets, exceeding maximum of 2,048

Figure 7-F. Query Error Message

When data of “enum” data type (for example, severity, compcode) are queried to display, the
data type values must be used. The severity name can be replaced with the ID from the
severity values table, specified by the query.

Get enumeration for severity

For example: Get events where severity is ('3'")
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Event Severity - 2019-05-21 13:55:23.449000 +03:00

> get evenis where severity in (INFO', 'test’)

¥ com.nastel jkool jkgl_parser.JKAQLInvalidStatementException: Error at or near line 1, offset 27, token ‘in- No
enum constant com_jkoolcloud tntdj.core. OpLevel TEST

Figure 7-G. Query Error Message
“String” functions such as “Starts With,” “Ends With,” “Contains,” cannot be defined for “Enum”
data types.
Event Severity - 2019-05-21 13:55:23.449000 +03:00

> get events where severity contains ('INFO', ‘test’)

¥ com._nastel kool jkgl parser.JKQLInvalidStatementExcepfion: Error at or near line 1, offset 18, token
'seventy'- Can only apply "Contains” to STRING fields or expressions

Figure 7-H. Query Error Message

Case 5: System displays invalid field.
— Modify the query by using the function prop before the field.

jKQL> get events fields LONGITUDE order by starttime

X com.nastel jkool jkgl.parser. JKQLUnsupportedFieldException: Error at or near line 1, offset 19, token 'LONGITUDE": Field
‘LONGITUDE" not valid for item EVENT

Figure 7-1. Invalid Field

XRUG1.07 190 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 7: Troubleshooting

Some fields are property fields which must be used with the function “prop.”

get events fields prop ('LONGITUDE') order by start time

JKQL> get events fields prop('LONGITUDE") order by staritime > D [l v

13.41053

13.41053
13.41053
13.41053

-118 24368
-118.24368
-118.24368
-118 24368

-0.12574
-0.12574

-0.12574 -

Page [ oi22| » ~ View 1- 50 of 1,088

Figure 7-J. Prop Function

Case 6: Access required error

An error similar to the one below is displayed when trying to access sets, but this feature is
disabled.

X com.nastel kool jlkgl admin JKQLNotLcensedException Access to Set requires features: Sets

Figure 7-K. Access Required Error

— Enable sets from the Features tab of the Admin Settings window.
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Admin Settings
Branding 2 Feature Description Status
specific criteria -
Sets

Allows use of advanced Machine

Permissions MachineLearning Learning prediction and analysis
facilities
Alerts z ;i
Allows defining custom ciasses of
Macros
Schemas data calculations
Set Allows grouping of Activities and l
: ets
Viewlet ’ Events based on defined criteria
Graph Allows using real-time queries to
Subscriptions monitor streamed dataas it is
Get Collectors received
Allows monitoring of activity analysis
Features Triggers taking specific actions, or raising | © Inactive
alerts, when specific criteria are met
License

Vieas Allows defining precomputed, cached
ew
query results

Figure 7-L. Enable Sets

Case 7: Syntax error.

Viewtet 20

Got events Niekts vpehpsodime ). MInclapsediine), MAN(CEPSeoNne) whert Clapsediime ©Xists Whene Stastime between '2018-12-10 0000 and 2

X com nastel kool kot parser JKOLU invakdStatementE xcepbon: Error at o near ine 1, offset 97, token ‘where” Can only specty one WHERE dause

Figure 7-M. Syntax Error

As the error above mentions, only one where clause should be mentioned as seen in the
example below.

XRUG1.07 192 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 7: Troubleshooting

Vwrwiel 20

Gl everds fiekds avolelpsodtinn), minjelapsectime), IR (0apIeoNne) whion: elapsediine ists and staitime boteoen 2018-12-10 000 and ‘201

16h m-. l _

130 S53min

11h Oeminy

#h 20men

5h 33min

Max(ElapsedTime)

’h A6

un 29 Jun 20 v ul 04

StartThoe

Mt Elapsed Teme:

Figure 7-N. One Where Clause

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime)
where elapsedtime exists where starttime between '2018-12-10 0:0:0' and '2019-12-31 23:59:59'
group by starttime bucketed by day show as anomalychart

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime)
where elapsedtime exists and starttime between '2018-12-10 0:0:0' and '2019-12-31 23:59:59'
group by starttime bucketed by day show as anomalychart

Case 7.1: When passing a field name to a function, do not use the * symbol.

Viewdet 20

Gét events fields avglelapsectame’). mind'elapsedime’), max('elapsediine’) where elapsediume exists and stantime betwe

X com nasiel jikool jkal parser JKQLInvabdFuncionException: Error at or near line 1, offset 19, token ‘avy'. Failed instantiating function ‘avg’

Figure 7-0. Syntax Error Due to * Symbol

XRUG1.07 193 © 2022 Nastel Technologies, Inc.



Nastel XRay User’'s Guide Chapter 7: Troubleshooting

Viewict 20

Get events fiedds avo(elapsediime), minfelapse:

165 A0mén
13 53min
11h temin
B 20mén

3h 33min

)
E
[
b
©
-
a
-
w
=
2
-3

2h A6min

Jun 30 il 05

Start Time

Max{Elapsod Tina)

Figure 7-P. Passing Field Name

For example:

Get events fields avg(elapsedtime), min(elapsedtime), max(elapsedtime) where
elapsedtime exists and starttime between '2018-12-10 0:0:0' and '2019-12-31
23:59:59" group by starttime bucketed by day show as anomalychart

Case 8: Request time out is displayed.

— Try to refresh the viewlet by clicking on the Refresh button E= located at the top right corner
of the viewlet.

Sometimes the response can take longer than expected due to various reasons, for example,
a network issue.

Got Evont where PasestiD) 10 CH0R - 9700 - 1189 5008-D89 7 SO, wotaiatd-9 1001100008 D80 TSl ThHd 720415700 11e0-D0as- 280 T 5at o > O M ‘j Oowv ”

X Reguest Srmecat

Figure 7-Q. Request Timeout
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Case 9: “Show as” type is invalid.

— An incorrect viewlet chart type was used. Specify a valid chart type to display the data
(see the subsections of 2.5.4 for available chart types to use).

Get Number of Events show as chart

X Invalid "show as" type

Figure 7-R. Invalid Type

Case 10: Error message when using the Relative function.
— The Relative function currently only works for activities.

Get Relative of Event

X com.nastel jkool jkql.parser.JKQLInvalidStatementException: Error at or near line 1, offset 17, token 'Event': Currently, can

only get Relatives of Activities

Figure 7-S. Relatives Error
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