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Chapter 1: Introduction

Welcome to the Nastel Workgroup Server Expert Installation Guide. This guide describes
installation, configuration, and deployment. Please review this guide carefully before
installing and using the product.

The Workgroup Server Expert (WSE) is a Java plug-in to the AutoPilot (AP) M6 Complex Event
Processor (CEP), combining the functionality of the Nastel Navigator Workgroup Server
(WGS) and an AutoPilot M6 expert. The WGS discovers the objects of your IBM MQ, 11B/ACE,
TIBCO EMS and Kafka networks, stores that information in a database, and makes it available
to client applications, such as the Nastel Navigator (formerly, the APWMQ Explorer). In
addition, the expert component optionally publishes the object information as facts, which
are visible in the Enterprise Manager console and can be used in the formation of AP policies
and business views.

1.1 How this Guide is Organized

Chapter 1: Introductory information as well as support and reference information.
Chapter 2: An overview of Nastel Navigator and its components.

Chapter 3:  Provides installation and licensing requirements, as well as information for the
development of management plans.

Chapter 4: The installation/upgrade steps.

Chapter 5:  Provides database configuration information.

Chapter 6: Provides instructions for deploying the WGS Expert.

Chapter 7: Installation of the web applications integrated with Nastel Navigator.
Chapter 8: Provides installation instructions for Nastel Navigator's Scheduler.
Chapter 9: Information on Rest API.

Chapter 10: Information on how to reassign viewlets to different workgroup servers.
Chapter 11: Troubleshooting topics.

Appendix A: A list of reference material and documents.

Appendix B: Information on executing user-defined scripts.

Appendix C: A listing of Nastel Navigator objects and IBM MQ objects used by Nastel
Navigator.

Appendix D: A listing of IBM MQ agent run-time messages.

Appendix E: A listing of workgroup server run-time messages.

Appendix F: Information on IBM MQ agent z/OS error codes and messages.
Appendix G: Exit codes when Nastel Navigator runs as a service on Windows.

Appendix H: Discusses fact publishing and behavior.
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Appendix I:  Explains and illustrates Workgroup Server Communication to Nastel's IBM MQ

Agent

1.2 History of this Document

Release Date Doc Number Version | Summary
NAV/WGS 10 Change “APMW" to “Nastel Navigator.” Update year
January 2020 101.012 and doc number format.
NAV/WGS 10 . . .
March 2020 101.013 Update hyperlinks, section 2.2 and Appendix A.
April 2020 NAV/WGS 10 Update MQ object refresh interval and add
P 101.014 screenshot of “Other Options” tab in Chapter 7.
NAV/WGS Job schedular updates in Chapter 6. Add Chapter 8,
June 2020 101.015 10 Rest API.
Updates to sections: 6.1, 6.2 (step #2), 6.3 and 6.3.1.
NAV/WGS Add section 6.4. In section 4.2: remove option 0
June 2020 10 . . . )
101.016 and add information on running nsgjdbcmk
manually.
NAV/WGS '
June 2020 101.017 10 Update figures 6-3, 6-4 and 7-4.
NAV/W
June 2020 101.01 865 10 Add chapter 9: Web Application Installation.
July 2020 NAV/WGS 10 Update intro to Chapter 8, Rest API.
101.019
July 2020 :‘&ngzvgs 10 Update nastel_permv3 information in section 4.1.
NAV/WGS Update section 3.3. Add chapters 2 and 3 and
A 202 1 . .
ugust 2020 101.021 0 update proceeding chapter numbers accordingly.
NAV/WGS ,
August 2020 101.022 10 Updates to section 1.4.
September NAV/WGS ;
2020 101.023 10 Updates to section 1.7.
September NAV/WGS .
2020 101.024 10 Update Figure 1-1.
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Release Date Doc Number Version | Summary
NAV/WGS Updated step #8 in section 5.1. Appendix E,
202 1
October 2020 101.025 0 changed “nsqsglmk” to “nsgjdbcmk.”
December NAV/WGS 10 Change version 10.1.1.x to 10.x in sections 5.1 and
2020 101.026 5.2.
Add section 7.4.4, Connecting to the Network, and
chapter on Reassigning Viewlets. Update section
4.3, remove word commands for nsgjdbcmk in
section 5.2, move 4.1 - 4.2.2 to Chapter 3, rearrange
December NAV/WGS 10 and update Chapter 5, move location of Web
2020 101.027 Application Installation chapter from 10 to 7 (and
reorder proceeding chapters and sections), create
an appendix for “Understanding WGS 10 Fact
Publishing”, update figure 5-1. Update screenshots
in Chapter 6. Update section 1.4.1.
NAV/WGS :
February 2021 101.028 10 Add section 4.4.
NAV/WGS .
March 2021 101.029 10 Update Figure 9-1.
NAV/WGS Updates to Chapter 9, Rest API. Add information on
April 2021 10 ACE/IIB. Add information on nsgjdbcmk’s option 9
101.030 .
to section 5.3.
Updates throughout Chapter 9 (Rest API). Add
NAV/WGS . . . . .
May 2021 10 information on auditing and deleting connection
101.031 L : .
definitions in section 7.2.2.
NAV/WGS . . .
May 2021 101.032 10 Update section 1.4.1 (What's new in Version 10.2).
June 2021 NAV/WGS 10 Upd.ate Figure 1-1. (Nastel AutoPilot M6 for Nastel
101.033 Navigator Installation Support)
Update to Chapter 8 section 1 (Requirements) to
NAV/WGS add DB2 to list of supported databases for Job
August 2021 101.034 10 Scheduler Setup. Updated AP60_SU28.6.pkg to
AP60_SU31.pkg.
Novermber NAV/WGS Adding 4.4 (Firewall Adm|n|st.rat|.on) and Appendix I:
2021 101.035 10 Workgroup Server Communication to Nastel's IBM
' MQ Agent. Updated definition, Table 6 -1.
March 2022 1N(/)°\1VQ;V6GS 10 Added option 11 and exit codes to section 5.3.
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1.3 Related Documents

Related and referenced documents can be found in Appendix A.

1.4 Release Notes

Refer to the text files on your installation media or Workgroup Server Expert installation
directory. Release notes and updates are also available through the Nastel Resource Center
at: http://customers.nastel.com.

1.4.1 What's New in Version 10.4
The following are new functions in version 10.4:
e Solace support
e Transfer dashboard ownership from inactive users
e Streaming queues
e Select which columns to filter by when using viewlet filter
e Select columns to freeze (at left of viewlet)
e Force refresh mode for quick consecutive forced updates

o Kafka schema, schema subject, and schema subject version viewlets

1.5Intended Audience

e This document is intended for personnelinstalling, configuring, and using Workgroup
Server Expert.

1.5.1 User Feedback

Nastel encourages all users of Workgroup Server Expert to submit comments, suggestions,
corrections, and recommendations for improvement of this documentation. Please send
comments via email to: support@nastel.com. You will receive a response, along with status
of any proposed change, update, or correction.

1.6 Technical Support

If you need additional technical support, you can contact Nastel by telephone or by email.
To contact Nastel technical support by telephone, call 800-963-9822 ext. 1. If you are calling
from outside the United States, dial 001-516-801-2100.

To contact Nastel technical support by email, send a message to support@nastel.com. You
can also contact Nastel support via the support website. To access online web-based Nastel
automated support system (user ID/Password required), go to: http://support.nastel.com/.

1.7 Nastel AutoPilot M6 for Nastel Navigator
Installation Support
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See Figure 1-1 below for Nastel AutoPilot M6 for Nastel Navigator installation support. This
platform is for the workgroup server and databases supported. Agents may be available for
other versions of operating systems and middleware versions. You should contact your
support representatives if your platform is not listed.
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Nastel Navigator 10
Local or Remote
Installation
(version 6.7 .x bundle)

Windows
Native or

Windows Linux

201x R2 AIX SUSE: v9-v11 Sun Solaris

Server 201xR2 v5.3,v6.1,v7.1 | RED HAT:RHEL7- 8 V5.8-v5.11
Standard UBUNTU v16.04

OpenSuSEv15.0

Windows 10
Home, Pro,
Enterprise

Databases
MySQLv 5.6 and up
Oraclev12.2 and up

MSSQLv2012,2018and up
PostgreSQl v10.5 and up
IBM DB2 10.5

Figure 1-1. Nastel AutoPilot M6 for Nastel Navigator Installation Support
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Chapter 2: About Nastel Navigator

This chapter provides an overview of Nastel Navigator and its components.

2.1 Nastel Navigator Functionality

Nastel Navigator enables users to identify and resolve the problems associated with
managing middleware.

2.1.1 Management Needs of Middleware

When administrators deploy a middleware network, they need a management tool that:

e  Ensures uninterrupted operation of each middleware component
e Discovers and corrects middleware system failures

e Prevents performance bottlenecks and conflicts that might affect business applications.

2.1.2 Management Tasks Performed by Nastel Navigator

To meet the management needs of middleware, Nastel Navigator does the following:

e Collects management data, statistics, and events (including performance and fault events) through
intelligent agents.

e  Takes corrective actions when middleware problems are identified.

2.2 Nastel Navigator System Components

Nastel Navigator has multi-tier client/server architecture, consisting of the following
components:

o  Workgroup servers

e |BM MQ Agents, Message Servers, and Event Publish-Subscribers

®  Front-end administration applications (Web-based and console)
IBM MQ Experts monitor data and updates, even with the command server down. The
Universal Agent, on the other hand, uses PCF commands and will not update with the
command server down. Nastel Navigator system architecture is shown in the figure below.
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Figure 2-1. Nastel Navigator System Architecture
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2.2.1 Workgroup Server

Nastel Navigator places IBM MQ nodes into groups. A workgroup server (also referred to as
WGS) oversees a group of IBM MQ nodes. A workgroup server consists of two agents, (M6
managed node/CEP server with M6 SU6 or higher) and workgroup. The workgroup server
collects information about a group of registered IBM MQ nodes and stores it in its database.
This server makes it readily available for management applications. It can be used with or
without local agents. The workgroup server is used to issue IBM MQ commands
(PCF/MQSCs) remotely, without setting up IBM MQ channels. It can carry out instructions at
any level of organization, including:

e  Workgroup
e Node
® Queue manager

e Queue, channel, process, listener, namelist, authentication information, service, etc.

=]
Il_=..|l‘ A single workgroup server can manage up to 2048 IBM MQ nodes, with a maximum of 2048 queue

managers on each node.
MOTE

Recording IBM MQ System Metrics and publishing them as facts is supported when using
workgroup server v10 and an agent running 6.5.8 or later against an IBM MQ V9 or later
gueue manager. In the figure below you see QM_VER9 and below it is a METRICS folder,
which is further divided into CPU and DISK, where the system metrics are published.

v AutoRiot Mb Doman - Deployment Tool

WebSpghere MO Exgwr

- [

TEEE RS

Figure 2-2. MQ System Metrics
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2.2.2 Nastel AutoPilot M6 Complex Event Processer (CEP
Server)

The Nastel AutoPilot M6 Complex Event Processer provides Nastel Navigator monitoring
experts, automation policies, and business views. It is installed for every workgroup server
and monitors only one workgroup.

2.2.3 Automation Policies

Policies use proactive automation rules and procedures to perform actions on one or more
management services:

e Perform actions on one or more management services

e  Policies are capable of writing information to database, log files, and other data stores
e  Policies subscribe to facts and act on fact changes, time events, or other conditions

e  Usually specific to monitored applications

e Managers manage policies. (Example: Scheduling Manager, IBM MQ Manager, etc.). Any number of
relevant policies can be assigned to a manager (example: Alert or execute an action based on a
condition/event).

2.2.4 Business Views

e  Collection of rules (also known as sensors) that define a desired state of an eBusiness environment. The
business views can be tailored to present the information in the form that best suits your needs.

®  Proactive user-defined policies that:
o Correlate facts/events
o Automate and alert
o Generate user-defined events

o Collect historical data for future analysis
e Defined using domain console
o Deployable as policies within any defined network of managers (running in the background)

® Once deployed, available for remote viewing

2.2.5 Agents

The IBM MQ agent is an intelligent agent that runs on an IBM MQ node. It executes
management commands on one or more queue managers within a local node. Every
managed IBM MQ node must have its own IBM Agent unless agent-less monitoring is
preferred. Inthe IBM MQ hierarchy, events occurring at the IBM MQ Agent level are directed
back up to the workgroup server, and then distributed among client applications.

The Publish Subscriber for IBM MQ server is an agent that distributes IBM MQ events among
subscribers. It is installed once on IBM MQ node, and once activated monitors events from
all queue managers on this node. Also, the Publish Subscriber for IBM MQ monitors dead
letter queues and generates events if message arrived on the dead letter queue.

NAV/WGS 101.036 10 © 2017-2022 by Nastel Technologies, Inc.



Workgroup Server Expert Chapter 2: About Nastel Navigator

The Message Server for IBM MQ provides message management of IBM MQ queue managers.
It is also installed once per IBM MQ node but could be activated per queue manager. It
allows copy, move, delete, find, and edit of individual or group of messages.

The Connection Manager for IBM MQ allows you to connect to queue managers running on
remote IBM MQ nodes without installing agents on the nodes. It uses Server-Conn channels
to connect and issue administration commands and receive replies and events. While the
Server-Conn channel is available, you will be able to perform most of the IBM MQ
administration functions except a few, like starting/stopping queue managers, browsing
logs, etc.

Connection Manager for TIBCO EMS, also referred to as "CM for EMS," is a jar file called,
nsgcmems . jar. All EMS connection information is passed from the workgroup server and
is entered/modified either locally in the nsgcemems .properties EMS connection manager
file or directly in the Nastel Navigator GUI.

The Connection Manager for Kafka passes all Kafka cluster connection information from the
workgroup server and is entered/modified either locally in the KafkaNode
nsgcmkafka.properties file or directly in the Nastel Navigator GUI.

The Connection Manager for IBM IIB/ACE passes all connection information from the
workgroup server and is entered/modified either locally in the nsqcmace.properties file or
directly in the Nastel Navigator GUI.

2.2.6 Components by Platform

The table below lists all Nastel Navigator components currently available and indicates the
associated platforms.

z/0S |0S/400 JAIX  [Linux [SunOS  Windows
CEP Server * * * *
Workgroup Server * * * *
IBM MQ Agent W u W W u u
Event Publish-Subscriber * * * * * *
Message Server * * * * * *
Connection Manager for IBM MQ * *
Connection Manager for TIBCO * * * *
Connection Manager for Kafka * * * *
Connection Manager for [IB/ACE * * * *
Log Adapter (Tivoli, HP-OV) * * * *
Nastel Navigator Explorer *
Message Explorer *
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* Available
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Chapter 3:  Prerequisites

This section contains general information related to the preparation for and installation of
the Workgroup Server Expert. Refer to the text file included in the installation package for
pertinent information.

3.1Installation Requirements

To install the workgroup server, the following requirements must be met:

¢ You must have the following products. Contact Nastel Support for assistance if you
do not already have these installed:

o Nastel AutoPilot M6 (checkout Nastel AutoPilot M6 Installation Guide for
additional information)

o Nastel AutoPilot M6 CEP Server
e Hardware requirements:
o Minimum must be met:
*» 1 GHz or higher CPU
» 2GRAM
» 1 Gfreedisk space
o Recommended:
» 2 CPUs 8 core each
» 8 GRAM
* 10 G free disk space

e Adatabase connection. Workgroup Server Expert supports the databases in Figure 1-
1. A database connection is needed.

=
|-_:..Ij‘ SQL database should be highly available.
NOTE

3.2Workgroup Server Expert Installation Materials

Click on the following link to download the installation packages:

http://data.nastel.com/ap/AutoPilot-M6 (credentials required)

Download the most recent Nav server 10.x.x.zip file. It contains the following
components:

e Nav Server 10.x.x.txt: thereadme

e Dbin: M6-WMQ binary files

NAV/WGS 101.036 13 © 2017-2022 by Nastel Technologies, Inc.
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e webapps: Navigator war and jar files

e nsgcmems.jar: Tibco EMS Agent

e nsqcmems.properties: EMS Agent properties

e nsqgcmkafka.jar: Kafka Agent

e nsgcmkafka.properties: Kafka Agent properties
e nsqcmace.properties: |IB/ACE Agent properties

e WGS 10.x.x.x.pkg: Workgroup Server 10 Expert, includes 1ib\wgsexpert.jar,
lib\nsqjdbcmk.jar and sqgl\scripts\nsqgjdbcmk\ {various sql scripts}.sql.

e WGS REST 10.x.x.x.pkg: Workgroup Server 10 REST Pack
e WGSRP-10.x.x.pkg: Workgroup Server 10 Resource Pack
e AP IBMMQ-10.x.x.pkg: MQ plugin for WorkGroup Server 10

e AP IBMMQORP-10.x.x.pkg: MQ plugin for WorkGroup Server 10 Resource Pack

3.3 Workgroup Server Expert License

To obtain a license file, contact licensing@nastel.com or your Nastel Support
representative.

After obtaining a CPU-based license file, it will need to be installed on each system on which
a workgroup server will run (see next section for instructions). The CPU count is pre-
allocated and subject to change. Contact your Nastel Support representative for further
information pertaining to trial license properties.

A workgroup server license is a digitally signed text file that contains identification and
license entitlement information for your Workgroup Server Expert installation. Each time
the workgroup server is started, it checks the license file for your licensing and configuration
information.

To obtain a license file, contact licensing@nastel.com or your Nastel Support
representative.

E:I 1. The workgroup server will not run without a correctly configured license file.
—I‘

2. Anew license is required for Version 10.1.0.1 and above. Itis required for users of Nastel Navigator
MOTE  and users running agents on z/0S.

3.3.1 Installing the Workgroup Server Expert License File

When you receive your license file, back it up in a safe place in case you ever need to reinstall
Workgroup Server Expert. For the system that will run the workgroup server identified in
the license file, we recommend you copy the license file to the directory:

[AUTOPILOT HOME]\localhost
where:

[AUTOPILOT HOME] is the directory path where AutoPilot is installed.
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After the Workgroup Server Expert is deployed, you must enter the full path location name
of the license file in the expert's properties dialog box. (See Create Workgroup Server Expert -
General Tab.)

1=
L:.l‘ The name of the license file must be AutoPilotWMQ_xyz.lic, where xyz is the name of the workgroup.
NOTE

You can check the license file information by starting your Workgroup Server Expert and
checking the AutoPilot logs ([AUTOPILOT HOME]\logs\log4j\hostname.log4dj).

The workgroup server will return the licensing information, similar to the following example:
LICENSING INFORMATION:
SOURCE (C:\nastel\AutoPilotM6\localhost\AutoPilotWMQ MQM.lic)
WORKGROUP (MQM)
FEATURES (SQLDB)
EXPERT (YES)
WORKGROUP_HOSTS (host)
CPU_COUNT (14)
USER_COUNT (10)
AGENTLESS CONNECTION COUNT (250)
APOD_WMQ USERS (100)
MIPS (0)
EXPIRATION DATE (Fri Jun 10 00.00.00 2016)

where:
SOURCE is the full path location name of the license file.
WORKGROUP name of the workgroup authorized for this license.

FEATURES is a list of licensable features (Kerberos, SQLDB, TopologyView) that the user
is authorized to use.

EXPERT yes indicates a license is for Workgroup Server Expert.

WORKGROUP_HOSTS is a list of network hosts that the workgroup server is licensed to
run on.

CPU_COUNT is the maximum number of system processors that can be simultaneously
managed by a single workgroup server.

USER_COUNT is the maximum number of client users that can simultaneously connect
to a single workgroup server via the Navigator Explorer, Message Server, and/or Nastel
AutoPilot Mé.

AGENTLESS_CONNECTION_COUNT is the maximum number of concurrent queue
manager connections allowed by Connection Manager.

APOD_WMQ_USERS number of users that can simultaneously use the web-based
Navigator (formerly AutoPilot On-Demand for WMQ).

MIPS (millions of instructions per second) number of MIPs for which z/OS nodes can be
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managed.

EXPIRATION_DATE is the date on which the license expires and a new license will have
to be obtained.

3.4Installing Agents, Connection Manager for IBM
MQ, or Utilities

This book does not contain instructions for installing agents, the connection manager for
IBM MQ, or utilities. To install these, go to the Nastel Navigator Components Installation Guide
and perform the installation steps described.
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Chapter 4: Installation / Upgrade Steps

Perform the following steps to install or upgrade your Workgroup Server Expert software.

4.1 Step 1: Install the Latest E-fix File

Perform the following steps to install workgroup server components.
1. Stop all services and processes.
2. If upgrading, back up the sapwMp HOMES directory and existing database tables.
3. Open the latest e-fix zip file, Nav_sServer 10.x.x.zip.

4. Copy all the files and paste them in to the Nastel directory, for example:
c:\nastel\apwmg. If upgrading an existinginstall, replace any same named elements.

4.2 Install v10.x Workgroup Server Expert

1. Copy the package file to [auTOPTLOT HOME]/updates On the server where AutoPilot
M6 is installed.

2. Run package manager to install the workgroup server expert. For example:

O [AUTOPILOT HOME]/bin/pkgman [AUTOPILOT HOME]/updates/WGS_ <version>.pkg
-OR-

o Alternatively, on a Windows system, run the package manager GUI by going
to Start > Nastel AutoPilot M6 > M6 Product Maintenance. Click Install,
select the package in the Updates folder, and click Open.

If you get an indicator that you do not have the prerequisite service update, you
must download and install the required packages, namely, all packages
AP60_SUnn.pkg, where “nn” is 1 greater than the current SU version shown in your
package manager display.

4.3 Step 3: Install Additional Packages

If this is a new install use the following packages to install the IBM MQ, IIB/ACE, TIBCO EMS,
Kafka experts, REST API, or the scheduler feature (see Job Scheduler Setup for more
information).

Package Package Name

EMS, Kafka,

IIB/ACE WGSRP-10.x.x.pkg (see note)

IBM MQ AP_IBMMQRP-10.x.x.pkg (see note)
REST WGS_REST_10.x.x.x.pkg
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Package Package Name

Scheduler JOB_SCHEDULER-x.x.x.pkg

= The workgroup server needs to be installed as an AutoPilot Expert. The resource pack will install and
L:..II. configure an Expert which can then be tailored to your needs. If you are setting up a new environment
using IBM MQ, use the AP_IBMMQRP resource pack. For EMS or Kafka only, or when migrating an

NOTE existing WGS 6 environment and using existing experts, use the WGSRP package.

4.4 Firewall Administration

Firewall administrators must allow UDP and TCP connection requests for workgroup server
port 4010 and agent port 5010 (or whichever ports are used) to be opened bidirectionally.

See appendix |, Appendix I: Workgroup Server Communication to Nastel's IBM MQ Agent.

4.5 Next Steps

Your Workgroup Server Expert software is now installed/upgraded. Continue to the next
chapters to complete your install or upgrade.
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Chapter 5: Database Configuration

This section discusses database configuration for new Workgroup Server Expert installations
and upgrades from version 10.x.

A If migrating from Workgroup Server Expert v6 to v10, please contact Nastel Support for

assistance.
IMPORTANT!

Installing the WGS package will install the new database utility, nsqjdbecmk, which can be
found under [AUTOPILOT HOME]/sgl-scripts/nsgjdbcmk. The utility will be used to
create the WGS database or to upgrade an existing installation.

The utility will create or upgrade Navigator database objects and Permits database objects,
define additional workgroups in the Navigator database, and add default Navigator records.

5.1 Preparation

Perform the followings steps before running nsqjdbecmk:

1. Using your database administrator tool, such as MySQL Workbench, create a Nastel
Navigator database schema, for example 'nastel_apwmgq' or 'nastel_apwmq10'.

2. If you will be using Nastel Navigator command authorization, create a permits
database schema, for example 'nastel_permv3' or 'nastel_permv310'".

3. Define the environment variable apwvo HOME using a command line if it's not already
defined. If Nastel Navigator is installed on the local Auto Pilot M6 server, the variable
is already defined. Otherwise, you can create directory
[AUTOPILOT HOME]/config/groups and set apwMQ HOME to that directory and create
an empty file mqgroup.ini in the directory. Utility nsqjdbemk will write workgroup
information to the file, to be used by any Nastel Navigator clients that will run on this
server.

5.2Step 2: Configure the Properties File

To run the utility, you will run the nsqjdbecmk script file, but first you will want to open the
nsqgjdbcmk.properties file, shown below, and configure it.

nsqjdbcmk.apwmg.name = MQM

#Navigator primary connection settings, uncomment and change to override
#nsqgjdbcmk.permits.wgsConn.name=Primary Connection
#nsgjdbcmk.permits.wgsConn.serversList=127.0.0.1

#nsqgjdbcmk.permits.wgsConn.port=4010

#JDBC url datasource for APWMQ

nsqgjdbcmk.apwmg.data source =
jdbc:mysqgl://localhost:3306/nastel apwmg?user=rooté&password=root
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#APWMQ database
nsqgjdbcmk.apwmg.
#APWMQ database
nsqjdbcmk.apwmg.
#APWMQ database
nsqgjdbcmk.apwmg.

# Class name of

schema
schema = nastel apwmg
user
user = root
password
password = root

the JDBC driver

nsqgjdbcmk.apwmg.driver class =

#following

#nsgjdbcmk.apwmng.port = 4010

#nsgjdbcmk.apwng.eventLogSize=1000

#nsgjdbcmk.apwmng.acctLogSize=5000

#nsgjdbcmk.apwmng.statLogSize=5000

#nsgjdbcmk. apwmg.maxMsgCount=10000

#nsgjdbcmk.apwmng.discAuthRec=false;

#nsgjdbcmk.apwng.agentNetwork=0.0.0.0

#nsgjdbcmk.apwmng.agentPort=5010

#JDBC url datasource for PERMITS

nsqgjdbcmk.permits.data source =

#Permits database schema

nsqgjdbcmk.permits.schema = nastel permv3

#PERMITS database user
nsqjdbcmk.permits.user = root
#PERMITS database password

nsqgjdbcmk.permits.password = root
# Class name of the JDBC driver

nsqgjdbcmk.permits.driver class =

com.mysql.jdbc.Driver

are optional and have default values

jdbc:mysqgl://localhost:3306/nastel permv3?user=root&password=root

com.mysqgl.jdbc.Driver

An explanation of the parameters is in the table below.

Parameter

Description

nsqgjdbcmk.apwmg|permits.schema

This maps to the schemas you created in the
previous steps.

nsgjdbcmk.apwmg|permits.data_source

The connection URL string required by the
database that you are using. See the
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Parameter

Description

appropriate product documentation for
your database.

nsgjdbcmk.apwmg|permits.driver class

The JDBC driver class that you are using the
for the database.

nsqgjdbcmk.apwmg. *

Additional settings stored in the apwmq
schema such as the port number.

nsgjdbcmk.permits.*

Additional settings for permits schema such
as the primary workgroup server connection
(see Connecting to the Network).

The values that are commented out can be overridden if you remove the hash sign comment
character '#' on each line that you want to change. For example, if you want a different

default port you would change:
#nsqjdbcmk.apwmg.port = 4010

to
nsqjdbcmk.apwmg.port = 4011

5.3Step 3: Run the Database Utility

Run nsqjdbcmk.bat (or .sh) by changing the directory to [AUTOPILOT HOME]/sql-
scripts/nsqgjdbemk then running nsqjdbemk.bat on a command prompt. You will see the

nsqjdbcmk options listed below.

NASTEL DATABASE DEFINITIONS

o U w N

10. Quit

11.

Create M6-WMQ Database Objects

Upgrade M6-WMQ Database Objects
Create PERMITS Database Objects
Upgrade PERMITS Database Objects
Define additional workgroups in M6-WMQ Database
Add default M6-WMQ records,
(When creating the M6-WMQ tables manually,

. Add/Update WGS Connection Definition

Run provided SQL script file

NOT to be used with option 1

this is needed)
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If performing a new install, select options 1 and 3.
If performing an upgrade from v10.x, select options 2 and 4.
If adding an additional workgroup server to an existing schema, select option 5.

If the schema was created separately by a DBA and you need to populate the default
entries, select option 8.

If you need to add a new WGS connection or update an existing one, select option 9.
This is useful for when you cannot access the Nastel Navigator GUI. You will be presented
with a list of existing connections (each associated with a number option), or an option to
add a new connection. To update an existing connection, simply enter the connection’s
number and update the connection name, host IP and/or port.

You can run nsgjdbemk using a command line instead of a script. There are both numeric and word
|-.1 command line options. Change the directory to: [AUTOPILOT HOME]/sql-scripts/ andrun
L:,- one of the following commands to view the command line options.

MNOTE For Windows: nsgjdbcmk.bat -?
For Unix: nsqjdbcmk.sh -2

After the utility completes, file [apwMo _HOME]\config\groups\mggroup.ini has been
created or updated with the group information extracted from nsqjdbcmk.properties.
For example:

Group: : MOEVENT=MQOM

Group: : MOM=MQOM

MQOM: :Node=127.0.0.1

MQOM: : Service=4011

Please review this file for possible manual editing.

If you need to run an SQL script file, select option 11. You can also run a script from a
command-line interface (CLI). See “Running a script from a command-line interface (CLI)"
below.

NASTEL DATABASE DEFINITIONS

MO Database Objects
WMQ Database Objects
. Create PERMITS Database Objects
. Upgrade PERMITS Database Objects
. Define additional workgroups in MG-WMQ Database
. Add default M6-WMQ records, NOT to be used with option 1
(When creating the M6-WMQ tables manually, this is needed)
. Add/Update WGS Connection Definition
. Quit
. Run provided SQL script file

Please select an option: 11

Enter DB URL: jdbc:mysql://localhost:3306/nastel_apumq?user=rooté&password=mypass

Enter DB schema [nastel_apwmq]:

Enter DB user name [root]:

Enter DB user passuword [iypass]:

Enter DB driver c¢lass [com.mysql.cj.jdbe.Driver]:

Enter SQL script file path: D:\JAUA\PROJECTS\Nastel\Docker\Docker_Navigator\images\cep-wgs\scheduler\config\db\upgrades\upgrade-9.1.12-mysql.sql
Enter SOL statements delimiter [%]: ;

: jdbc:mysql://localhost:3306/nastel_apwmq?user:rooté&password=mypass
root

: mypass
: nastel_apwmq
: com.mysql.cj.jdbe.Driver
: D:\JAUA\PROJECTS\MNastel\Docker\Docker_Navigator\images\cep-wgs\schedulericonfig\db\upgrades\upgrade-0.1.12-mysql.sql
SQL statements delimiter: ;

Is it OK [u/nl: y

NAV/WGS 101.036 22 © 2017-2022 by Nastel Technologies, Inc.



Workgroup Server Expert Chapter 5: Database Configuration

Figure 5-1. Option 11: SQL Script Example

When you select option 11, nsgjdbcmk initiates a questionnaire wizard. You are prompted
for the following values:

Name Value

DB URL (Required.) DB connection URL. This may contain the schema as well as
user and password definitions.
For example:
jdbc:mysql://localhost:3306/nastel_apwmaq?user=root&password=mypass

DB Database or schema name.

schema If applicable, the value resolved from the DB URL is provided in brackets as a
suggested DB schema value.

DB user Database user name.

name If applicable, the value resolved from the DB URL is provided in brackets as a
suggested DB user name value.

DB user Database user password.

password | if applicable, the value resolved from the DB URL is provided in brackets as a
suggested DB user password value.

DB driver (Optional.) If applicable, the value resolved from the DB URL is provided in brackets

class as a suggested DB driver class value.

SQL script | (Required.) SQL script file path

file path

SQL SQL script statements delimiter. By default, nsgjdbcmk uses '%' and SQL uses ';'. If

statements | the SQL script file defines its own DELIMITER value, then that value is used.

delimiter

When the questionnaire is completed, the values you provided are listed in a form. You are
prompted to indicate whether the values presented are acceptable:

Is it OK [y/n]

Choose one of the following:

e To confirm the accuracy of the values, enter 'y'. The provided SQL script is executed.

e Torestart the questionnaire, enter ‘n’. (Any other value aside from ‘y’ is also treated as ‘n’.)

Running a script from a command-line interface (CLI)
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To execute an SQL script file from a CLI, use this pattern, described in the table below:

nsgjdbcmk.sh -d <DELIMITER> -runsqgl <DB URL> <SQL SCRIPT FILE PATH>

<DB_DRIVER CLASS NAME>

Name Value

nsqgjdbcmk.sh Executable nsgjdbcmk shell script file. The extension varies by
operating system:
For Windows: nsqgjdbcmk.bat
For Unix: nsqgjdbcmk.sh

-d nsqgjdbcmk key argument setting SQL statements delimiter.
This is optional if the SQL script file defines its own
DELIMITER value.

<DELIMITER> SQL statements delimiter value

<DB_URL> (Required.) Database URL containing schema and user
credentials

<SQL_FILE> (Required.) SQL script file path

<DB_DRIVER_CLASS_NAME>

(Optional.) Database driver class name. Nsqgjdbcmk
resolves a suitable driver class name from the provided
URL. But in some cases when classpath contains multiple
suitable driver classes, it may be useful to set particular
one. Examples of such cases are when there are both
MySQL and MariaDB drivers available in classpath, or
when different versions of same driver have different
package names (like MySQL 5 and MySQL 8).

Example:

nsqgjdbcmk.sh "-d"™ ";" "-runsqgl"

"jdbc:mysqgl://localhost:3306/nastel apwmg?user=root&password=mypass"
"/opt/nastel/AutoPilotM6/scheduler/config/db/ap-sched-mysgl.sgl"
"com.mysqgl.cj.jdbc.Driver"

5.3.1 Exit Codes

The following application exit codes may be produced by nsgjdbcmk:

Name Value

0 Success

1 Critical exception, other than those listed below
2 SQL execution exception.
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Name Value

Examples include bad SQL syntax, wrong DB state, missing DB
objects, missing permissions to execute statement

3 Java runtime exception.

Examples include null pointer, illegal argument, or illegal access.

5 DB connection failure.

Examples include wrong URL, user credentials, permissions, or
connection timeout.
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Chapter 6: Deploying the Expert and
Configuring Expert Properties

This section discusses how to setup your environment.

When you used the resource pack from the section, Install Additional Packages, it installed a
sample installation, and you need to review the following section which covers settings you
may need to change such as the data URL and passwords.

|:'_"| Only one instance of the Workgroup Server Expert can be deployed to a CEP Server. If you want to
—2" run two instances of the Workgroup Server Expert, then you need to run two different instances of the
noTe  AutoPilot CEP Server, each with one instance of Workgroup Server Expert.

1. Restart the Nastel AutoPilot M6 services: Domain Server, Web Server, and CEP Server.
Start the Nastel AutoPilot M6 Enterprise Manager.

2. If you used the Resource pack to deploy the expert, select the WGS instance then
Properties.
S —
= WGS

_.‘@vvsq
3 ."; Start
o F Stop

r :#WG ¥ Auto Start

0B WG

2 ¢ WG Clear Facts

View Events

Refresh Security

Remove
Copy...

Move...

Properties

Figure 6-1. Deploy Expert Menu > Properties

Otherwise, to deploy it manually, right-click on the AP M6 server icon and select Deploy
Expert.
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) AutoPilot M6 Domain - Deployment Tool
&%) AutoPilot M6 Domain - (DOMAIN)
@& CEP_DEMO
& (@ DOMAIN_SERVER
@ @ HPENVY0113
o @

& s R View Events

Stop Node
Save Deployment

Import Services

Refresh Security
Refresh Environment

Clear Database Backlog

Deregister Node

Deploy Expert > News Feed  ?

Deploy Manager b 0OS Monitors  ?

Node Properties Fiobes f

Samples >

System Health Wenrce 3
I wes >\ Workgroup Server Expert |

IBM MQ >

Job Scheduler >

Figure 6-2. Deploy Expert Menu > WGS > Workgroup Server Expert

3. The General dialog box is displayed. Edit properties described in the table below, as
required.
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w' MOM_WGS5 Properties

Rest AP
K40 Object Fact Options
General | About

Brief description:

Context:

Database Retry Count (0 is infinite):
Database Retry Interval in seconds:
Database Schema (-h1):

Database URL:

Database User Name:

Database User Password:

Databasze Write Interval (in minutes):
License file (full path):

Mame:

Reuse TCP address when binding (-e):
Use version 4 compatible facts:
Workgroup Server Mame (-m):

Workgroup Server Port:

Restart-Recovery

Autherization and Authentication

Security Streaming Options
Queues and Channels Fact Options
EMS Fact Options  Fact Options

Other Options
Dependencies
Workgroup Server

WGES

0

30

nastel_apwmg10
jdba:mysql://localhost: 3306/ nastel_apwmql0?useSSl=false
howard

sesssssssssnsnsnee

30
Cvnastel\AutoPilotMEhlocalhost\AutoPilotWMO_MOM_WGS10.lic
MOM_WGS

O

MOM

4010

Figure 6-3. Create Workgroup Server Expert - General Tab

4. Enter data using the table below.

Job Scheduler
Kafka Fact Options

Tracing
Recording

Legging

Close

Property Description

Brief Description of the expert

description

Context Context name of the expert within the CEP tree

Database Retry
Count (O is
infinite)

The number of times the expert tries to connect to the database at startup to
load the data. A value of 0 means the expert will keep trying to connect to the
database.

Database Retry

The number of seconds to wait before attempting to connect to the database

Schema (-h1)

Interval in after an error at startup.
seconds
Database Schema name of the WGS database, if one exists.

Database URL

JDBC connection URL for the WGS database.
database JDBC connection URLs.

MYSQL:

Below is a list of supported
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Property Description

jdbc:mysql://<host-name or IP>:3306/nastel_apwmq
ORACLE:
jdbc:oracle:thin:@<host-name or IP>:1521:<SID>
jdbc:oracle:thin://<host-name or IP>:1521/<SERVICENAME>
DB2:
jdbc:db2://<host-name or IP>:50000/M6WMQ
MSSQL:
jdbc:sqlserver://<host-name or IP>:1455;databaseName=nastel_apwmq
POSTGRE:

jdbc:postgresql://<host-name or
IP>:5432/nastel_m6wmg?searchpath=nastel_méwmq

Database User | WGS database username
Name

Database User | WGS database user password
Password

Database Write | How often the runtime data is written to the WGS database in minutes. Will also
Interval (in be written to database at shutdown.
minutes)

License file (full | If not local host, must be full path.
path)

Name Name of this instance

Use version 4 Indicates if you want version 4 or version 6 compatible fact names/values.
compatible
facts

Workgroup Name of the workgroup server instance that must also be in your license file.
Server Name (-
m)

Workgroup The default is port 4010. Change as required.
Server Port

5. Select the About tab. These properties are for information only and cannot be edited.
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» MOM_WGS Properties o
Rest AP Restart-Recavery Security Streaming Options Tracing
MNOOkiesd Fact Options Other Options Queues and CThannels Fact Options  Job Scheduler Recording

| | :
General} About § Authonization and Authentication  Dependencies  EMS Fact Options  Fact Options  Kafka Fact Options  Logaging

Expert description
Package Tile
Package verdlor

Package version

I LEE‘; ' Help Close
Figure 6-4. Create Workgroup Server Expert - About Tab

Property Description

Package Title Implementation title of the source package.

Package vendor | Name of implementation vendor.

Package version | Package version as assigned by the vendor.

6. Select the Authorization and Authentication tab and edit properties described in the table
below, as required.

< MOM_WGS Properties =3
Rest API Restart-Recovery Security Streaming Options Tracing
MO Object.Eact Ontione Othsr Ontions Queues and Channels Fact Options  Job Scheduler Recording

General About | Authorization and Authentication | Dependencies EMS Fact Options  Fact Options  Kafka Fact Options  Logging

Permits Database Schema (-h2): | nastel_permv310
Permits Database URL: |jdbcmysql://localhost:3306/nastel_permv310
Permits Database User Name: | howard
Permits Database User Password: |eessssssssssssssss

Options: |0

Figure 6-5. Create Workgroup Server Expert - Authorization and Authentication Tab

Property Description

Permits Database h fth . if .
Schema (-h2) Schema name of the Permits database, if one exists.

Permits Database | JDBC URL of the Permits database. Below is a list of supported permit
URL database JDBC connection URLSs.

MYSQL:
jdbc:mysql://<host-name or IP>:3306/nastel_permv3
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Property Description

ORACLE:
jdbc:oracle:thin:@<host-name or IP>:1521:<SID>
jdbc:oracle:thin://<host-name or IP>:1521/<SERVICENAME>
DB2:
jdbc:db2://<host-name or IP>:50000/PERMV3
MSSQL:
jdbc:sqlserver://<host-name or
IP>:1455;databaseName=nastel_permv3
POSTGRE:

jdbc:postgresql://<host-name or
IP>:5432/nastel_permv3?searchpath=nastel_permv3

Permits Database

User Name Permits database user name.

Permits Database

User Password Permits database user password.

Options Select one as described below:

Enable

Authentication | Enable user authentication through Nastel AutoPilot M6.
(+a2)

Enable Permits

(+u3) Enable Permits Version 3.
Import user
gropups from Ap | Enable user authentication through Nastel AutoPilot M6 and import

Permits.

(+au)
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7. Select the MQ Object Fact Options tab. Edit properties described in the table below, as

required.

%" MOM_WGS Properties [
General About Authorization and Authentication Dependencies EMS Fact Options  Fact Options  Kafka Fact Options  Logging
Rect D1 Rectarct-Recovery Security Streaming Options Job Scheduler Tracing

MQ Object Fact Options Other Options Queues and Channels Fact Options Recording

Authinfo Publish Facts:

Authlnfo Include Filter (regex):
Listener Publish Facts:

Listener Include Filter (regex}:
Mamelist Publish Facts:

Mamelist Include Filter (regex):
MNode/Agent Publish Facts:
Node/Agent Include Filter (regex):
Process Publish Facts:

Process Include Filter (regex):
OMgr Publish Facts:

QMagr Include Filter (regex):
Service Publish Facts:

Service Include Filter (regex):
Subscription Publish Facts:
Subscription Include Filter (regex):
Topic Publish Facts:

Topic Include Filter (regex):

V8+ MO Sys Metrics Publish Facts: O

Help Close

Figure 6-6. Create Workgroup Server Expert - MQ Object Fact Options Tab

Property Description

Authinfo Publish Facts Enable publishing of Authinfo facts

Authinfo Include Filter (regexp) Regex expression of what Authinfos to publish
Listener Publish Facts Enable publishing of Listener facts

Listener Include Filter (regexp) Regex expression of what Listeners to publish
Namelist Publish Facts Enable publishing of Namelist facts

Namelist Include Filter (regexp) Regex expression of what Namelists to publish
Node/Agent Publish Facts Enable publishing of Node/Agent facts
Node/Agent Include Filter (regex) | Regex expression of what Node/Agent to publish
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Property

Description

Process Publish Facts

Enable publishing of Process facts

Process Include Filter (regexp)

Regex expression of what Processes to publish

QMgr Publish Facts

Enable publishing of Queue Manager facts

QMgr Include Filter (regexp)

Regex expression of what Queue Manager to publish

Service Publish Facts

Enable publishing of Service facts

Service Include Filter (regexp)

Regex expression of what Services to publish

Subscription Publish Facts

Enable publishing of Subscription facts

Subscription Include Filter
(regexp)

Regex expression of what Subscriptions to publish

Topic Publish Facts

Enable publishing of Topic facts

Topic Include Filter (regexp)

Regex expression of what Topics to publish

V9+ MQ Sys Metrics Publish Facts

Enable publishing of MQ V9 system metrics

8. Select the Queues and Channels Fact Options tab. Edit properties described in the table

below, as required.
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%' MOM_WGS Properties =
General About Authorization and Authentication  Dependencies  EMS Fact Options  Fact Options  Kafka Fact Options  Logging
Rest API Restart-Recovery Security Streaming Ootions Job Scheduler Tracing

MO Object Fact Options Other Options Queues and Channels Fact Options Recording

Queues AliasQ Publish Facts:
Queues AliasQ Include Filter (regex): |.*

Queues LocalQ Publish Facts:

CQueues LocalQ Exclude Filter (regex):

CQueues LocalQ Include Filter (regex):

CQueues ModelQ Publish Facts:

Cueues Model( Include Filter (regex):

Queues RemoteQ Publish Facts:

Queues RemoteQ Include Filter (regex):

AMOP Channels Publish Facts:
AMOP Channels Include Filter (regex): |.*

Channel Publish Facts:

Channel Exclude Filter (regex}:

Channel Include Filter (regex):

Client Connection Channels Publish Facts:

Client Connection Channels Exclude Filter (regex):

Client Connection Channels Include Filter (regex):

MQTT Channels Publish Facts: []

MQTT Channels Include Filter (regex): |.*

Help Close

Figure 6-7. Create Workgroup Server Expert - Queues and Channels Fact Options Tab

Property Description

Queues AliasQ Publish Facts Enable publishing of AliasQ facts

Queues AliasQ Include Filter (regexp) Regex expression of what AliasQs to publish
Queues LocalQ Publish Facts Enable publishing of LocalQ facts

Queues LocalQ Include Filter (regexp) Regex expression of what LocalsQs to publish
Queues ModelQ Publish Facts Enable publishing of ModelQ facts

Queues ModelQ Include Filter (regexp) Regex expression of what ModelQs to publish
Queues RemoteQ Publish Facts Enable publishing of RemoteQ facts

Queues RemoteQ Include Filter (regexp) Regex expression of what RemoteQs to publish
Channel Publish Facts Enable publishing of Channel facts
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Property

Description

Channel Include Filter (regexp)

Regex expression of what Channels to publish

Client Connection Channel Publish Facts Enable publishing of Client Connection facts
Client Connection Channel Include Filter Regex expression of what Client Connections to
(regexp) publish

MQTT Channels Publish Facts

Enable publishing of MQTT facts

MQTT Channel Include Filter (regexp) Regex expression of what MQTTs to publish

9. Select the Tracing tab. Edit properties described in the table below, as required.

%' MOM_WGS Properties

MQ Object Fact Options

=

Other Options Queues and Channels Fact Options Job Scheduler Recording

General About Authorization and Authentication  Dependencies  EMS Fact Options  Fact Options  Kafka Fact Qotions | caaing
Rest API Restart-Recovery Security Strearmning Options Tracing

Authentication trace (-ta):
Authorization trace (-tu):
Communication trace (-tc):
Connection trace (-tn):
PCF protocol trace (-th

SOL trace (-ts):

O

O/ OOO

Help Close

Figure 6-8. Create Workgroup Server Expert - Tracing Tab

Property

Description

Authentication trace (-ta)

Enable/disable authentication trace.

Authorization trace (-tu)

Enable/disable authorization trace.

Communication trace (-tc)

Enable/disable communication trace.

Connection trace (-tn)

Enable/disable connection trace.

PCF protocol trace (-t)

Enable/disable PCF protocol trace.

SQL trace (-ts)

Enable/disable SQL trace.

10. To make WGS 10 log viewing easier, on the Logging tab, change the default Log name
field from services to something like wgs10_service_log, to make the log name more
recognizable. This log will contain only log messages for the WGS 10 service, excluding log
messages for other services (experts).
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" WGS Properties

>6ther Option§ ] Queues and Channels Fact Options ]_Recording VINRestart-Recoveuy ] i tre
General l About | Authorization and Authentication | Dependencies [ Fact Options | Logging

Audit: [
Log name: 'wgsl10_service_log

Log service activity: |

]

Log size (bytes): 200000

Figure 6-9. Logging

If you right click on WGS > View Events, the Event Viewer window opens. Click Menu >
cep_server_Logs and observe that wgs10_service_log is one of the selectable choices.

File Toots User Lool&fed Wondow Help
CACIEISNN I M S Ry e
* HOWARD2-C - Event Viewer

File View HOWARD2-PC L

. Date/Ti actionactivity  Event ID:;ccg\m
LA Q003 SYSTEN
®2019-0:  Installactivity 1002 Admin
201905  mailserver 1001 Admin

magsonar_sernces

policies

pohc:euiam(

services

sesmonactivity

system

system.activity
€ wos unnamed

Database © wgsl0 service Jog scord read

Clear All Events
Log Settings

Figure 6-10. Event Viewer Menu

Select wgs10_service_log and you will see the WGS 10 log messages.

B Nastei AutoPilot MG6® Enterprise Manager - Admin - [DOMAINGBbns://11.0.0.24:2323]

= lf l aols [i or L(_(\t.lrr Wir erw\ —"l
A2
File View HOWARD2-PC Logs
L_Daeline ___ Soute | Event D Accouct _Mesiage
| 2019-05-07 153201 WGS 1002A0mi"\ Started cennre "WGS™ versinn=1N0 111 vendnr=Nastel Terhnnlani
L 2019-05-07 15:32:01 WGS 1001 Admin Startinn servica “WIGS™ vercinn=1N1 11 wvendnr=Nactal Terhnnlnn

Figure 6-11. Event Viewer - WGS 10 Log Messages

11. Click Apply. A confirmation dialog box opens. Click Yes to apply and No to cancel. Click
Close.
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Create Workgroup Server Expert >

Deploy new service "WGS"?

Yes MNo

Figure 6-12. Deployment Confirmation

=
I-_::l. The following AutoPilot tabs are not used to configure the Workgroup Server Expert:

NOTE Dependencies, Fact Options, Recording, Restart-Recovery, Security, Streaming.

6.1 Workgroup Server Verification

The following figures show examples of the Workgroup Server Expert facts that will be visible
in the Enterprise Management console if you configured the Workgroup Server Expert
properly. DBSTATS is the most important as it shows the connections to the databases.
License shows license information, WGSTATS will show operational metrics about the WGS
and under the WGS name (MQM) will be facts published about the environment based on
options selected.

EFETWES
=« [
"'}@ Actions
E!-- Facts
=@ DBSTATS

- @ APWMQ_DB_VERSION : 20
- @ DB_CONMECTED : true
- @ DB_DRIVER : MySQL Connectar/J
- @ DB_EXCEPTION :
-~ @ DB_NAME : MySQL
- @ DB_VERSION : 8.0.20
- @ PERMV3_DB_COMNMNECTED : true
- @ PERMV3_DB_VERSION : 28
- @ PERVM3_DB_DRIVER : MySQL Connector/)
- @ PERVM3_DEBE_EXCEPTION :
- @ PERVM3_DB_MNAME : MySQL

- @ PERVM3_DEBE_VERSION : 8.0.20
G488 LICENSE
=3 MQM
-8 WGSTATS
- @ VERSION : 10.1.5.10

Figure 6-13. Facts for the Database and Workgroup Nodes
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Chapter 7: Web Application Installation

The following sections cover installation of the web applications integrated with Nastel
Navigator:

e Nastel Navigator Security Manager provides a user interface for defining
authorization rules for Nastel Navigator. It allows you to manage authority records
and preserve them in the SQL database.

¢ Nastel Navigator provides the ability to view objects and manage messages for IBM
MQ, IIB/ACE, Kafka and TIBCO EMS.

7.1Install in Tomcat

The following steps are common to both Nastel Navigator and Security Manager. When
finished with these steps, perform the instructions in the section, Setup Users and Roles, for
Nastel Navigator Security Manager.

=
L:'l. In the following installation steps, <tomcat install> string denotes directory where Tomcat is

NOTE installed on your system, such as /nastel/AutoPilotM6/apache-tomcat.

To install web applications, assuming you are installing in the same apache-tomcat as
shipped with Nastel AutoPilotM6, do the following:

1. Stop all M6 Web Services

2. From webapps, copy the navigator.war, navigator-server.war and apodwmgq.war
filesinto the <tomcat install>/webapps directory.

3. Navigate to <tomcat_install>/conf/and open the file server.xml.
If not already there, insert the content of
APWMQ_HOME/webapps/config/tomcat/DataSource_Snippet_<DATABASE>.xml
within the <GlobalNamingResources>...</GlobalNamingResources> block and
update the fields indicated according to the database configuration of your
machine.

4. Replicate the existing global resource for nastel_permv3_db_ds changing the
name to nastel_apwmgq_db_ds and changing the database instance to point to
the apwmq database. See example below.

5. Copy the appropriate JDBC connectors into <tomcat install>/1ib by copying the
respective jdbc jar from AUTOPILOT_HOME/lib.

6. or by downloading the required jdbc driver from the vendor website.

7. Restart all M6 Web Services.

Example:

<GlobalNamingResources>

<Resource name="jdbc/nastel permv3 db ds"
scope="Shareable"
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type="javax.sqgl.DataSource"
maxWait="5000"
maxActive="100"
maxIdle="100"
username="user"
password="pwd"

url="jdbc:mysqgl://localhost:3306/nastel permv3?autoReconnect=true"
driverClassName="com.mysqgl.jdbc.Driver"
auth="Container"/>

<Resource name="jdbc/nastel apwmg db ds"
scope="Shareable"

type="javax.sqgl.DataSource"

maxWait="5000"
maxActive="100"
maxIdle="100"
username="user"
password="user"

url="jdbc:mysqgl://localhost:3306/nastel apwmg?autoReconnect=true"
driverClassName="com.mysqgl.jdbc.Driver"
auth="Container"/>

</GlobalNamingResources>'

7.1.1 Setup Users and Roles
To access the Nastel Navigator Security Manager, users must set up an méadmin role.

1. Navigate to [CATALINA HOME]/conf/ and open the file tomcat-users.xml.
2. Add mé6admin role and create/modify users to assign role as mé6admin as follows:

<role rolename="m6admin"/>
<user username="<YOUR-USERNAME>" password="<YOUR-PASSWORD>" fullName=""
roles="m6admin" />
For Example:
<?xml version='1l.0' encoding='utf-8'?>
<tomcat-users>
<role rolename="tomcat"/>
<role rolename="manager"/>
<role rolename="mo6admin"/>

<user username="admin" password="<YOUR-PASSWORD>"
roles="m6admin, manager"/>

</tomcat-users>

All users who have been assigned an m6admin role can now access the Nastel Navigator
Security Manager.

7.2 Nastel Navigator Initial Setup

7.2.1 Licensing Information

Nastel Navigator is a standard component of AutoPilot M6 for middleware. The number of
users that can use this interface is limited by the terms of your license.
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7.2.2 Connecting to the Network

As part of creating an initial database or upgrading from previous releases, a set of WGS
connections was created. You may need to modify these for your environment. Adding and
editing workgroup servers can only be performed by administrators with the Configure
Connections permission enabled (set in Nastel Navigator Security Manager).

Click the Manage Workgroup Servers button in the Workgroup Servers viewlet located on
the WorkSpace dashboard to add a new workgroup server connection or to edit an existing
one.

B Workgroup servers

C AL SR Derault Workgroups Dir p rier oy: [ D

Connection Name Workgroup Name ~ State  Hostmame Default Connection IP Address IPPort OSPI
:| 53 | conni MQM Active |tomcatlocalhost | false 172.16.6.25 4040 WINDOW

Figure 7-1. Add/Edit Workgroup Servers

The Work Group Server Connections window opens displaying all workgroup server connection
names and their servers on the left side of the window (this list is global to all administrators).
Select a workgroup server to display its details on the right side of the window.

If you are upgrading, you might want to delete miscellaneous workgroup server connections that are
not used. The Viewlet Count field on the below screen will help you determine which workgroup
L—.'.I « servers are no longer needed. This field displays how many viewlets a workgroup server contains.

Before deleting a workgroup server, you can reassign its viewlets to a different workgroup server (see
Reassigning Viewlets for more information). After moving the viewlets to a new workgroup server, you
can then delete the old workgroup server.
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Work Group Server Connections ? x
Filter by:|

# [J Connection Name Server(s) Attribute Name Attribute Value

1 [0 GENERATED_110_1.1.1.10_ 1.1.1.10 Connection Name GENERATED_4040_127.0.0.1_

2 [0 GENERATED_1212_123.1231.231.1_  123.1231.231.1 WGS name

3 1 GEMERATED_4040_127.0.0.1_ 127.0.0.1 Server(s) 127.0.0.1

4 [0 GENERATED_4041_172.16.6.25_6- 172.16.6.25 Port 4040

025.singleton-labs.lt

Viewlet Count 32

Favorite Viewlet Count 1

Search Viewlet Count 31

Add Re-Assign Viewlets

Figure 7-2. Work Group Server Connections

Use the Add, Modify and Delete buttons to update the workgroup server connections.
These actions are all audited in the Nastel Navigator Security Manager under
Administration > Audit Report. You can view who performed the action, when, and the
changes made.

When deleting workgroup server connections, all associated viewlets (both visible and
invisible) are deleted. Before permanently deleting a connection, you can preserve its
viewlets by moving them to a different workgroup server. See Reassigning Viewlets for more
information. Before workgroup server connections are deleted, a prompt will appear
confirming the delete action. Please note, you will not be able to delete all connections; at
least one connection must remain.

The connection names, servers list and port numbers of workgroup servers must be
specified when creating a new workgroup server connection.

The connection name is a custom name to represent the workgroup server connection.
Enter a simple name that will be easy for users to recognize as this name will be displayed in
Nastel Navigator.

=]
L::Ir. If you are upgrading, you will need to modify the Connection Names to be something more useful, as

NOTE these fields were automatically populated after upgrading.
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Please note, the Server(s) list can contain any valid IP or hostname and they must be
separated by a comma, for example: 127.0.0.1, 172.16.6.25, NODESERVERT1, 172.16.6.44

Change WGS Connection ? x

Name

Figure 7-3. Change Work Group Server Connection

The Viewlet Count field located on the right side of the window represents all valid viewlets
belonging to that connection, it is the total “Favorite Viewlet Count” + “Search Viewlet Count.”

7.3 Updating AutoPilot Web Security Manager and
Nastel Navigator

If a fix contains the web applications, these must be copied to the application server. The
process to do this is dependent on the application server. For example, to use the
Apache version supplied with AutoPilot, do the following:

1. Stop the application server (M6-Web-Server).
2. Copy the war files from the apwmag/webapps folder to the
AutoPilotM6/apache-tomcat/webapps folder.

3. Remove the existing navigator, navigator-server, apodwsm and apodwmqg folders
from AutoPilotM6/apache-tomcat/webapps.

4. Remove the existing navigator, navigator-server, apodwsm and apodwmg folders
from AutoPilotM6/apache-tomcat/work/Catalina/localhost.
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Chapter 8: Job Scheduler Setup

The following steps are not required. Only perform the below if you plan on utilizing Nastel
Navigator Scheduler, as this is an optional feature.

The scheduler allows tasks or jobs to be scheduled for execution by a client, such as WGS
Expert, at some time in the future. These jobs can be anything that can be performed with
PCF commands, such as putting a batch of end-of-market related messages on a transmit
queue to be sent to a securities dealer at end of day; or defining a new channel, starting it,
and then deleting it.

8.1 Requirements

e AP60_SU31.pkg or higher, available from the same media or web site from where you
obtained the WGS Expert.

e Java 1.8

e Asupported database: MySQL, PostgreSQL, Oracle, MS SQL, or DB2

8.2Installation Steps

1. Install JOB_SCHEDULER-x.x.x.pkg. This package is available from the same media or web
site from where you obtained the WGS Expert.

a. Stop WGS Expert if running and CEP Server.

b. Copy the package file to [avrorrror HoME] /updates on the server where AP M6 is
installed

c. Install using pkgman:

[AUTOPILOT HOME] /bin/pkgman [AUTOPILOT HOME] /updates/JOB SCHEDULER-version.pkg

Alternatively, on a Windows system, run the package manager GUI by going to Start >
Nastel AutoPilot M6 > M6 Product Maintenance. Click Install, select the package in
the Updates folder, and click Open.

2. Run the following SQL file found within the directory,
AutoPilotMé/scheduler/config/db. Run these files from the command client or your
database Admin tool. Use database schema nastel_apwmq (or the similar name that
you defined):

a. ap-sched-<db>.sql
b. quartz_<db>.sql
3. Restart CEP Server.

4. Deploy an instance of Job Scheduler to the same node where WGS10 expert is installed.
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z Nastel AutoPdor MG® Enterprise Manager - Admn

File Tools User Look&Feel Window Help

L 1)

-

s - | 4 <
VY $vs PFwi[ &
. AutoPot MG Domain - Deployment Took
W AutoPilot M& Domain - (DOMAIN)
i & DB2
+i-{f) DOMAIN_SERVER
? View Events
¥ Stop Node
T Seve Deployment
Impert Sarvices
LN
+ 8 C Rafresh Secunty
Refrash Environment
Clear Database Backlog
Depley Expent » News Feed
Deploy Manager ' 05 Montors
Node Properties Penbex
Samples
System Health
. Wrappers
WGS
WebSphere MQ
Job Scheduler

> Job Scheduler Seryice

Figure 8-1. Deploy Expert Menu

a. Configure Job Scheduler database property page to use the database schema

where the new tables in step 2 were created.

b. For the database selected include the name of the JDBC driver

c. Make sure not to leave spaces when copying DB information into the DB fields:
JDBC Driver, DB Logon ID, DB Password, DB Connection URL. Use the same DB
properties as used when configuring the WGS Expert properties. See Figure 6-2.

' Craate o Scheduber Samvice

Loaging
General

Reatart-Recovery
Oatsbiase

Recordesg
About

Security
Dependencies
D€ Coewection PeolSae 4

D8 Cennection URL
D8Logon IT:
DEPavwerd  sssssssssssssssnns

idle Comnmecton Test intervel (3ect &0

IDBC Drives

o] | sweyon

=
Streaming Options
Fact Optionsy
Help Close

Figure 8-2. Database Tab in Job Scheduler Properties

5. Start Job Scheduler Expert
6. Start WGS10 Expert
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8.3 ServiceNow Service

Nastel Navigator connects to ServiceNow to allow you to correlate change requests and
scheduled actions. This an optional setup that allows you to see what changes have been
approved and how they correlate to changes being made. In addition, these changes can be
set for approval before being implemented which can be triggered from a ServiceNow action.

8.3.1 ServiceNow Setup

Go to the Other Options tab of the WGS Properties window and populate the ServiceNow
URL, ServiceNow User Name and ServiceNow User Password fields.

% WGS Properties

Authorization and Authentication Dependencies Fact Options Kafka Fact Options
Queues and Channels Fact Options Recording Restart-Recovery Security

Other Options |

Alias name to use in messages (-n):

Client pending command limit (-1):

Disable user id conversion to uppercase (-C):

Disable writing to Accounting table (-wc):

Disable writing to Auditing table (-wd):

Disable writing to Event table (-we):

Disable writing to Statistics table (-ws):

Generate Alter events during full queue manager discovery (-F):
Output audit information to log (-auditinfo):

Perform full queue manager discovery upon connection (-f):
Publish facts only at Republish Interval:

Republish fact interval in seconds (must be lower then expiry):

HgDHDDDDDDﬂg

Require Approval for Scheduled Jobs:

ServiceNow URL: | https://dev87058.service-now.com

ServiceNow User Name: |admin

(ServiceNow User Password: eeeessesecsscsscse

Set AP authorization/Permits refresh interval in minutes (-ru): 180

WMQ object refresh interval in seconds (-r): 180

Figure 8-3. WGS Properties - ServiceNow Fields

8.4 Approving Scheduled Actions

Scheduled actions can be configured to require approval either manually using the Nastel
Navigator GUI, or via commands. The process is as follows:

1. Within the workgroup server, specify that approval is required. Do this by going to
the Other Options tab of the WGS Properties window and enabling the Require
Approval for Scheduled Jobs option.
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Other Options Queues and Channels Fact Options Recording Rest API Restart-Recovery Security Streaming Options Tracing

Alias name to use in messages (-n):

Client pending command limit (-): 15000
Disable user id conversion to uppercase (-Q):
Disable writing to Accounting table (-wc):
Disable writing to Auditing table (-wd):

Disable writing to Event table (-we):

Generate Alter events during full queue manager discovery (-F):
Output audit information to log (-auditinfo):

Perform full queue manager discovery upon connection (-f):

1%}
O
O
O
Disable writing to Statistics table (-ws): []
O
O
%]
O

Publish facts only at Republish Interval:

Republish fact interval in seconds (must be lower then expity): 30

Require Approval for Scheduled Jobs: [

ServiceNow URL: | https://dev87058.service-now.com

PSS TG ey g RS <

Figure 8-4. Require Approval Option

2. Within Nastel Navigator, a scheduled action is created or updated. The scheduled
action will have a status of approval pending.

3. The scheduled action will need to be approved. This is done either using the Nastel
Navigator GUI or command actions:

a. Viathe Nastel Navigator GUI: Click the Approve button for each scheduled
action, or the Approve All button to approve all scheduled actions.

Schedules for: MQM//DESKTOP-NLDFRS0//QM _A//ADPT ?7 %

Figure 8-5. Approve Button
b. Via command actions: Use one of the following commands:
i. approveJobTag (String jobTagq)
-or-
ii. approveJobUserTag (String username,String jobTagq)

4. If approved, the actions will activate at the scheduled times. If not approved, the
actions will fail.
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Chapter 9: Rest API

9.1 Installation

Install the Rest package which installs all the required libraries used by the Rest API. The
name of the package is WGS_REST_10.x.x.x.pkg.

9.2 Configuration

Configure the following settings on the Rest API tab of the WGS Properties window.

« Basic Authentication Enabled: Enable/disable basic authentication.
e HTTP REST Listener Enabled: Enable/disable Rest API HTTP listener (start Jetty
server).

e HTTP REST Listening Port: Change Rest API port.
e OAuth2 Authentication enabled: Enable/disable OAuth2 authentication.

e OAuth2 Access Token Valid Time(s): Valid time of OAuth2 access token in seconds.
e OAuth2 Client ID: OAuth2 client ID used for aut