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Log Expert Installation and Usage Guide Chapter 1: Introduction

1 Introduction

The purpose of this document is to explain the basic concepts of Log Expert monitoring with AutoPilot
M6.

1.1 History of This Document

Table 1-1. Document History

Release Date | Document Number | Version Summary
May 2017 LE 100.001 1.0 Initial release

1.2 Architecture Review

The diagram below shows the basic AutoPilot M6 architecture.

e
L e ,
Business Service l«j Real-time
Views for syersaN = i Views for
Line of Business Operations

Rep051t0r

AutoPilot M6

CEP Based Policy and
Analytics Engine

Operational Transaction Existing Application
Metrics al Metrics Monitors Metrics

Applications, Middleware (WAS, WMQ, DataPower)

Figure 1. AutoPilot M6 Architecture

LE 100.001 1 © 2017 Nastel Technologies, Inc.



Log Expert Installation and Usage Guide Chapter 1: Introduction

2 Log Data Collection

The log file data collection leverages three components:
e Log reader (section 2.1)
e Log analyzer (section 2.2)
e Log expert (section 2.3).

2.1 Log Reader

The log reader is responsible for reading one or more files on each of the target systems. As content is
added to the files, that content is forwarded to the log analyzer for parsing. At least one log reader will
execute on every target system with the files to be monitored. Multiple readers can be used to increase
scalability.

2.2 Log Analyzer

The log analyzer is responsible for processing the log events forwarded from the log reader and
identifying patterns that match specified criteria. The matching content is passed on to the log expert.
The log analyzer will typically be paired with a log expert on the target system, but an analyzer can
process more than one reader when needed. Multiple analyzers can be used to increase scalability.

2.3 Log Expert

The log expert is an instance of an AutoPilot process wrapper which publishes the facts to be used. The
facts published are based on the log analyzer definitions. One or more experts can be used to separate the
facts based on various conditions although this is not necessary.

The example below shows the most common configuration with one expert processing all log monitor
facts:

AutoPilot Server

Log Log Log
Reader/ Reader/ Reader/
Analyzer Analyzer Analyzer

\ J \ 4 X

Figure 2. Configuration with One Expert

LE 100.001 2 © 2017 Nastel Technologies, Inc.
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An alternate approach is with multiple experts receiving facts as shown in the figure below. Other

combinations are possible based on configuration options.

AutoPilot Server

Log
Reader/
Analyzer

Figure 3. Configuration with Multiple Experts

Reader/ Reader/
Analyzer Analyzer
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3 Log Expert Setup

The first step is to add a process wrapper which acts as the log expert to receive the data from the
analyzer. To deploy and configure an instance of a process wrapper:

1. Right click the desired CEP server.
2. Select Deploy Expert > Wrappers > Process Wrapper

% AutoPilot M6 Domain - Deployment Tool =101 x|

= U AthPiIot M6 Domain - (DOMAIN)
-5 DOMAINTSEL ;0 ) Events

&8 M6_WEB_SEI
) TECHWRITEF  Stop Node
Save Deployment
Import Services

Refresh Security
Refresh Environment
Clear Database Backlog

Deregister Node

Deploy Expert jKool »

Deploy Manager »  WebSphere MQ »
Node Properties 2ol %
; - Samples »

Domain Properties
Probes >

System Health File Monitor
News Feed 1] Process Wrapper

Figure 4. Add Process Wrapper

Give the process wrapper any Name, such as LogExpert and specify Context as Log_Monitors.

# Create Process Wrappe

Restart-Recovery | Securityl Streaming Options | TCP Optionsl UDP Options | WebSphere MQ Options
General ‘ About | Dependencies | Fact Options | JDBC Options | Logging | Options | Parser | Recording

Brief description:

Clear Empty Facts (resource intensive):
Context: |Log_Monitors

Custom stop procedure: \none

Name: |LogExpert

Publish facts: [V]
Publish Session Metrics: [ |

Replay mode: [
Run application:

Startup arguments:

[ Deploy ] [ Deploy On... ] [ Help ] [ Close

Figure 5. Configure Process Wrapper

LE 100.001 4 © 2017 Nastel Technologies, Inc.
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The listening port is set on the TCP Options tab and can be any available port. In the example the
listening pot is set as 8055.

# Create Process Wrappe

General | Aboutl Dependencies | Fact Options | JDBC Options | Logging | Options | Parser | Recording
Restart- Recovery| Securityl Streaming 0pti0ns| TCP Options§| UDP Options | WebSphere MQ Options

Accept TCP facts: [
Option SO_TIMEOUT (ms): |120000

TCP port: |8055

[ Deploy I [ Deploy On... ] [ Help ] [ Close ]

Figure 6. TCP Options

Once deployed, the expert will look similar to the figure below. Session stats will appear automatically
over time. Other facts will display as they are published.

=k ~ Log_Monitors
E}ﬁ LogExpert
’}@ Actions
EI@ Facts
- (8l _=essionstats

Figure 7. Log Expert

4 Log Reader and Analyzer Setup

The next step is to setup the pair of log readers and analyzers. There are four files which need to be
reviewed:

e Two property files (section 4.1)
e Two xml configuration files (section 4.2).

4.1 Property Files

There are two property files. In most cases, these do not require changes.
e logreader.properties — contains settings for the reader run time (section 4.1.1)
o loganalyzer-expert.properties — contains settings for the analyzer run time (section 4.1.2).

411 logreader.properties

e Time out value for sending to AutoPilot Expert:
o execTimeout=0
e Seconds to wait before retrying reading file after read failure:
o discovery=0
o Reference to file definition file:
o expertContext=logreader-context.xml
e Log file options:
o workDirectory=./
o logFile=logreader-expert.log

LE 100.001 5 © 2017 Nastel Technologies, Inc.
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4.1.2 loganalyzer-expert.properties

o Reference to search file:
o expertContext=loganalyzer-expert-context.xml
e Log file options:
workDirectory=./
logFile=loganalyzer-expert.log
logSize=1048576
logCount=5
logLevel=ALL|INFO[WARNING|SEVERE (ALL is best for debugging)
e Port refresh options:
o portRefreshConfig=9999

4.2 XML Configuration Files

There are two xml configuration files:
o logreader-context.xml — specifies the files to be processed (section 4.2.1)
¢ loganalyzer-expert-context.xml — contains the search strings to be matched (section 4.2.2).

O O O O O

4.2.1 logreader-context.xml

This file specifies the files to be processed. The following attributes are used:
o file (repeat once for each file to be read)
o id — used to reference a specific file scanner. Must match values in the analyzer file.

o name — file name to be scanned
(follows OS conventions; e.g. C: \abc.txt Or /tmp/abc. txt)

discovery — the interval, in milliseconds, between scans attempts
host — the host where the analyzer is running (typically localhost)
port — the port where the analyzer is listening.

Sample File

<?xml version="1.0" encoding="UTF-8"?>
<logreader-config>
<files>
<file id="MQLOGFILE">
<name>/var/mgm/errors/AMQERRO1.LOG</name>
<discovery>1000</discovery>
<server>
<host>localhost</host>
<port>11234</port>
</server>
</file>
<file id="DBLOGFILE">
<name>/usr/database/mylog.log</name>
<discovery>5000</discovery>
<server>
<host>localhost</host>
<port>11234</port>
</server>
</file>
</files>
</logreader-config>

LE 100.001 6 © 2017 Nastel Technologies, Inc.
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4.2.2 loganalyzer-expert-context.xml

This file specifies the text strings to be found.. The following attributes are used:
e autopilot-servers — may be repeated for multiple log experts
o autopilot-server id — the id for an instance of AutoPilot Server
o host —the host where the log expert is running

o port— the port for the log expert listening for these events
e events-handlers — repeated for each incoming content stream from the reader
events-handler fact-name — the name these facts will be published under

autopilot-server — the matching server for these facts

port-listener — the port that the analyzer listens to (must match port reader sends to)
source id — the source id for the events sent from the reader

event — repeated for each unique search string

= fact-name — name to identify this matching set

= starts-with/contains/ends-with — content to match from incoming events

= text-size — amount of content to forward to AutoPilot Expert

O O O O

Sample File

<?xml version="1.0" encoding="UTF-8"7?>
<analyzer-expert-config>
<autopilot-servers>
<autopilot-server i1d="LOGEXPERT1">
<host>APSERVER.us.com</host>
<port>8055</port>
</autopilot-server>
</autopilot-servers>
<events-handlers>
<events-handler fact-name="LOG FILES" autopilot-server="LOGEXPERT1"
disabled="false">
<port-listener>11234</port-listener>
<source 1d="MQLOGFILE">
<event fact-name="ClientConnectFail">
<starts-with></starts-with>
<contains>AMQ9202</contains>
<ends-with></ends-with>
<text-size>100</text-size>
</event>
<event fact-name="CMDSTART">
<starts-with></starts-with>
<contains>AMQ5024</contains>
<ends-with></ends-with>
<text-size>100</text-size>
</event>
</source>
<source 1d="DBLOGFILE">
<event fact-name="DBFail'">
<starts-with> Failure::</starts-with>
<contains></contains>
<ends-with></ends-with>
<text-size>200</text-size>
</event>
</source>
</events-handler>
</events-handlers>
</analyzer-expert-config>

LE 100.001 7 © 2017 Nastel Technologies, Inc.
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5 Starting the Log Reader and Analyzer

Once the properties and configuration files have been created, the log reader and log analyzer must be
started on the target system. The log reader and analyzer are shipped as jar files.

v NOTE: | For best results, start the log analyzer before the log reader and after AutoPilot server startup.

To start them, issue the following commands:

e Log Analyzer

java -jar loganalyzer.jar
e Log Reader

java -jar logreader.jar

5.1 Sample Usage

The following is a walk-through of the processing using the examples in the previous sections.

1.

The AutoPilot Server starts and log expert begins listening for facts on port 8055. (The port was
configured in Figure 6.)

The log analyzer starts and begins listening for content on port 11234,

The log reader starts and positions at the end of the two files indicated in logreader-context.xml,
section 4.2.1:

a. /var/mgm/errorssAMQERRO01.LOG
b. /usr/database/mylog.log

When new content is added to either file, the log reader sends the content to the port 11234 indicating
the source of the content (MQLOGFILE or DBLOGFILE).

When the content is received, the log analyzer matches it with the source ids and processes the
content according to the source rules:

a. If MQLOGFILE, it searches for AMQ9202 and AMQ5024 anywhere in the content
b. If DBLOGFILE, it searches for lines starting with Failure.

When it gets a match, for example AMQ9202, it sends 100 bytes of the message to LOGEXPERT1
which is defined as port 8055 on server APSERVER.us.com identifying that the matching rule as
ClientConnectFail.

The log expert publishes the facts.
The process repeats (steps 4 — 7).

gl og_Monitors
E}i LogExpert
% Actions
EI@ Facts
"@ _SessionStats
=8 LOG FILES
=@ MQLOGFILES
(88 RNIKULA-PC
E@ ClientConnectFail
. @ EventDate : 2014-11-10
~ @ EventOccurrence : 16
~@ EventText: AMQ9202: Remote host '11.11.11.11¢11.11.11.11) {1414} not available
=@ EventTime : 17:47:57
- CMDSTART

Figure 8. Log Monitor Results

LE 100.001 8 © 2017 Nastel Technologies, Inc.
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