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“MESH signifies
Integration platforms for,
Messaging, Event Pro-
cessing & Streaming de-
ployed across Hybrid
Cloud to power
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Executive Summary

This paper highlights the challenges that IT professionals
face when building and managing applications and
integrations across complex IT landscapes, referred to as
MESH infrastructures. In today’s complex IT environment,
businesses rely heavily on MESH infrastructures as they build
new applications and features to help them adapt to
ever-changing customer engagement models. This shift in
development requirements introduces the need for an
expansion of monitoring and management capabilities to
support these new MESH-based applications.

For example, IT professionals who work with these diverse
infrastructures face unique challenges, such as

fragmented sets of tools, increased overhead, and increased
costs, which lead to a lack of visibility and control, longer
resolution times, missed SLAs, and ultimately poor customer
experience. Current monitoring platforms such as application
performance monitoring solutions focus almost exclusively
on the applications themselves, providing limited support

for monitoring and managing the integration layer that ties
application functionality together.

This paper describes how this shift impacts different roles in
an organization, such as shared services, application owners,
enterprise architects, and application developers, and
introduces meshlQ, a unique platform that provides a
comprehensive set of capabilities that enable application

and integration DevOps professionals to minimize the risks of
unstable applications that put organizations at the risk of
outages, missed SLAs and poor customer experiences.

“meshlQ delivers
observability and
management for the
Integration MESH, deliver
a single pane of glass to
manage and monitor
complex integration
infrastructure.”
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Integration Complexity—
A Challenge for IT and Business

IT professionals such as developers, architects and DevOps
specialists who build and manage applications and
integrations today typically do so across complex IT
landscapes. In fact, many applications are built using
middleware technologies such as Messaging, Event
processing and high-speed data Streaming platforms, and
they are being deployed across complex Hybrid cloud
infrastructures. This paper defines this type of IT
infrastructure as a MESH and illustrates how IT professionals
who are developing and managing applications and
integrations across these diverse MESH infrastructures face
unique challenges.

MESH infrastructures are critical to both IT and business
professionals in our rapidly evolving market. From a business
perspective, companies must keep up with evolving
customer engagement models. Companies are being forced
to compete through the rapid development and deployment
of new features or even new applications. And customers are
becoming more demanding, requiring improved, user-friendly
engagement models, in turn pushing the need for even more
capabilities that require a foundation of old and new
applications, with improved customer experience.

From an IT perspective, companies, especially mature
companies that have grown over time, will have a mixture of
computing platforms. This is a situation that IT teams must
live with, given the risks of standardizing and migrating
existing applications. Some legacy systems or secure
systems will continue to run on premises, some applications
will run on public cloud platforms. And nearly all companies
will maintain a combination of applications across hybrid
environments. Plus, every company will likely have a portfolio
of different messaging, event processing and streaming
systems in deployment, in many cases deeply embedded
across their application portfolios.

“More than just a
monitoring tool,
meshlQ is a unique
observability platform.

1
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Challenges in MESH Infrastructures

Companies will face tremendous challenges as they develop, deploy, and operate applications in the MESH. Some of the
biggest challenges include:

® Fragmented Tools

Middleware vendors may offer their own monitoring tools The complexity of managing multiple middleware

and utilities, making it difficult to standardize and systems can also lead to increased risk of errors and
centralize monitoring across the enterprise. These increased downtime, as administrators struggle to keep
utilities are not designed for general use. They are up with the demands of managing multiple systems.
custom fit for the vendor’s technology and may rely on This lack of standardization can result in a fragmented
different protocols, data formats, and APIs. This siloed monitoring landscape, where different teams are using
approach often makes the monitoring and management different tools and technologies, leading to increased
of MESH applications difficult and time consuming. management overhead and reduced visibility into the

performance and availability of middleware systems.
This incompatibility of tools can pose a significant

challenge for organizations who are building middleware ¢ Increased Cost

applications in MESH environments, making it difficult for Using each vendor’s systems middleware tools to

organizations to standardize and centralize monitoring monitor and manage their platforms can be expensive.

across the enterprise. This incompatibility of Each vendor may require separate tools and licenses,

monitoring tools can also limit the ability of organizations leading to increased costs for the organization. These

to automate and streamline monitoring and deployment costs can quickly add up, especially if the organization

processes, making it exceedingly difficult to correlate has many middleware systems from muitiple vendors.

performance and availability data across multiple This scenario is increasingly common as companies are

middleware systems. acquired and companies choose to adopt and integrate
with the acquired companies’ systems rather than rip

® Management Overhead and replace them.

Monitoring and managing multiple middleware systems

can increase the overall management overhead. This is Additionally, the cost of training and supporting

because the use of different tools and technologies for administrators to use multiple monitoring tools and

each system can require administrators to become technologies can also add significant costs, putting

proficient in multiple tools and technologies, which can increased pressure on IT budgets, and making it difficult

be time-consuming and costly. This increased for organizations to justify the investment in monitoring

management overhead can result in reduced efficiency multiple middleware systems.

and increased costs for the organization, as
administrators are required to manage multiple systems,
each with its own set of monitoring and management
tools.

The result of these challenges is that there is no single way to monitor, manage and deliver DevOps across multiple MESH
environments using the vendor provided tools. Each vendor provides a solution or a tool for managing and monitoring their
middleware technology, but these vendors do not offer a single way to monitor and manage the multi-vendor MESH environ-
ments. meshlQ offers a unique solution that crosses vendor boundaries and enables Developers to build across MESH and
Ops to monitor it.

“meshlQ provides a single pane of glass to manage
and monitor complex MESH landscapes.”

v .
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What is the impact of this fragmentation?

“Industry first
observability platform

The impact of the fragmentation of tools for organizations today is a lack of
visibility and control leading to longer resolution times, missed SLAs, and

poor customer experience. There are many roles that are impacted by this /
fragmentation of monitoring and management tools for all the middleware for In teg_ra tlon
MESH platforms. The impacts will vary by roles and responsibility, driven by messag’ng, event

individual responsibilities, agendas, priorities, budgets, and other
constraints.

processing,
streaming platforms
deployed across
Hybrid Cloud.”

A few examples of impacts based on roles include:

® Shared Services:
Many organizations have dedicated shared services individuals or
teams for common use cases such as application integration. Shared
services professionals require reliable application integration
processes, as well as management and control of middleware
platforms and systems. Multiple platforms will require these individuals
to learn multiple technologies and tools, adding complexity and
overhead, as well as budget demands, resulting in inefficiencies and
potential mistakes.

® Application Owners and Enterprise Architects:
Application owners, as well as enterprise architects who are ensuring
technologies are compatible and complementary across the
organization, need to ensure that there are no failures across these
complex MESH environments leading to potential outages (MTBF),
poor processes or performance problems due to lack of transparency,
monitoring and manageability across complex environments built with
multiple middleware technologies.

® Application Developers:
Application developers must ensure the quality of application
releases. This means they must have the proper tooling for DEV, QA &
UAT testing. However, relying on the vendors’ tools for this
functionality is impossible because no vendor provides end-to-end
monitoring and management capabilities across the MESH.

® Application Support:
Professionals tasked with supporting applications need to ensure that
they can provide fast mean time to recovery (MTTR), as well as the
ability to look across diverse systems and technologies to identify the
root cause of any application issues.

v .
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Solution

To overcome these complexities, organizations should carefully evaluate their middleware requirements and seek vendors with
comprehensive monitoring capabilities.

In this whitepaper we are introducing meshlQ, the industry’s first purpose-built observability platform for messaging, events,
and streaming across hybrid cloud infrastructures.

meshlQ provides a single pane of glass to manage and monitor complex MESH landscapes, significantly reducing the risks to
application stability and performance. Unlike traditional application performance monitoring solutions, meshlQ uniquely
provides observability and management capabilities for every middleware platform on the market, from modern Kafka-based
streaming to legacy messaging technologies such as IBM MQ, across cloud and on-premises environments.

GOVERNANCE INTROSPECTION

= Implement granular access controls @ @ m = Find, browse, trace, and track messages
* Monitor change logs = Speed up root-cause analysis

» Rollback as needed for remediation = Detect bottlenecks early in cycle

Monitor Diagnose

S S
N A
= Single pane of glass = Integration slowdowns and bottlenecks
= End-to-end monitoring R (=] = Prevent failures and outages
» On-prem, cloud, and appliances Y % = Improve MTTR and meet SLAs
Configure .@:E N DevOps
= New artifacts, deploy topologies |_ @ = Weave integration in DevOps
= Support multiple platforms / \ « Shift left, detect early
4, N
V.

= Simplify confi ion management

~ . \/ ’ % — = Speed up integration deployments
INTELLIGENCE \ ACTION
» Stitch messages into transactions %’ E L] = Automate actions based on events
i -

= Use machine learning to predict
« Visualize, identify, report, and analyze

| = Trigger automations via IT platforms
-

= Intelligent actions using Al/ML

Figure 1. meshlQ Platform Capability Matrix

“‘meshlQ platform’s capabilities go beyond
observability. It.delivers DevOps tooling

and Management for. diverse MESH plat-
forms.”
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Capabilities of meshIQ

meshlQ provides a single pane of glass for observability.

It delivers a comprehensive set of capabilities that enable
application and integration DevOps professionals to build and
manage applications across MESH environments, minimizing
the risks of unstable applications that put organizations at
the risk of outages, missed SLAs and poor customer
experience by helping to speed up mean time to resolution
(MTTR) and improving mean time between failures (MTBF),
ultimately improving application SLAs and customer
experience.

More than just a monitoring tool, meshIQ is a unique
observability platform. There are many tools that

deliver observability at the application level. Vendors
typically provide a custom approach for monitoring and
managing their tools or platforms. But meshlQ is the only
platform that delivers observability in the MESH, delivering
more observability capabilities than any other middleware
monitoring solution, including in cross-platform
configurations.

Additionally, it enables deployment, DevOps, data extraction
for AlI/ML, and the ability to initiate actions in real time. It
also enables you to detect bottlenecks, prevent failures and
outages, and improve mean time to recovery.

Plus, meshlQ offers a great way to weave together
integration MESH technologies with your DevOps strategy,
enabling “shift-left” and “detect-early” practices to speed up
integration deployments.

In this section we will explore these capabilities.

The core capabilities of meshlIQ, include:
® Governance
® |ntrospection
® |ntelligence
® Action

v .
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Governance “meshlQ is deployed for a
When building applications and integrations across complex, Wlde range Of our banklng
hybrid environments, being able to properly apply governance apps and iS some thl‘ng we

is essential. Given the number of moving pieces, companies can

put themselves at risk both in terms of product quality and use Wldely to manage our
stability, but also in terms of legal compliance. Application
DevOps professionals must apply granular access controls to mOdern and Iega Cy MESH

data and fupctionality across multiple systems, with full Y?sibjlity [n frastructure and It IS
across multiple vendors’ change logs to ensure reportability in fu”y In tegra ted in to our

environments with regulatory compliance requirements.

Additionally, DevOps professionals must be able to easily rollback Even t managem en t

updates for remediation. o . .
, » lifecycle and our ticketing
To support these requirements, meshlQ offers several monitoring SyS tem Sel‘VlceNO W. ”

capabilities including:
® Single pane of glass visibility across diverse, hybrid systems
and platforms

® End-to-end monitoring —DII’eCtOI’ IT

® Support for on premises and cloud platforms, as well as for
appliances
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Introspection

Not only must developers provide controls over MESH
infrastructures, but they must also be able to centrally introspect
the data that events that flow through their applications. This
data introspect makes it possible for companies to stitch
together messages and events into business transactions.

It also enables the data to be used with artificial

intelligence and machine learning systems to better predict
bottlenecks and outages which could drive poor customer
experience. Finally, introspection supports the ability to visualize,
identify, report, and analyze the data running through
applications and integrations.

To enable introspection, meshlQ offers multiple diagnostic
capabilities including:
® The ability to detect bottlenecks
® The ability to identify and prevent failures and outages
® The ability to reduce MTTR and meet SLAs

MQ St IBM Il Quote. Kafka

“We selected the meshIQ

Nam.._ %  koolB.

Activities Count Events Count

for its unique ability

monitor our:
diversified middleware

according tc
the highest standards of
availability. We
by MQ and IIB
structure and later in

Admin | 2 |()

Q, ) '04/11/2021, 14:14.

Tibco Solace Oracle JVMA

Activities Count QUEUE=QM_A:payment_queue

namaka - Topology View

JKQL> get Relative of Activity where SetName = ‘namaka’ show as topology

®

L3
'3

namakaBank.namaka03|

namakaBank.
- Avg: 3s 332ms [
Count: 73

Avg: 678ms 849ps

TOPIC=reprocessing-namaka
i >
-

TOPIC=process-namaka
namakaBank.namaka12C

OPIC=payment-namaka

: e
Count: 18 >

Avg0.
Count: 17 :
:  TOPIC=clearing-namaka

. e
Avg: 0 ¢

Count: 18
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Intelligence “meshlQ platform has saved.

DevOps professionals benefit from tools that offer built-in the BIaCI(’f Frlday fOf mw
intelli , simplifying th fi ti d depl t of
complex applications. meshiq offers the abilty 1o find, browse, times over. We initially
trace and track messages across the MESH. It also speeds up adop ted the pla tform @
SR o9tion issues between
To enable intelligence, meshlQ offers configuration apps Were I‘eSU/tlng m
capabilies including: | | orders and causmg prlcmg
® The ability to deploy new artifacts and topologies In CO”SIS tenCIeS Very soon

® Support for multiple vendor platforms
we realized that the

® Simplified configuration management
benefits extended to
Support savings as well.”.

-VP, Shared Servi

Data points cuota is bmited, chck bene b
leam more

i : 7.33%
WARNING: 33 % ERROR: 31.71%
NFO: % WARNING: 6

WES v — hare PalicyName « e @2 v KaL e where PolicyNan 3r_| (L= R

Sensorialue SensorValue SenzorValue

Parent nodes: 1 e « Parent nodes: 1

IBM MO Monitori
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Action

For application developers, being able to visualize and
identify data and events across complex environments is
not enough. When working with multiple vendors’ products
and platforms, developers may be forced to custom build
integrations to weave together diverse integration points.
To achieve efficiency and reduce the risk of point-to-point
integrations, meshlQ offers

To support the automation of actions, meshlQ offers several
DevOps capabilities including:
® The ability to weave integrations into DevOps tool chains
® The ability to “shift-left” and “detect-early” for improved
efficiency
® Enhanced configuration abilities to speed up integration
deployments

several capabilities to automate actions through the MESH.
These capabilities include the ability to automate actions
based on events, to trigger automations via different IT
platforms, and to introduce intelligent actions using Al/ML
tools.

- DefaultRepo Admin | P (L

Actions % | FINT. Metric. Mmas 1BMII Quote. Kafka Kafka Namaka  koolB. Tibco Solace Oracided L PR Viewket | + | Import Data |
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Risks of Fractured Approaches in “We take availability very.
MESH Environments seriously, especially. for
provisioning, this is very:.

It is possible to manually build and deploy applications and

integration in MESH infrastructures today. But just because Critical to us.. In the paSt,
it is possible, that does not mean that it is practical or . .
efficient. In fact, there are several risks today when building we had a d’P n

MESH applications without meshlQ, including: cus tomer ra t,ngs and
® Multiple observability tools: Sa tIS fa CtiOI‘I due tO
The MESH i t thing. It is a combination of 17 /
tecehnologielz rc;oeploor;/izd ilrrll%iffelrse?\t comtl)inaltions across Cri tlcal In fraStrUCture

your hybrid cloud infrastructure. This means you will iSSLIeS reSUIting during
require multiple monitoring tools, which in turn increases pI‘O Visioning and pOSl’

the costs, adds complexity, and limits end-to-end

visibility across your environment. Your applications will pro Visioningl meshIQ
be exceedingly difficult to troubleshoot and fix, f 7
introducing higher risk of outages and poor customer reSOIved th em ror us.
experience.

® Cross platform governance: —SI‘. DII‘eCtOI‘ IT
Applications build across MESH infrastructures require
diverse roles and users, increase the complexity of
change control, and introduce potential deployment
issues, which may be impossible to roll back across the
multiple systems and platforms.

® Including Mesh in DevOps Chain:
Manually introducing multiple systems and platforms
into the MESH adds extensive coding requirements,
introduces interoperability challenges across application
and platform versions, and ultimately makes it difficult,
if not impossible, to safely maintain and upgrade the
application.

® Impossible to act in time:

When things do not go well, you need to troubleshoot.
But without a single plane of glass view into your MESH,
troubleshooting across all the products and platforms
will be a nightmare. Identifying and fixing errors will
take longer, increasing risk for companies increasingly
committed to uptime SLAs of .99999. Missing these
SLAs can come with steep penalties of usage credits or
refunds, poor SLAs, and poor customer satisfaction.
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Conclusion

The paper discusses the challenges faced by IT
professionals when managing applications and integrations
in MESH infrastructures, which are crucial for businesses to
adapt to changing customer engagement models. The
fragmented tools, increased overhead, and costs of
managing MESH environments can lead to longer resolution
times, missed SLAs, and poor customer experience. To help
businesses address these challenges, meshlQ provides a
single pane of glass for observability. It provides a
comprehensive set of capabilities to minimize the risks of
unstable applications, improve application SLAs and drive
better customer experiences.

To learn more about how meshlQ can help your organization
reduce complexity, overhead and unnecessary costs while
improving the customer experience, schedule a conversation
with one of our experts at_https://www.meshig.com/con-
fact-us/, or visit us at www.meshig.com.
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